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Lesson Plan Title Objective Lessons Keywords

Self-image
& Identity

I can assess the potential reputational benefits and risks in 
the way I represent myself online and explain strategies to 
manage this (e.g. anonymity, ‘brand you’).

I can explain what ‘autonomy’ means to me when it comes to 
the things I share and choose to engage with online.

I can describe how messages online portraying ‘identity ideals’ 
can inhibit someone from being themselves online or sharing 
things openly.

I can explain why it is important to balance ‘keeping an open 
mind’ with critically evaluating what ideas, opinions or beliefs 
I accept and reject and why I may need to re-evaluate if new 
evidence emerges.

I can reflect on and assess the role that digital media plays in 
my life and give clear examples of where it benefits my lifestyle

Lesson 1 – 
Autonomy online 

Lesson 2 – Identity 
ideals 

Autonomy

Brand you

Identity ideals

Online
Relationships

I can describe the benefits of communicating with a partner 
online.

I can explain how relationships can safely begin (online 
dating), develop, be maintained, changed and end online.

I can recognise harmful language of a discriminatory nature 
and harassment online and who can support people if this 
occurs (e.g. homophobia, name-calling, threatening to ‘out’ 
someone, threatening violence).

I can describe different ways someone can give, gain or 
deny consent online and explain why context is important for 
assessing this.

I can explain the differences between active, passive and 
assumed consent online.

I can explain why we have a collective responsibility to gain 
consent before sharing or forwarding information online (e.g. 
personal details, images)

I can give examples of how to make positive contributions to 
online debates and discussions.

I can give examples where positive contributions have 
effected change in an online community.

Lesson 1 – Online 
messenger apps 

Lesson 2 – Consent 
online 

‘Out’ someone

Online
Reputation

I can explain and give examples of how what anyone writes 
online can also affect their school, family or social group, or 
future opportunities.

I can describe ways that someone can manage what others 
can say and share about them and explain strategies to 
protect an individual’s ‘digital personality’.

Lesson 1 – 
Screengrabs  

Lesson 2 – 
Protecting my 
digital personality 

Digital personality

Screengrab

Online
Bullying

I can explain my criteria for distinguishing between online 
bullying and teasing (banter) online. I can offer examples to 
differentiate between them.

I can demonstrate how someone would intervene (and how 
they would assess if this should be directly or indirectly) to 
support others who are experiencing difficulties online.

I can give examples of effective strategies which might help 
myself or others.

Lesson 1 – Online 
banter 

Lesson 2 – 
Providing support

Banter

Upstander
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Lesson Plan Title Objective Lessons Keywords

Managing
Online
Information

I can navigate online content, websites or social media 
feeds using more sophisticated tools to get to the 
information I want (e.g. menus, sitemaps, breadcrumb-
trails, site search functions).
I can refine search phrases with additional functions (e.g. +, 
AND, ‘ ‘, NOT, * wildcard).
I can explain how search engine rankings are returned and 
can explain how they can be influenced (e.g. commerce, 
sponsored results). I can use a range of features to 
quality assure the content I access online (e.g. hits, likes, 
comments).
I can analyse and evaluate the reliability and validity 
of online information based on content as well as 
appearance.
I can explain why accurate information can be used in a 
false context to deliberately disinform.
I can explain that whilst everyone is entitled to their opinion, 
not all opinions are equally credible or morally defensible 
(and some may be restricted from public expression: e.g. 
those that encourage racial or religious hatred).

Lesson 1 – Refining 
searches 

Lesson 2 – Spotting 
fake news 

Breadcrumb-trails 

Comments

False context
Hits

Likes

Sitemaps

Health,
Wellbeing
& Lifestyle

I can assess the benefits of, and potential problems with, 
sites or apps that intend to promote positive well-being 
(e.g. wellness apps, fitness trackers, meditation/relaxation 
apps).

I can demonstrate criteria for assessing and differentiating 
between health sites that offer unbiased, accurate and 
reliable health information from those promoting a product 
or agenda.

I can describe the criteria to evaluate the benefits and risks 
associated with technology and apps available.

Lesson 1 – Health 
and wellness apps 

Lesson 2 – Lifestyle 
sites 

Fitness trackers

Wellness apps

Privacy &
Security

I can explain what cookies are and can give examples of 
how my online browsing can be tracked and used by others 
(e.g. adware).

I know that accessing some websites or services may 
increase the risk of encountering viruses and other types of 
malware.

I can demonstrate ways in which someone can change 
their browser settings to make their online browsing 
more secure (e.g. cookie permissions, do-not-track-me, 
password storage, incognito).

I can explain app permissions and analyse them to make 
informed choices on which apps to use.

I can explain how the security of devices connected to the 
internet may be compromised (e.g. webcams, monitors, 
phones or toys). I can demonstrate actions people can take 
to minimise such compromise (e.g. covering cameras on 
computers when not in use).

Lesson 1 - Tracking 

Lesson 2 – App 
permissions 

Do-not-track-me

Incognito

Webcam

Copyright
& Ownership

I understand the concept of software and content licensing.

I can understand and explain the principles of fair dealing 
and apply this to real case studies from my own research.

I can identify the potential consequences of illegal access 
or downloading and how it may impact me and my 
immediate peers.

I can explain why controlling copyright of my content may 
be limited when using social media, websites and apps.

Lesson 1 – 
Downloading 
conditions  

Lesson 2 – Illegal 
downloads  

Content licence

Copyright

Fair dealing

Software licence 
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‘Out’ someone: The practice of revealing private 
information about an individual online. This can 
be the sharing of private messages or information 
relating to their sexuality for example.

Autonomy: a person’s ability to act on his or her own 
values and interests.

Banter: A term describing intended jovial teasing 
or talk amongst friends, it has the effect of creating 
a bond among a group. Much banter is good-
natured, but when banter comes into contact with 
the outside world, including online, those not in the 
group, unaware of the permissive bond between 
members, can only take what’s being ‘said’ at face 
value. Statements that participants consider as 
being in jest can sound hostile, derogatory or racist. 
Online, without the benefit of facial expressions, body 
language, tone of voice and context, things can 
easily be misinterpreted. There is a risk that bullying 
behaviour can be excused as ‘banter’.

Brand you: This refers to the way you choose to 
portray yourself online, including having a similar 
look or feel to all of the content you post online. 
This is often driven by the desire to gain more likes, 
follows or comments or even for commercial gain.

Breadcrumb-trails: A navigation aid in user 
interfaces. It allows users to keep track of their 
locations within programs, documents and websites, 
usually appearing at the top of a webpage.
Comments: A way of responding to content posted 
online usually found directly underneath the content 
itself.

Content licence: A content licensing agreement 
allows companies to repurpose or republish material 
through a legal contract. Often called a copyright 
licence, it’s a flexible solution for companies that wish 
to distribute previously published materials.

Copyright: the exclusive and assignable legal right, 
given to the originator for a fixed number of years, to 
print, publish, perform, film or record literary, artistic 
or musical material.

Digital personality: Created as an individual’s online 
activity and behaviour is monitored, collected and 
analysed. A person’s ‘digital personality’ can be 
used by, and possibly sold to, unknown others in 
order to target tailored advertising, information and 
disinformation specifically intended to be attractive 
to the individual and to influence their beliefs and 
choices.

Do-not-track-me: An app or browser extension 
which blocks internet trackers from collecting and 
subsequently sharing information.

Fair Dealing: A legal term used to establish whether 
a use of copyright material is lawful or whether it 
infringes copyright. There is no statutory definition 
of fair dealing – it will always be a matter of fact, 
degree and impression in each case. The question 
to be asked is: how would a fair-minded and honest 
person have dealt with the work? 

False context: When genuine content is shared with 
false contextual information (e.g. date, location, 
event or motivation).

Fitness trackers: Wearable multi-sensor devices that 
can collect data on movement, sleep, heart rate and 
blood pressure, which is then collated and analysed 
via an associate app. Examples are Fitbit, Apple 
Watch and Galaxy Gear.

Hits: Instances in which a webpage or site has been 
viewed.

Identity Ideals: Aspirational ideas about identity 
shared and reinforced online.

Incognito: A browser setting in Chrome that allows a 
user to browse without recording sites visited in the 
browser history. Referred to as in-private browsing 
on other browsers, such as Safari.

Likes: ‘Like’ buttons are often available in social 
media platforms to signal a response to online 
content viewed. Users are encouraged to respond 
to content to build community, but it also serves the 
social media provider with additional information 
regarding an individual’s online activity, which often 
shapes the resultant experience they have and the 
content they see on that platform.

Screengrab: a frame of television or video footage 
that is digitised and stored as a still image for 
subsequent display, editing or printing.
Sitemaps: A list of pages of a website accessible to 
crawlers or users.
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Webcam: A video camera connected to the internet 
that allows users to broadcast live video or take and 
share photographs. Webcams can be used with 
computers and are often built into laptops, tablets 
and smartphones.

Wellness apps: Designed for mobile platforms, 
wellness applications claim to promote a healthy 
lifestyle and vary from specialised activity tracking, 
sleep analysis, nutrition management and 
mindfulness apps to general wellness monitoring 
solutions.

Software licence: A software licence establishes the 
rights of all parties involved with the software: the 
author, the provider and the end users. It defines the 
relationship between the software company and 
users and explains how they are protected.

Upstander: a person who speaks or acts in support 
of an individual or cause, particularly someone who 
intervenes on behalf of a person being attacked or 
bullied.
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SELF-IMAGE & IDENTITY
Year 8 online safety lesson plans

Lesson One - Autonomy online

Year 8 Self-image & Identity

Key Learning Outcomes:

•	 I can assess the potential 
reputational benefits and 
risks in the way I represent 
myself online, and explain 
strategies to manage this 
(e.g. anonymity, ‘brand you’).

•	 I can explain what 
‘autonomy’ means to me 
when it comes to the things I 
share and choose to engage 
with online.

Key Questions:
What do I want to post online?

Resources required:
Examples of social media posts

Lesson One
Year 8

Recap:
When we are online, it is always important to keep in mind that 
what we see might not be a reflection of reality. Always think 
carefully before you say or do anything online, and consider how 
it fits in with your desired online identity.

Introduction:
Explain to students that today, the class is going to explore 
posting online and the choices we have when it comes to 
sharing information about ourselves and our lives. Explain that 
we have autonomy when it comes to our online lives. 

Autonomy: a person’s ability to act on his or her own values and 
interests.

Class Learning:
Tell students they are going to explore as a class what should 
and shouldn’t be shared online. Because we all have autonomy, 
our opinions might be different from our classmates’ opinions, 
and we are going to look at different content we could post and 
discuss why we would or wouldn’t want to share it. 

Show the students the examples of social media posts you have 
selected. For each piece of content, students vote whether they 
would post it or wouldn’t post it. Encourage students to explain 
their answers. 

Independent Activity:
‘If I am worried about my online identity, I should just not post at 
all.’

Split the class into small groups and ask them to discuss the 
statement. Consider the convenience of the internet, and the 
positive side of communicating online, as well as the downsides. 

Students feedback as a class to share their ideas.

Review:
Always remember that you have the autonomy to decide what 
you share online. Consider how your posts might impact how 
others might perceive you, and take steps to make sure you 
have a positive online reputation.Duration:

45 minutes
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Lesson Two – Identity ideals

Year 8 Self-image & Identity

Key Learning Outcomes:

•	 I can describe how 
messages online portraying 
identity ideals can inhibit 
someone from being 
themselves online or sharing 
things openly.

•	 I can explain why it is 
important to balance 
keeping an open mind with 
critically evaluating what 
ideas, opinions or beliefs I 
accept and reject and why 
I may need to re-evaluate if 
new evidence emerges.

•	 I can reflect on and assess 
the role that digital media 
plays in my life and give 
clear examples of where it 
benefits my lifestyle.

Key Questions:
What are identity ideals?

Resources required:
Explainer Video: ‘Online Identity 
Explained’

Tablets or computers 

Lesson Two
Year 8

Recap:
Review the meaning of autonomy and ask the class if they have 
autonomy when they are posting online and why.

Introduction:
Tell students that, in the class today, they are going to discuss 
identity online. Write on the board ‘Who I am online’, and give 
students time to discuss in small groups the image they portray 
of themselves online. Feedback as a class and write some of the 
answers on the board, encouraging students to expand on their 
answers and give further details where necessary. Explain that 
what is posted online is usually a snapshot or highlights reel to 
present an ideal identity rather than the everyday lifestyle of the 
people posting.

Class Learning:
Play students the Explainer Video: ‘Online Identity Explained’ 
and encourage students to make notes about the positive 
and negative aspects of online identity and why it can be 
problematic for some people.

Following the video, feedback as a class and ask if students 
agree with what was discussed in the video. 

Independent Activity:
Ask students, ‘What would an honest social media profile look 
like?’. In pairs, students choose an online personality and develop 
a profile page with status updates and images reflecting what 
they believe a realistic view into the person’s life might be. They 
can do this using Canva, or on paper. 

Share examples as a class and encourage students to discuss 
why it is important to recognise that what they see online is often 
an ‘ideal identity’ and to remember that it might not reflect day 
to day reality.

Review:
Social media posts are often the best moments of people’s days, 
weeks or even months. The posts do not reflect what they do 
every day, and it is important to not compare ourselves to the 
snapshots we see online.

Duration:
45 minutes

SELF-IMAGE & IDENTITY

https://nationalonlinesafety.com/hub/view/webinar/online-identity-explained
https://nationalonlinesafety.com/hub/view/webinar/online-identity-explained
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ONLINE RELATIONSHIPS
Year 8 online safety lesson plans

Lesson One – Online messenger apps

Year 8 Online Relationships

Key Learning Outcomes:

•	 I can describe the benefits 
of communicating with a 
partner online.

•	 I can explain how 
relationships can safely 
begin (online dating), 
develop, be maintained, 
changed and end online.

•	 I can give examples of 
how to make positive 
contributions to online 
debates and discussions.

•	 I can give examples of where 
positive contributions have 
effected change in an online 
community.

Key Questions:
Are our online messages 
private?

How can our messages be 
interpreted in different ways?

Resources required:
Online Messenger Apps KS3 
video

Lesson One
Year 8

Recap:
What do we mean when we talk about identity ideals? Discuss as 
a class.

Introduction:
Today, we are going to talk about some of the different 
messaging apps we use online and what we can do to make 
sure we are using them as safely as possible. 

Class Learning:
Have learners sit so they can all see the screen and watch the 
Online Messenger Apps video. Learners are encouraged not to 
make notes first time round but just to listen to the speaker. If 
there is information in the video that is particularly relevant to 
your learner group, play the video again and ask learners to 
make notes on key points.

Independent Activity:
Discuss the following questions in small groups:

1.	 Do you feel your messages are completely private when you 
are messaging a friend? 

2.	 Have you ever sent a screenshot of a message that was sent 
privately? 

3.	 How do you feel if a friend takes a long time to reply? Why? 
4.	 What emojis and punctuation do you use to indicate tone in 

messages? Do you feel you always manage to convey the 
tone you want to? 

5.	 What advice would you give to a friend who was being 
bullied on a private messaging app?

Review:
Being able to stay in touch with our friends and family online is 
a great benefit of the internet, and over the past few years it has 
kept people connected who otherwise might have been alone. 
However, it is not the same as talking to someone in person, and, 
in the same way that we think carefully about what we say and 
how we say it when we are in a room with people, we have to be 
thoughtful about our messaging to support a respectful online 
world. 

Duration:
45 minutes
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ONLINE RELATIONSHIPS
Year 8 online safety lesson plans

Lesson Two – Consent online

Year 8 Online Relationships

Key Learning Outcomes:

•	 I can recognise harmful 
language of a discriminatory 
nature and harassment 
online (e.g. homophobia, 
name-calling, threatening to 
‘out’ someone, threatening 
violence) and who can 
support people if this occurs.

•	 I can describe different 
ways someone can give, 
gain or deny consent online 
and explain why context is 
important for assessing this.

•	 I can explain the differences 
between active, passive and 
assumed consent online.

•	 I can explain why we have 
a collective responsibility to 
gain consent before sharing 
or forwarding information 
online (e.g. personal details, 
images).

Key Questions:
What are examples of harmful 
language online?

What are the different types of 
consent?

How do I give or deny consent?

Resources required:
PowerPoint

Tablets or computers

Lesson Two
Year 8

Introduction:
Today we are going to talk about what we meant by consent 
online. We are going to be exploring online relationships. 
Issues like this can be very sensitive and difficult to talk about 
sometimes. It’s okay to feel unsure or to ask questions, but it’s 
also important that as a class we all agree on how to treat each 
other during these lessons and that everyone feels comfortable 
to take part.

Recap:
What extra steps do we have to take online to make sure we are 
being kind to the people we are communicating with? Discuss as 
a class.

Class Learning:
Go through the PowerPoint looking at the three different types of 
consent. For each slide, students suggest scenarios online that 
would fall under each category.

Explain to students that it is important to gain consent 
online in the same way we would offline to share any kind of 
information about other people, including images of them. 
Sharing information without consent could be seen as a type of 
harassment, and in the next activity we are going to explore how 
we can support someone who is being targeted online.

Duration:
45 minutes

Please see following page for lesson continuation
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ONLINE RELATIONSHIPS
Year 8 online safety lesson plans

Lesson Two – Consent online

Year 8 Online Relationships

Lesson Two
Year 8

Independent Activity:
In this part of the lesson, we are going to look at what we can 
do to support someone who is impacted by harassment online. 
Divide learners into pairs or small groups to role play this activity. 

Provide each group/pair with a different topic:
1.	 Homophobia
2.	 Name-calling
3.	 Cyberbullying
4.	 Threatening violence online
5.	 Sexual Harassment

Learners imagine that they are the hosts of a new online video 
channel aimed at young people their age, and they are filming a 
new video to post. 

All learners need to include the following in their video: 
1.	 What their topic is and they should define it
2.	 How it happens online
3.	 How it makes people feel
4.	 Advise their viewers on what to do in this situation (if they see 

it happening online or if it is happening to them) and how to 
get help. 

After all the learners have prepared/practised/recorded, have 
all the learners present what they have created to the rest of the 
class.

Review:
As we saw in the first part of the lesson, consent is key online, as 
it is offline. If you are sharing information or pictures or videos 
without the full consent of the subject, this could make them 
uncomfortable and have a negative impact on their wellbeing. 
If something is shared that you did not consent to, there are 
avenues you can take to have the content removed. This is also 
the case for any type of bullying or harassment online; if you or 
someone you know is being targeted, tell a trusted adult, save 
the posts and report the user.

Duration:
45 minutes

Key Learning Outcomes:

•	 I can recognise harmful 
language of a discriminatory 
nature and harassment 
online (e.g. homophobia, 
name-calling, threatening to 
‘out’ someone, threatening 
violence) and who can 
support people if this occurs.

•	 I can describe different 
ways someone can give, 
gain or deny consent online 
and explain why context is 
important for assessing this.

•	 I can explain the differences 
between active, passive and 
assumed consent online.

•	 I can explain why we have 
a collective responsibility to 
gain consent before sharing 
or forwarding information 
online (e.g. personal details, 
images).

Key Questions:
What are examples of harmful 
language online?

What are the different types of 
consent?

How do I give or deny consent?

Resources required:
PowerPoint

Tablets or computers
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ONLINE REPUTATION
Year 8 online safety lesson plans

Lesson One – Screengrabs

Year 8 Online Reputation

Key Learning Outcomes:

•	 I can explain and give 
examples of how what 
anyone writes online can 
also affect their school, 
family or social group, or 
future opportunities.

Key Questions:
How can my online posts impact 
my offline life?

What can you do to build a 
positive online reputation?

Resources required:
Screengrabs KS3 video

Lesson One
Year 8

Recap:
In the previous lesson we had a great discussion about what is 
appropriate to share online and what is inappropriate to share 
online. 

Introduction:
Today,, we are going to explore how even if you delete something 
you post, or if you share it on a private account, it still has the 
potential to pop up on different platforms at a later stage.

Class Learning:
Have students sit so they can all see the screen and watch the 
‘Screengrabs’ video. Students are encouraged not to make 
notes first time round, but just to listen to the speaker. If there 
is information in the video that is particularly relevant to your 
student group, play the video again and ask students to make 
notes on key points.

Independent Activity:
In small groups, discuss the following questions:
1.	 Consider your online presence; what impression do you think 

your friends have of you from your online identity? 
2.	 What can you do to build a positive online reputation? 
3.	 When posting online, how far into the future do you think 

about? Do you consider how the post will be received tonight, 
tomorrow, next week, next year…? 

4.	 How can seeing a post out of context affect the way it is 
interpreted? 

5.	 What advice would you give to a friend whose reputation had 
been damaged by their online presence?

Review:
While we might sometimes forget that what we post or send 
online had the potential to be shared beyond our target 
audience, it is essential to consider how you would feel if what 
you are sending went viral. If you wouldn’t be happy about it, 
think twice about sharing. 

Duration:
45 minutes
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Lesson Two – Protecting my digital personality

Year 8 Online Reputation

Key Learning Outcomes:

•	 I can describe ways that 
someone can manage 
what others can say and 
share about them and 
explain strategies to protect 
an individual’s digital 
personality.

Key Questions:
How can I protect my digital 
personality?

How can I manage what others 
say about me online?

Resources required:
PowerPoint

Lesson Two
Year 8

Recap:
Ask the students to discuss the risks presented in the previous 
lesson around sharing information online, even when it is in a 
private chat. 

Introduction:
Today, we are going to explore ways that someone can manage 
what others can say and share about them online and look at 
strategies to protect an individual’s digital personality.

Class Learning:
Ask the class, ‘Do you have control over what you post and share 
online?’. Feedback and discuss as a group.

Now ask the class, ‘Do you have control over what other people 
post about you online?’. Feedback and discuss as a group.

Because people have a lot of freedom to post and share what 
they want online, it can sometimes mean that there are photos 
of us or stories about us online that we don’t want all over the 
internet. It’s important to remember, though, that there are 
always things we can do if we see something about us online 
that we don’t want to be there. Discuss the situations on the 
PowerPoint as a class. 

Go through the ‘What can you do?’ slide and compare the 
suggestions to the answers given by the students.

We can also take steps to protect our online personality, which 
might limit the risks of having your information more widely 
shared. Show the ‘Preventative steps’ slide and discuss each 
point as a class. Ask how many students in the class currently 
follow the guidance and why/why not.

Duration:
45 minutes

Please see following page for lesson continuation
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ONLINE REPUTATION
Year 8 online safety lesson plans

Lesson Two – Protecting my digital personality

Year 8 Online Reputation

Key Learning Outcomes:

•	 I can describe ways that 
someone can manage 
what others can say and 
share about them and 
explain strategies to protect 
an individual’s digital 
personality.

Key Questions:
How can I protect my digital 
personality?

How can I manage what others 
say about me online?

Resources required:
PowerPoint

Lesson Two
Year 8
Independent Activity:
Have a class discussion with the learners around the following 
points. After the discussion, feedback as a class and compare to 
the given suggested answers.

1.	 Why are privacy settings important?
       Privacy settings are important because they can help 

protect you and the content you share. For example, you 
may want to share a photo but only with your friends – using 
privacy settings lets you do this. Privacy settings can also 
help protect your online reputation.

2.	 What kinds of privacy settings are available? 
       For some accounts the privacy settings are very simple 

(e.g. choosing between having a private or public profile). 
On other services there are many more options including 
settings around messages, comments, how your data is 
used and even facial recognition!

3.	 Does anyone know how to turn privacy settings on?
       On some apps privacy settings will be turned on as soon 

as you create an account, but on others your profile is 
automatically public, so it’s always best to check. If you’re 
not sure how to use privacy settings, speak to an adult and 
use a search engine to help find useful instructions.

4.	 If your account is private, are all of your posts safe?
       Privacy settings and having a private account helps keep 

your content safe, but it’s important to remember that 
they are not perfect. There are other ways the things you 
share can be seen more widely, for example if somebody 
screenshots something you have said or done online and 
shares it with other people. There are also parts of your 
profile that are often always public (e.g. profile picture, 
username and bio).

5.	 What could we do if negative things show up when searching 
for our names? 

       If you have shared something online that you regret (e.g. 
an embarrassing photo or offensive joke) the best thing to 
do is delete the original post. If someone else has shared 
something negative about you, start by removing any tags 
that link directly to your account and asking the person who 
posted the content to delete it. If they refuse, there may be 
options to report it and have it deleted that way. Sometimes 
you may find that lots of people have shared something, 
making it difficult to remove completely – in this situation 
it’s important to speak to an adult you trust for help and 
support.

Review:
The more aware we are about our actions online, the more 
chance we have to better manage our digital personality. Make 
sure you use the available privacy settings and know how to 
report anything you see that makes you feel uncomfortable. 

Duration:
45 minutes
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ONLINE BULLYING
Year 8 online safety lesson plans

Lesson One – Online banter

Year 8 Online Bullying

Key Learning Outcomes:

•	 I can explain my criteria 
for distinguishing between 
online bullying and teasing 
(banter) online. I can offer 
examples to differentiate 
between them.

Key Questions:
What is the difference between 
bullying and banter? 

When is banter appropriate, and 
what is inappropriate?

How can what is said online be 
interpreted differently from what 
is said in person? 

Resources required:
Online Banter KS3 video video

Lesson One
Year 8

Recap:
In previous lessons we have spoken about how to protect our 
online identity and personality as well as how we can manage 
what others say about us online. Discuss with the class some of 
the ways they can manage their online presence. 

Introduction:
Today, we are going to have a discussion about online bullying 
and online banter and explore how they might differ from each 
other. 

Class Learning:
Have students sit so they can all see the screen and watch the 
‘Online Banter’ video. Students are encouraged not to make 
notes first time round but just to listen to the speaker. If there 
is information in the video that is particularly relevant to your 
student group, play the video again and ask students to make 
notes on key points.

Independent Activity:
In small groups, discuss the following :

1.	 In your own words, what is the difference between bullying 
and banter? 

2.	 When is banter appropriate, and when is it inappropriate? 
3.	 What other forms can online bullying take? 
4.	 How can what is said online be interpreted differently from 

what is said in person? Think about body language, tone of 
voice… 

5.	 What advice would you give to a friend who was being 
bullied online?

Review:
It is important to keep in mind everyone’s differences when we 
are communicating online and recognise that what one person 
might find humorous and light-hearted, another might take 
as an offensive, especially considering the range of difference 
contexts we communicate through online. Be thoughtful about 
what you say and consider the impact your words and actions 
can have on those around you to make sure the digital space is 
a safe one for everyone. 

Duration:
45 minutes
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Year 8 online safety lesson plans

Lesson Two – Providing support

Year 8 Online Bullying

Key Learning Outcomes:

•	 I can demonstrate how 
someone would intervene 
(and how they would assess 
if this should be directly 
or indirectly) to support 
others who are experiencing 
difficulties online.

•	 I can give examples of 
effective strategies which 
might help myself or others.

Key Questions:
What does it mean to be an 
upstander online? 

What steps can I take to support 
someone who is experiencing 
online difficulties?

Resources required:
PowerPoint

‘Upstanders’ worksheet

Lesson Two
Year 8

Recap:
In the previous lesson, we looked at the differences between 
bullying and banter.

Introduction:
In this lesson, we will be discussing things that we can do in order 
to support others who are experiencing online bullying. 

Review:
As a class, go through the guides and talk about how students 
can implement these tips into their everyday lives both online 
and offline. 

Class Learning:
Online bullying can impact victims significantly. Ask the students, 
‘How do you think a victim may be impacted?’. Discuss as a 
class. Some examples are: they may start to feel overwhelmed, 
vulnerable, powerless, humiliated, hopeless or angry, which 
may lead them to want revenge. They may also start to feel 
depressed, anxious or suicidal. 

We know online bullying is happening but how do we take 
action? Ask learners what it means to be an upstander vs a 
bystander. 

Open the PowerPoint and discuss what it means to be an 
upstander. Ask students what an upstander can do to take 
action. Remind learners that being an upstander takes courage, 
compassion, empathy and leadership. It is not easy but it is 
necessary. 

Duration:
45 minutes

Independent Activity:
Ask each learner to complete the guide to being an upstander. 
This can be done in pairs/groups or independently. Encourage 
learners to keep this guide somewhere safe so that they can 
always refer back to it. Remind learners that when in doubt, 
always speak to an adult about what they have seen online. 
Encourage learners to express their feelings around what is 
happening online and that their feelings and emotions are valid. 
Engage with the learners around reporting and reaching out for 
help. 

Once all of the guides are completed, you can combine them 
into one big guide for all of the learners to keep. This way, 
there will be multiple different ideas, and, as the teacher, you 
can ensure learners have a guide containing all of the correct 
information. 
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MANAGING ONLINE INFORMATION
Year 8 online safety lesson plans

Lesson One – Refining searches

Year 8 Managing Online Information

Key Learning Outcomes:

•	 I can navigate online 
content, websites or social 
media feeds using more 
sophisticated tools to get 
to the information I want 
(e.g. menus, sitemaps, 
breadcrumb-trails, site 
search functions).

•	 I can refine search phrases 
with additional functions 
(e.g. +, AND, ‘ ‘, NOT, * 
wildcard).

•	 I can explain how search 
engine rankings are returned 
and can explain how they 
can be influenced (e.g. 
commerce, sponsored 
results). I can use a range of 
features to quality assure the 
content I access online (e.g. 
hits, likes, comments).

Key Questions:
How can I refine my online 
searches?

How are search engine rankings 
returned?

Resources required:
‘Using Boolean’ PowerPoint

‘Searching for information’ 
worksheet

Lesson One
Year 8

Recap:
We have seen in previous lessons how we can refine our search 
results to make sure we filter out irrelevant information.

Introduction:
Today, we are going to look at more ways we can refine our 
searches online so we can limit the irrelevant information that is 
returned to us from a search.

Class Learning:
Ask students to think either about searches they have carried out 
in the past week or searches where they have struggled to find 
enough information or the right answer. As a class, suggest ways 
to solve the issue of not being able to find exactly what you are 
looking for using features of search engines. Write down ideas on 
the board.

Show students the Boolean table on the PowerPoint and ask 
students how many use Boolean in their searches. Go through 
the table and elicit examples of when each control would be 
useful when researching information e.g. AND when we want to 
research ‘online safety’, but not ‘online’ separately from ‘safety’.

Independent Activity:
Hand out the worksheet. Students conduct searches for topics 
they are studying in different subjects. This can be done in pairs 
or in small groups.

Ask students to discuss the differences they have found with 
their searches using some advanced criteria. Did it find the 
information quicker? Did it remove any results that they could 
have used?

Review:
The internet is full of information on every topic imaginable, and 
to make sure we are as in control as possible of the information 
returned to us in a search result, we can use a range of tricks 
which save time and keep focus on the project at hand. 

Duration:
45 minutes
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Lesson Two – Spotting fake news

Year 8 Managing Online Information

Key Learning Outcomes:

•	 I can analyse and evaluate 
the reliability and validity of 
online information based 
on content as well as 
appearance.

•	 I can explain why accurate 
information can be used in 
a false context deliberately 
disinform.

•	 I can explain that whilst 
everyone is entitled to their 
opinion, not all opinions are 
equally credible or morally 
defensible (and some may 
be restricted from public 
expression e.g. those that 
encourage racial or religious 
hatred).

Key Questions:
How can we spot fake news 
online?

What are the dangers of 
believing fake news?

Resources required:
Spotting Fake News KS3 video

Lesson Two
Year 8

Recap:
In the previous lesson we looked at how to limit our searches to 
make sure our results are focused on the area we are studying. 
There is so much information online, and with a lot of it user-
generated, we always need to be aware of how accurate the 
information is. 

Introduction:
Today, we are going to explore how some of the information we 
see online isn’t true, and what we can do when we are online to 
distinguish between fact and fiction.

Class Learning:
Have students sit so they can all see the screen and watch the 
‘Spotting Fake News’ video. Students are encouraged not to 
make notes first time round, but just to listen to the speaker. If 
there is information in the video that is particularly relevant to 
your student group, play the video again and ask students to 
make notes on key points.

Independent Activity:
In small groups, discuss the following:

1.	 What fake news stories have you seen recently? 
2.	 What are the dangers of not thinking analytically about the 

news stories you read? 
3.	 What do you need to look out for to spot fake news? 
4.	 In your opinion, why do people deliberately publish and share 

fake news? 
5.	 What advice would you give to your friends to make sure they 

don’t fall for fake news stories?

Review:
Not everything we see online or offline can be relied upon as fact. 
Most of the information we come across has been written and 
shared with a purpose in mind, and sometimes, that purpose 
might not be to inform at all, but instead to alter our beliefs or 
cause us to react emotionally. 

Duration:
45 minutes
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HEALTH, WELLBEING & LIFESTYLE
Year 8 online safety lesson plans

Lesson One – Health and wellness apps

Year 8 Health, Wellbeing & Lifestyle

Key Learning Outcomes:

•	 I can assess the benefits of, 
and potential problems with, 
sites or apps that intend 
to promote positive well-
being (e.g. wellness apps, 
fitness trackers, meditation/
relaxation apps).

Key Questions:
What are the benefits of health 
and wellness apps?

What are the downsides to 
health and wellness apps?

Resources required:
PowerPoint

Lesson One
Year 8

Recap:
What does it mean to be healthy? Does this mean something 
different online? Discuss as a group. 

Introduction:
Today, we are going to talk about apps that promote positive 
well-being and discuss both the positives and potential 
problems with these apps. 

Class Learning:
Ask students to discuss the ways in which they currently use 
technology to support themselves. How does it help? Why is it 
better to use an app?

Divide the class in two and give each group one of the following 
statements, also on the PowerPoint, to develop a persuasive 
argument for. 

•	 If you use health apps, you can challenge yourself against 
others to keep you competitive. 

•	 As we already use technology enough, keeping healthy 
should be done away from screens and technology. 

Students should share their persuasive pieces with the class 
to show they understand how using too much technology can 
be damaging but could also be used to support physical and 
mental well-being.

As a whole class, students present their arguments for each side. 
At the end of the class, students vote on the statement they most 
agree with.

Independent Activity:
Divide learners into groups. After discussing the benefits and 
problems of well-being apps, ask learners to come up with 
an idea for a wellness app that incorporates the benefits but 
reduces any potential negative/problem/harm. 

•	 What is your app called?
•	 What would the app’s function be?
•	 Who would use the app?
•	 Why should people download the app?
•	 Would it be free or paid?
•	 How will your app promote healthy screentime?
•	 If there is time, students write a brief summary of the 

arguments for and against wellbeing apps and a conclusion 
that states their beliefs with justification.

Review:
Are there any apps that you currently use that you might not use 
in future? Why?

Duration:
45 minutes
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Lesson Two - Lifestyle sites

Year 8 Health, Wellbeing & Lifestyle

Key Learning Outcomes:

•	 I can demonstrate criteria for 
assessing and differentiating 
between health sites that 
offer unbiased, accurate and 
reliable health information 
and those that promote a 
product or agenda.

•	 I can describe the criteria 
to evaluate the benefits 
and risks associated with 
available technology and 
apps.

Key Questions:
How can we differentiate 
between reliable and unreliable 
health information online?

What are the risks associated 
with health apps and lifestyle 
sites?

Resources required:
Explainer video: ‘Lifestyle sites’

Tablets or computers

Lesson One
Year 8

Recap:
In the previous lesson, we discussed the benefits and drawbacks 
of some of the platforms and devices that claim to promote 
health and wellbeing. As a class, review the ways that wellness 
apps and fitness trackers can potentially have a negative impact 
on the users. 

Introduction:
Today, we are going to talk about health sites to better 
understand how to differentiate between sites that are accurate 
and reliable and those which might have an agenda.

Class Learning:
Ask students if they follow any health or lifestyle sites, such as 
a particular exercise regime or diet, on their social media. Write 
answers on the board.

Show students the ‘Lifestyle Sites’ video and instruct them to 
make notes of the drawbacks of the sites. Following the video, 
discuss as a class whether they had considered these aspects 
before. Considering the original answers offered by the class, 
explore together how these particular sites display the risky 
elements discussed in the explainer video.

Independent Activity:
In pairs, students choose a lifestyle site or page to research 
and assess how the platform hooks in users and whether it sells 
products. The aim of the activity is for students to think critically 
about the purpose behind the sites, whether it is for their own 
health and wellbeing, or whether it is for profit.

Review:
Students compare the results of their research and discuss the 
impact the lifestyle page or site could have on a user, taking into 
account its purpose.

Duration:
45 minutes

https://nationalonlinesafety.com/hub/view/webinar/lifestyle-sites
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Year 8 Privacy & Security

Key Learning Outcomes:

•	 I can explain what cookies 
are and can give examples 
of how my online browsing 
can be tracked and used by 
others (e.g. adware).

•	 I know that accessing 
some websites or services 
may increase the risk of 
encountering viruses and 
other types of malware.

•	 I can demonstrate ways in 
which someone can change 
their browser settings to 
make their online browsing 
more secure (e.g. cookie 
permissions, do-not-track-
me, password storage, 
incognito).

Key Questions:
Why do apps and services want 
to track their users?

What are the benefits and risks 
associated with having your 
behaviours tracked online?

How do you improve your 
privacy and manage how apps 
and services may track your 
behaviours?

Lesson One
Year 8
Recap:
How do platforms know what adverts to show us?
Discuss as a class.

Introduction:
Start by discussing with the class how online services often 
offer personalised results, including ‘you might like’ style listings 
and personalised advertisements. Ask the students to provide 
some examples of services and sites which offer this (e.g. Netflix, 
Spotify, TikTok, Google search).

Introduce the concept of cookies and how this data is used 
in tracking our online behaviours. Also introduce adware as 
concept and why sites and services might want to track and 
categorise their users.

Class Learning:
Split the class into groups with half of the group focussed on 
the advantages of tracking and personalised search and 
recommendations while the other half focuses on the potential 
risks associated with this. In terms of negatives, encourage 
students to consider tracking, influence and narrowing of 
choices, and safety of whistle-blowers or activists.

You may wish to ask groups to debate their viewpoints as a class 
sharing activity to get the thoughts of the various groups.

So far, we have looked at largely trustworthy websites, but what 
about less trustworthy sites? For example, we have Netflix, which 
is a paid for service, but equally, there are sites which offer 
access to TV and films, supposedly for free. Discuss with the class 
how trustworthy these sites may be and how they might make 
money to fund their operation. Discuss the concept of, ‘if you’re 
not paying for the product, you are the product’.

Duration:
45 minutes

PRIVACY & SECURITY
Lesson One - Tracking

Please see following page for lesson continuation
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Year 8 Privacy & Security

Key Learning Outcomes:

•	 I can explain what cookies 
are and can give examples 
of how my online browsing 
can be tracked and used by 
others (e.g. adware).

•	 I know that accessing 
some websites or services 
may increase the risk of 
encountering viruses and 
other types of malware.

•	 I can demonstrate ways in 
which someone can change 
their browser settings to 
make their online browsing 
more secure (e.g. cookie 
permissions, do-not-track-
me, password storage, 
incognito).

Key Questions:
Why do apps and services want 
to track their users?

What are the benefits and risks 
associated with having your 
behaviours tracked online?

How do you improve your 
privacy and manage how apps 
and services may track your 
behaviours?

Lesson One
Year 8

Independent Activity:
In groups, students research and discuss the various approaches 
which users can take to keep themselves safer online. Some 
examples might be:
•	 Cookie permissions 
•	 DuckDuckGo as a browser
•	 Private browsing/incognito mode
•	 VPNs

Also use this opportunity to remind students of general online 
safety advice, such as the need for strong passwords, avoiding 
password reuse and enabling multifactor authentication.

Review:
Most uses of technology operate in balance, with positives 
balanced out by negatives. Although personalised adverts, 
search results and recommendations offer benefits in terms 
of ease and convenience, they also represent a risk in terms of 
privacy, manipulation and security. It is important we are aware 
of the risks.

Duration:
45 minutes

PRIVACY & SECURITY
Lesson One - Tracking
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Year 8 Privacy & Security

Key Learning Outcomes:

•	 I can explain app 
permissions and analyse 
them to make informed 
choices on which apps to 
use.

•	 I can explain how the 
security of devices 
connected to the internet 
may be compromised (e.g. 
webcams, monitors, phones 
and toys). I can demonstrate 
actions people can take to 
minimise such compromise 
(e.g. covering cameras on 
computers when not in use).

Key Questions:
What permissions might 
different apps seek to access on 
your mobile device?

What risks might you be 
exposed to due to internet 
connected devices?

Resources required:
PowerPoint

Lesson Two
Year 8
Recap:
What examples can we think of where we have to give 
permission to someone or something? What about when we are 
online?

Introduction:
Show students the slide with a range of apps, and, in small 
groups, consider which permissions they believe each app 
should have enabled or disabled. 

Show the list of example permissions on the PowerPoint. Discuss 
the views of the group, highlighting and discussing any areas 
where groups disagreed.

Introduce the possibility of our devices and apps becoming 
compromised by a cybercriminal through a known vulnerability. 
Ask students if they keep their devices regularly updated and 
discuss the importance of updating devices to remove known 
vulnerabilities.
Explain how the same issue extends from our mobile devices to 
the increasing number of internet connected devices which we 
now use. 

Class Learning:
Show students the slide with a range of apps and in small 
groups, consider which permissions they believe each app 
should have enabled or disabled. 

Show the list of example permissions on the PowerPoint. Discuss 
the findings as class highlighting and discussing any areas 
where groups disagreed.

Introduce the possibility of our devices and apps becoming 
compromised by a cyber criminal through a known vulnerability. 
Ask students if they keep their devices regularly updated and 
discuss the importance of updating devices to remove known 
vulnerabilities.

Explain how the same issue extends from our mobile devices to 
the increasing number of internet connected devices which we 
now use. 

Duration:
45 minutes

PRIVACY & SECURITY
Lesson Two – App permissions

Please see following page for lesson continuation
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Year 8 Privacy & Security

Key Learning Outcomes:

•	 I can explain app 
permissions and analyse 
them to make informed 
choices on which apps to 
use.

•	 I can explain how the 
security of devices 
connected to the internet 
may be compromised (e.g. 
webcams, monitors, phones 
and toys). I can demonstrate 
actions people can take to 
minimise such compromise 
(e.g. covering cameras on 
computers when not in use).

Key Questions:
What permissions might 
different apps seek to access on 
your mobile device?

What risks might you be 
exposed to due to internet 
connected devices?

Resources required:
PowerPoint

Lesson Two
Year 8

Independent Activity:
Split the class into groups and ask them to consider different 
internet connected devices and the risk which users may 
be exposed to should devices suffer from hacking or device 
compromise. See PowerPoint for devices to consider:

•	 Fitness watches/monitors
•	 Robotic vacuum cleaners
•	 Remote controlled central heating
•	 Internet connected cars
•	 Video doorbells

Feedback and discuss as a class. 

Review:
We are constantly using new apps and introducing more internet 
connected devices to our home. In doing so we need to be 
conscious of security and seek to minimise the data apps have 
access to. We should also ensure apps and devices are kept up 
to date to minimise cyber risk.

Duration:
45 minutes

PRIVACY & SECURITY
Lesson Two – App permissions
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Lesson One – Downloading conditions

Year 8 Copyright & Ownership

Key Learning Outcomes:

•	 I understand the concept 
of software and content 
licensing.

•	 I can understand and 
explain the principles of fair 
dealing and apply this to real 
case studies from my own 
research.

Key Questions:
When I download content and 
tick the tick box that I agree to 
the terms and condition, do I 
really understand what I am 
consenting to?

To what extent does the 
principle of fair dealing protect 
me against a copyright 
infringement?

Resources required:
PowerPoint

Software Licensing

Exceptions to Copyright 

Copyright Infringement 

Lesson One
Year 8

Recap:
What are some of the laws that govern our use of online content? 
Discuss as a class. 

Introduction:
Today, we are going to look at software and content licensing in 
detail so we can understand what is lawful to use and what isn’t. 

Class Learning:
Show students the description of software licensing on the 
PowerPoint. Ask students, ‘What have you downloaded recently 
which required you to tick a box agreeing to terms and 
conditions? What was in the terms and conditions? Did you read 
them? Why/why not?’.

This tick box that you are agreeing to usually indicates how 
many copies of the software you can use, which organisations 
can use the software and how long you can use the software.

Now look at the definition of fair dealing on the PowerPoint. 
Discuss the benefits of having the fair dealing law from the 
perspective of the original creator and from the perspective of 
the person using the original work to create something new. 

Independent Activity:
In small groups, discuss the examples on the PowerPoint slide 
‘Fair Dealing?’. Read the breakdown of the case Jess Koons vs. Art 
Rogers on the link and explain whether Jeff Koons is in breach of 
copyright or whether his works falls under fair dealing.

Review:
Can you think of any other examples where artists or performers 
have used small parts of someone else’s work? Does it constitute 
fair dealing? Why/why not?

Duration:
45 minutes

https://www.techdonut.co.uk/business-software/software-licensing/software-licensing-overview
https://www.gov.uk/guidance/exceptions-to-copyright
https://www.natlawreview.com/article/uk-copyright-infringement-fair-dealing-digital-world
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Lesson Two – Illegal downloads

Year 8 Copyright & Ownership

Key Learning Outcomes:

•	 I can identify the potential 
consequences of illegal 
access or downloading and 
how it may impact me and 
my immediate peers.

•	 I can explain why controlling 
copyright of my content may 
be limited when using social 
media, website and apps.

Key Questions:
What are the consequences 
of illegally downloading and 
streaming content?

Resources required:
Police raid ‘network of pay-TV 
pirates’ broadcasting to tens of 
millions worldwide | World News 
| Sky News

Lesson Two
Year 8
Recap:
Can you remember the examples of fair dealing from the 
previous lesson? Discuss as a class. 

Introduction:
Today, we are going to look at the potential impact and 
consequences of illegally downloading and streaming content 
from the internet.

Class Learning:
Write the following on the board and encourage students to offer 
their views: 

If I can’t afford Sky and Netflix and Amazon Prime and Disney+, 
why should I miss out. It’s not fair. 

Write ideas and answers on the board and encourage students 
to expand to offer justification.

Ask students to discuss if they have ever used or know of people 
using IPTV. Ask students to read the news article about IPTV.

Police raid ‘network of pay-TV pirates’ broadcasting to tens of 
millions worldwide | World News | Sky News

As a class, discuss the following: 
1.	 What is IPTV? 
2.	 Why is it illegal to stream a show/event that is being shown 

in another country? For example, Premier League football is 
shown in America, but not in the UK. 

3.	 Why do I need to know what images are copyright protected? 
4.	 Can I still use images/music that have copyright attached to 

them?

Independent Activity:
Streaming – Ask students to summarise which side of the 
argument they were on from the initial discussion and write a 
paragraph explaining their point of view. Remind students that, 
in all aspects of life, money can affect what you have access to, 
such as cars, houses, holidays, types of food and restaurants. 
What we have looked at today is how money can also affect 
what content you have access to online.

Review:
Compare summaries as a class. How many have changed their 
mind since the beginning of the lesson? 

Duration:
45 minutes

https://news.sky.com/story/police-raid-network-of-pay-tv-pirates-broadcasting-to-tens-of-millions-worldwide-11813148
https://news.sky.com/story/police-raid-network-of-pay-tv-pirates-broadcasting-to-tens-of-millions-worldwide-11813148
https://news.sky.com/story/police-raid-network-of-pay-tv-pirates-broadcasting-to-tens-of-millions-worldwide-11813148
https://news.sky.com/story/police-raid-network-of-pay-tv-pirates-broadcasting-to-tens-of-millions-worldwide-11813148

