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Lesson Plan Title Objective Lessons Keywords
. | can demonstrate ways someone can use the internet and Lesson1-The Self-promotion
Self—lmqge social media for positive self-promotion including enhancing image | want to
. employment prospects. ortra Social norms
& Identity ployment prosp portray
| can recognise, assess and, if necessary, challenge the Lesson 2 —
social norms and expectations that influence how we identify Challenging
ourselves online (e.g. profile pictures, shared content) and how | negativity online
it might differ according to gender, culture or social group.
I know how to appropriately challenge negative comments or
expectations concerning my online identity.
| can explain how to support others in need online and offline,
both publicly and privately.
I make positive contributions to other’s self-identity, where
appropriate (e.g. avoiding negative comments or positive
commentary on profile pictures).
. | can describe actions someone could take if they experience Lesson 1 — Private lllegal online
Online or are targeted by illegal online behaviour. messaging and behaviour
. . the law
Relationships
Lesson 2 — Legal
but harmful
content online
. | can explain how someone can build an online presence using | Lesson1-The Positive self-
Online a range of technologies that provide a positive representation positive side of promotion
. of who they are, listing attributes others might find valuable social media
Reputation (e.g. job/university application profiles)
Lesson 2 — Group
promotion
. | can identify bullying behaviours in a variety of online contexts | Lesson1- Online Offline abuse
Online (including educational and workplace settings) and can work bullying in different
Bullvi cooperatively with others online to challenge those behaviours | contexts Online abuse
ullying and prevent them recurring.
Lesson 2 - Online
| can describe how online bullying can facilitate offline abuse. and offline abuse
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Lesson Plan Title

Objective

| can assess how my developing ‘digital personality’ might

Lessons

Lesson 1 - Echo

National

Online
Safety”

Keywords

Digital personality

quqging affect (focus or limit) the type of information returned to me | chambers and
Online in a search or on a social media stream illegal content Gaslighting
Information | know what content is illegal to view and share online and Lesson 2 - Bigdata [ Information operations
can describe some of the laws governing online illegal
content and that they may vary from country to country Political agenda
| can describe what is meant by ‘big data’ and ‘data
analytics’ and how political parties, commercial and other
organisations use these. | can evaluate the ethics of such
use and describe how these may impact on an individual
now and in their future
| can describe ways people can assess and manage how
and what they contribute to ‘big data’
| can explain how and why anyone could be targeted for
sophisticated information or disinformation intended to
influence their beliefs, actions and choices (e.g. gaslighting,
information operations, political agendas)
| can explain why products and services people purchase Lesson 1 - Buying Online gambling
Heqlth, online may not meet UK health and safety standards and health products
. why this can be risk online
Wellbeing v v
& Lifesty|e | can evaluate the risks associated with online gambling Lesson 2 — The
including the accumulation of debt and critically evaluate dangers of online
the marketing of this industry gambling
| can describe the laws around age related access to
certain types of online content (e.g. gaming; gambling;
alcohol/dugs related; sexual content). | can justify why they
exist and assess their benefits and limitations.
. | can offer an informed opinion on the fitness for purpose of | Lesson1-— Cloud
Pr|vqcy & the laws relating to data protection and young people Legislation and DDOS
S it data protection Distro
ecurity | can explain how the security of data in a network can be .
compromised internally or externally and give examples Lesson 2 — Firewalls
of how this might occur (e.g. DDOS, proxy-bypass, distro, Securing networks .
hacking). I can describe actions that can minimise risks. and data Hacking
| can explain why networks require secure management Pl oy peEs
and can give examples of services that support this (e.g. ermevelhle feels
firewalls, VPN, user monitoring)
: : VPN
| can explain the value of regular data backup in system
recovery, and can give examples of and demonstrate
effective practice in how this might be achieved (e.g.
removable media, cloud)
. | can demonstrate how someone can protect their work Lesson1— Copyright theft
Copyng ht from copyright theft Protecting against
. copyright theft
& Ownershlp | can explain the effects of plagiarism within my own
work and assess the impact it can have on accrediting Lesson 2 — The
achievement impact of
plagiarism
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Glossary

Cloud: Storing and accessing data and programs
over the internet instead of a computer’s hard drive.
Cloud storage can be accessed on almost any
device with an internet connection as it is remote
storage.

Copyright theft: Sometimes referred to as piracy,
copyright theft is the use of content which is
protected by copyright law, without the required
permissions needed to reuse it.

DDOS: A DDoS attack is an attempt to make an online
service unavailable by overwhelming it with traffic
from multiple sources.

Digital personality: Created as individuals’ online
activity and behaviour is monitored, collected and
analysed. A person's ‘digital personality’ can be
used by and possibly sold to unknown others in
order to target tailored advertising, information and
disinformation specifically intended to be attractive
to the individual and to influence their beliefs and
choices.

Distro: Operating system based on Linux which can
be installed and used on another system (usually
through a USB key) to bypass security and filtering.

Firewalls: A network security system, either hardware
or software based, that uses rules to control
incoming and outgoing network traffic. A firewall
acts as a barrier between a trusted network and an
untrusted network.

Gaslighting: False information presented to
someone, making them doubt their own memory,
perception and quite often, their sanity.

Hacking: Gaining unauthorised access to a
computer system or account. Someone who does
this may be referred to as a hacker. Hackers find
vulnerabilities in computer systems such as poor
passwords or use technical methods to attack
systems. Some companies employ ethical hackers to
help them protect their systems.

lllegal online behaviour: Actions and behaviours
online that are against the law and can be
prosecuted as a crime.

Information operations: Actions taken online by
unknown people, organisations and countries to use
the media (especially social media) to steer public
opinion by targeting and disseminating selective
information or disinformation.

National
Online
Safety”

Offline abuse: Offline abuse is cruel and violent
treatment of a person or animal in person.

Online abuse: Online abuse is any type of abuse
that happens on the internet, through social mediq,
online gaming or mobile phones.

Online gambling: Online gambling is any kind of
gambling conducted on the internet. This includes
virtual poker, casinos and sports betting.

Political agenda: An underlying political motivation
for sharing content or messages.

Positive self-promotion: Positive self-promotion is
the act of publicizing oneself or to self-advertise
oneself displaying only the best attributes.

Proxy-bypass: A third party website set up for users
to bypass filtering restrictions on the network they
are using. Whilst these sites are often blocked by
network administrators, others proliferate rapidly and
are often listed on some areas of the internet.

Removable media: Any type of storage device that
can be removed from a device while the system is
running e.g. CDs, DVDs, Blu-Ray disks, USB drives.
Removable media makes it easy for a user to move
data from one computer to another.

Self-promotion: The action of promoting or
publicizing oneself or one’s activities

Social norms: A social norm is a way of thinking,
feeling or behaving that is deemed by the group as
appropriate.

VPN: A method used to add security and privacy to
private and public networks, like Wi-Fi Hotspots and
the internet. VPNs are often used by corporations to
protect sensitive data.
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SELF-IMAGE & IDENTITY Safety’

Lesson One — The image | want to portray

Key Learning Outcomes: Lesson One

- lcan demonstrate ways Yearl

someone can use the
internet and social media Recap:
for positive self-promotion
including enhancing
employment prospects.

Review what it means to have autonomy when deciding what
you share online. It is important that we consider how our
posts might impact how others might perceive us in a range of

Key Questions: different contexts.

What image do | want to portray

when | post online? Introduction:

Today we are going to talk about how we can make sure our
Resources required: online posts promote ourselves in a positive light. Ask students
Worksheet to vote on how regularly they post. What makes them post more

regularly at times? Do they only follow accounts rather than
posting themselves? Discuss answers as a class.

Class Learning:
Ask student to consider the following:

*  What's important to me — family?
«  What's important to me — career-wise/employers?
+  What's important to me - friends?

Create a list of items for each of these about how they would
want each of the three groups of people to think about them.
What sort of qualities would they want each group to think of?
On the board, draw a three-circle Venn diagram and see the
overlap of the qualities they would like other people to see in
them from their online posts.

Independent Activity:

Create a social media page that incorporates the most positive
elements of the three items discussed in the previous task.

This can be done using Canva if the students have access to
computers, or as a poster representing the front page of the
profile. Students then present each one to the class, explaining
how they have ensured that they would be seen in a positive
light to all three groups of people.

Review:

When we post online, we have to remember that it potentially
becomes accessible to everyone forever, even if your profiles
are private. For this reason, we need to consider what we want
people to think of us from our online presence, both now and in
Duration: the future.

45 minutes

nationalonlinesafety.com Year 11 Self-image & Identity
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SELF-IMAGE & IDENTITY

Lesson Two — Challenging negativity online

Key Learning Outcomes:

« | canrecognise, assess
and, if necessary, challenge
the social norms and
expectations that influence
how we identify ourselves
online (e.g. profile pictures,
shared content) and how
it might differ according
to gender, culture or social

group

« I know how to appropriately
challenge negative
comments or expectations
concerning my online
identity.

* | can explain how to support
others in need online and
offline, both publicly and
privately.

« I make positive contributions
to other’s self-identity, where
appropriate (e.g. avoiding
negative comments or
positive commentary on
profile pictures).

Key Questions:

How much are people
influenced by what they see or
read online?

How can online bullying impact
the victim?

Do we have a responsibility to
get involved?

Is it okay to be nasty online?

Whose responsibility is it to call
out bad behaviour online?

Resources required:
Young Minds

Duration:
45 minutes

nationalonlinesafety.com Year 11 Self-image & Identity
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Recap:

We have autonomy online, which means we get to decide what
we post. People can decide to be positive and kind online, but
people can also decide to be negative and unkind online.

Introduction:

Today we are going to assess ways to safely challenge
negativity online. To start, ask students to suggest what negative
content they might encounter online e.g. online hate, bullying,
inappropriate ads. Discuss as a class.

Class Learning:

Ask students to discuss in pairs different ways one could
challenge or stand up against negative posts online, and
feedback as a class, taking note of their answers on the board.

Now, ask students why we might choose to challenge negative
posts or comments online. Consider the following questions.

How much are people influenced by what they see or read
online?

How can online bullying impact the victim?

Do we have a responsibility to get involved?

Is it ever okay to be nasty online?

Whose responsibility is it to call out bad behaviour online?

Students read Section 5 of the Young Minds report to understand
recent research into the impact of negativity towards an
individual's identity online.

Revisit the question as to why we might choose to challenge
negative behaviour online and add any new answers that
students have thought of as a result of reading the Young Minds
report.

Independent Activity:

In this activity, students will develop top tips for safely
challenging negative behaviour online. Some examples to
include would be avoiding posting nasty comments online,
knowing how to report on different platforms, and posting
supportive messages.

Feedback as a class.

Review:

If we are online, we are likely to encounter negative or unkind
posts or comments, and it is important to remember that there
are steps that we can take to challenge this content.
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ONLINE RELATIONSHIPS

Lesson One — Private messaging and the law

Key Learning Outcomes:

+ | can describe actions
someone could take if they
experience or are targeted
by illegal online behaviour.

Key Questions:

How private are our messages
online?

Resources required:
PowerPoint

Sharing Private Messages

Duration:
45 minutes

National
Online
Safety”

Lesson One
Year1l

Recap:

Do we present ourselves differently on different platforms online?
Why/why not? Do you take into account who has access to the
profile or messages? Why/why not?

Introduction:

Today we are going to talk about the laws that exist around the
sharing of private messages and discuss to what extent our
messages are genuinely private.

Class Learning:

Ask learners whether they believe messages they send to friends
remain private and ask some learners to explain their answer.
Encourage learners to expand on ways that messages might
not stay private, such as screengrabs, forwarding, and cross-
platform sharing.

Learners read the article and make notes on the laws that
surround the sharing of personal messages online: Sharing
Private Messages

As a class, discuss which of the laws the students were not aware
of before reading the article. Are any of the laws surprising? Why?

Independent Activity:

Divide the class into small groups and give them a piece of
paper. Students are to illustrate the way one message to one
person can potentially be shared globally. Show the example on
the PowerPoint.

Display the images on the board at the end of the class and
discuss how it makes the learners feel about communicating
online.

Review:

Anything you send or post has the potential to go viral. Keep

this in mind whenever you are communicating online. What are
some types of messages and posts you might not want to share
because of the risk of them going viral?

nationalonlinesafety.com
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Lesson Two — Legal but harmful content online

Key Learning Outcomes:

e | can talk about content
online that is considered
legal, but can still cause
harm to users.

Key Questions:

What is legal but harmful
content online?

Resources required:
PowerPoint

Duration:
45 minutes

Lesson Two
Year1l

Recap:

In the previous lesson we looked at some of the laws that protect
us online, particularly in relation to the sharing of our private
messages and information. What did we discover about the
legality of sharing something that was only meant to be seen by
one person?

Introduction:

Today we are going to continue talking about harmful content
online, focusing on content that is considered legal but can still
have very harmful consequences for those involved.

Class Learning:

Ask learners: What is illegal content online? Write suggestions on
the board.

Ask learners: What is legal but harmful content online? Write
suggestions on the board.

Show learners the following NSPCC comment on the PowerPoint.

There is no official definition for legal but harmful content. The
term is used to describe images, words and videos that are legal
to create and view, but have a high risk of causing physical or
psychological damage or injury.

Now learners have this definition, learners work in groups to
refine their lists of what might be considered harmful but legal
content online. Learners then feedback as a class.

Independent Activity:

Learners now have an idea about what is considered legal but
harmful content online, now they must decide whether it should
be censored or removed, and if so, how? Learners might have
differing opinions on this. Allow pupils to discuss their ideas and
encourage justification.

Review:

Now that we have discussed how legal but harmful content
should be managed online, what can we do as individuals to
protect ourselves and our safety online? Consider, for example,
reporting, blocking, and privacy settings.

How can we impart this information to parents with young
children who are starting to use the internet?

nationalonlinesafety.com
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ONLINE REPUTATION Safety’

Lesson One — The positive side of social media

Key Learning Outcomes: Lesson One

+  lcan explain how someone Yearl

can build an online

presence using a range of Recap:

techn.o'logies that proyide In previous lessons we have discussed harmful content online,

a positive representation including unkind posts that we might encounter. Content online
of who they are, listing is often user-generated, and it is worth remembering that behind
attributes others might find each post is a person. What kind of judgement might we make of
valuable (e.g. job/university someone posting harmful or hateful content?

application profiles)
Introduction:

LG QS Today we are going to look at our online identities and discuss

How can I show my positive some of the attributes that could be perceived as valuable by
attributes using social media? other people.

Resources required: .

Examples of popular social Class Learning:

media posts Ask the class if anyone has had a disagreement online that led
to problems offline, or on the flip side, had something positive
happen offline because of something kind they did online? Give
students time to discuss in pairs and feedback as a class.

We are going to have a look at some social media pages and
posts and consider what impact this could have offline. Show
students the examples you have chosen, and discuss how the
students perceive the person posting.

Now tell the class that each of them has applied for a job
working as a youth mentor through their social media account.
Who do you think will get the job? Why?

Independent Activity:

Students are going to apply for a job working as a youth mentor
through their social media account. How can they demonstrate
through their profile that they would be the best candidate

for this role? Consider how the posts and images represent
your attitude and behaviour in the offline world, and how a
prospective employer might view each one.

Prepare for an interview using your social media page as the
only document you will provide the employer as an indicator of
who you are and why you are suitable for the job.

Review:

While you may not ever use your social media profile to apply

for a job directly, it is important to consider that interviewers

might scan the internet for your online presence and base

their decisions based on what they see. Even if your profiles are

) private, you can't be sure that your posts or photos aren’t copied

45 minutes and shared, so whenever you say or do anything online, always
think about how this might impact your future goals.

Duration:

nationalonlinesafety.com Year 11 Online Reputation
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ONLINE REPUTATION Safety’

Lesson Two — Group promotion

Key Learning Outcomes:

+ | can explain how someone
can build an online
presence using a range of
technologies that provide
a positive representation
of who they are, listing
attributes others might find
valuable (e.g. job/university
application profiles)

Key Questions:

How can we use social media
to positively promote the
achievements of a group?

Resources required:
Tablets or computers

Duration:
45 minutes

Lesson Two
Year1l

Recap:

In the previous lesson we looked at our social media profiles
through the eyes of an employer. What did we conclude about
our current online presence?

Introduction:

In today'’s class we are going to discuss how to construct a social
media page for the class to highlight our achievements and
demonstrate who we are as a group.

Class Learning:

In this class, students will develop a class social media page to
highlight their achievements as a group and demonstrate their
understanding of the importance of their online identities to the
way they are perceived both online and offline.

Independent Activity:

As a class, students decide the following.
What platform to use. Why?

What images or videos to use.

What achievements to highlight.

Who will run the page? Why?

How often will they post? Why?

Who will they follow/add as friends? Why?

R N N

Review:

We spend a lot of time talking about what not to post online, but
it is important to recognise the positive side of social media as
well, especially for positive self-promotion. As long as you take
the time to carefully consider what you are posting and how it
could be perceived, social media can work to your advantage.

nationalonlinesafety.com
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ONLINE BULLYING Qoo

Lesson One — Online bullying in different contexts

Key Learning Outcomes: Lesson One

+ Il can identify bullying YearTl

behaviours in a variety of

online contexts (including Recap:
edupatlonal and workplace What are some of the differences between bullying online and
settings) and can work offline? Discuss as a class.

cooperatively with others
online to challenge those
behaviours and prevent .
them recurring. Introduction:

Today we are going to discuss how online bullying can occur on

Key Questions: different platforms and in different contexts.

What does bullying look like in
different contexts?

How can | challenge online Class Learning:

bullying? Ask students the following to open the discussion: How many
platforms do we use to communicate? Write each answer on
the board and separate them into personal accounts and
professional accounts down the middle. How might bullying take
place on each? What factors prevent bullying from taking place?

Divide the class in two and ask one group to focus on personal
accounts and the other group to focus on professional accounts.
Students discuss how bullying might take place on each type of
platform. Students feedback as a class and decide which type of
platform is more prone to bullying behaviours. Discuss why this
might be the case.

Independent Activity:

Based on the discussion, the original groups discuss the
following. What factors are most effective at preventing online
bullying from taking place? Decide on a small but impactful
campaign based on the top factors and the groups present
these to the class, justifying their choices.

Review:

Bullying might look different online and offline, but it also
presents itself differently within the range of contexts that
we communicate in online. We need to stay aware of this to
effectively combat bullying in the circles we are part of.

Duration:
45 minutes

nationalonlinesafety.com Year 11 Online Bullying
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ONLINE BULLYING

Lesson Two — Online and offline abuse

Key Learning Outcomes:

+ | can describe how online
bullying can facilitate offline
abuse.

Key Questions:

How can online abuse result in
abuse offline?

Resources required:

Webinar: Understanding

How Technology and Online
Behaviour Can Facilitate Offline

Abuse 24.36 — 55.40

Duration:
45 minutes

nationalonlinesafety.com Year 11 Online Bullying
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Lesson Two
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Recap:

Bullying can present itself differently in different contexts, and it
can also cross over from one place to another. In the previous
lesson we explored how context can alter the way bullying is
presented.

Introduction:

Today we are going to explore the connection between the
online world and the offline world and discuss how online
bullying can lead to offline abuse.

Class Learning:

Ask the students to discuss the following. How can online abuse
and bullying be connected to, or provoke, offline abuse and
bullying?

Feedback and discuss answers as a class.

Watch the Webinar clip: Examples and Case studies of online
behaviour facilitating offline abuse. Instruct students to take
notes on any examples the class had not previously thought of.

Independent Activity:

In small groups, students research examples of how an online
incident has resulted in problems offline. Students should focus
on the escalation of behaviours, and how one event led to the
next.

Feedback as a class.

Review:

With so much of our lives now being played out on social mediaq,
it is much easier for a small, private issue to escalate and
become seemingly much bigger. This has led to some tragic
incidents, including people being physically hurt and even killed.


https://nationalonlinesafety.com/hub/view/webinar/how-technology-can-facilitate-offline-abuse-secondary
https://nationalonlinesafety.com/hub/view/webinar/how-technology-can-facilitate-offline-abuse-secondary
https://nationalonlinesafety.com/hub/view/webinar/how-technology-can-facilitate-offline-abuse-secondary
https://nationalonlinesafety.com/hub/view/webinar/how-technology-can-facilitate-offline-abuse-secondary

National
Online
Safety’

Year 11 online safety lesson plans

MANAGING
ONLINE
INFORMATION

nationalonlinesafety.com



Year 11 online safety lesson plans

MANAGING ONLINE INFORMATION

Lesson One — Echo chambers and illegal content

Key Learning Outcomes:

| can assess how my
developing ‘digital
personality’ might affect
(focus or limit) the type of
information returned to me
in a search or on a social
media stream

| know what content is illegal
to view and share online and
can describe some of the
laws governing online illegal
content and that they may
vary from country to country

Key Questions:

What are the dangers of echo
chambers online?

What are the laws in place to
govern illegal content online?

Resources required:
Online Crime

Duration:
45 minutes

nationalonlinesafety.com
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Lesson One
Year1l

Recap:

What is our digital personality? Discuss as a class. How does our
digital personality impact what is suggested to us online?

Introduction:

Today we are going to discuss how our digital personality can
limit the type of information we see online and explore some of
the laws that govern online content.

Class Learning:

Write ‘'echo chamber’ on the board and ask students what they
understand it to mean. Write down student ideas, and prompt,
if necessary, by asking what a chamber that surrounds you only
with your own echoes would sound like.

What is the danger of an echo chamber? What impact can it
have on the understanding of what is legal and acceptable
online? If the same content keeps appearing, it could produce
the feeling that it is so common, that it is acceptable. Students
read the following. Online Crime

Independent Activity:

In groups, students summarise the online laws from the article,
and suggest how we might be able to police such actions more
effectively.

Review:
As a class, compare the group answers to the following.

What are the students’ experiences with echo chambers? Do
they feel their social media feeds offer a broad range of views
and opinions, or do most of them agree with their own?

Year 11 Managing Online Information


https://www.cps.gov.uk/crime-info/cyber-online-crime
https://www.cps.gov.uk/crime-info/cyber-online-crime

Year 11 online safety lesson plans

MANAGING ONLINE INFORMATION

Lesson Two — Big data

Key Learning Outcomes:

| can describe what is
meant by ‘big data’ and
‘data analytics’ and how
political parties, commmercial
and other organisations

use these. | can evaluate
the ethics of such use and
describe how these may
impact on an individual now
and in their future

| can describe ways people
can assess and manage
how and what they
contribute to ‘big data’

| can explain how and why
anyone could be targeted
for sophisticated information
or disinformation intended
to influence their beliefs,
actions and choices (e.g.
gas-lighting, information
operations, political
agendas)

Key Questions:
What is big data?

What makes my data so
valuable?

Resources required:
PowerPoint

First Party Data

Your Data and Your Vote

Duration:
45 minutes

National
Online
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Lesson Two
Year1l

Recap:

In the previous lesson we looked in detail at echo chambers and
how they can limit the type of information we are exposed to
online. We also explored some of the dangers of this, such as the
reinforcement of negative ideas.

Introduction:

Today we are going to look at how our data might be utilised by
companies online and see how this relates to the type of content
we are shown on different platforms.

Class Learning:

Ask students if they have heard of ‘big data’ before and discuss
the answers as a class. Show students the PowerPoint and
discuss further.

Define big data as a group and compare against the definition
on the PowerPoint.

Ask the class if we have the ability to manage and control our
data. Discuss as a class and compare to the tips on the slide
deck.

Now we are going to explore what makes our data so valuable.
Students read First Party Data

Independent Activity:

In small groups, summarise the article to explain what makes our
data so valuable to an organisation.

Consider in the same groups; what could organisations do if
there were no limits to their use of our data? Consider targeted
ads, biased news suggestions, influence on commerce..

If there is time at the end, in small groups students discuss the
following article: Your Data and Your Vote

Review:

In what ways could our data be used to persuade and
manipulate? Are you concerned about this, or do you accept
it as a necessary outcome of the convenience of the internet?
Discuss as a class.

nationalonlinesafety.com
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HEALTH, WELLBEING & LIFESTYLE

Lesson One — Buying health products online

Key Learning Outcomes:

« | can explain why products
and services people
purchase online may not
meet UK health and safety
standards and why this can
be risky

Key Questions:

What are the main advantages
and disadvantages of shopping
online?

What are the potential health
risks of buying products online?

Resources required:

Medication Bought Online
Medical Procedures Bought
Online

PowerPoint

Duration:
45 minutes

National
Online
Safety”

Lesson One
Year1l

Review:

How can we spot fake news online? Discuss as a class. What
about fake adverts and products; how easy are they to spot?

Introduction:

Today we are going to look at UK health and safety standards
and why some products and services online might not meet
these standards, and the potential harm this can cause.

Class Learning:

Ask students how many of them shop online. Then ask how many
students have bought something online and not received what
they expected. Finally, ask students how dangerous this is, and
encourage them to justify their answers.

Have a class discussion around the following points, also on the

PowerPoint:

+  What are some of the most famous online shops? Why are
they so famous?

+ How popular is online shopping in your household?

« Do you (or your parents) shop on the internet regularly? What
do you buy?

+  Which websites do you use to shop?

+ What do you like about the online shops you visit regularly?

+  What would you never buy from the internet? Why?

» Do you think people spend more money because of online
shopping?

* What are the main advantages of shopping online? What are
the main disadvantages?

Show students the Online vs Reality Shopping Fails on the
PowerPoint. What is the impact of selling clothes that don't
completely match the details? What products could have a
greater impact if they don’'t match their description?

Please see following page for lesson continuation N
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Lesson One — Buying health products online

Key Learning Outcomes:

« | can explain why products
and services people
purchase online may not
meet UK health and safety
standards and why this can
be risky

Key Questions:

What are the main advantages
and disadvantages of shopping
online?

What are the potential health
risks of buying products online?

Resources required:

Medication Bought Online
Medical Procedures Bought
Online

PowerPoint

Duration:
45 minutes

National
Online
Safety”

Lesson One
Year1l

Independent Activity:
Students read the following articles:

Medication Bought Online

Medical Procedures Bought Online

In groups, summarise the risks associated with buying products
online that haven't been checked by health and safety
authorities.

In the same groups, discuss the following questions, also on the
PowerPoint:

1. What problems can people have buying items on the
internet?

2. What is your opinion of the security of buying things on the
internet?

3. How can you check to see if a website is safe before you buy
something on it?

4. Can a business survive these days if it does not sell online?

5. In what ways is online shopping bad for the environment?

6. How do online shops provide a more personalised shopping
experience?

7. Will online shopping lead to job losses, or will it lead to a
boost in employment? Why?

8. Will there be a time in the future when the only type of
shopping that exists is online?

Review:

There are greater risks beyond monetary loss with online
shopping. Using the information from the lesson, what are some
top tips that you would offer someone who is new to online
shopping to make sure they are safe and receive what they paid
for?
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Lesson Two — The dangers of online gambling

Key Learning Outcomes:

* | can evaluate the risks
associated with online
gambling including the
accumulation of debt
and critically evaluate the
marketing of this industry.

+ | can describe the laws
around age related access
to certain types of online
content (e.g. gaming;
gambling; alcohol/dugs
related; sexual content). |
can justify why they exist and
assess their benefits and
limitations.

Key Questions:

What are the dangers
associated with online
gambling?

How do gambling companies
persuade people to place bets?

Resources required:
Gambling Harms UK

Duration:
45 minutes

Lesson Two
Year1l

Review:

Review different forms of harmful content online. In previous
lessons we have discussed legal but harmful content; what
might this include?

Introduction:

Today we are going to talk about online gambling and the risks
associated with it. We will also explore some of the rules and laws
that exist to protect users online, and whether these laws are
effective in doing so.

Class Learning:

Write ‘online gambling’ on the board and ask students to shout
out the connotations of the phrase. Write down what students
say. Then ask students whether they think online gambling is
safe, dangerous, or it varies depending on the person and the
context.

Students read the following article: Gambling Harms UK
As a class, discuss the following:

+ Why are there age restrictions on gambling sites?

« Do you think more young people would use them if the
restriction wasn’t there? Why/why not?

+ Do you think the reality of a gambling lifestyle matches that
promoted in advertisements?

«  Why do you think so many gambling websites offer free bets
to people who sign up?

+ How else do gambling websites try to encourage continued
interest in gambling on their site?

Independent Activity:

After reading the article and the class discussion, ask students
again whether they think online gambling is safe, dangerous,
or completely dependent on the person and the context, and
encourage justification.

Review:

As a class, discuss what advice you would offer to a peer who is
considering using gambling apps and platforms. How would you
talk to them, and is there anyone else you would approach for
help?

nationalonlinesafety.com
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Lesson One - Legislation and data protection

Key Learning Outcomes: Lesson One

« | can offer an informed Yearl

opinion on the fitness for

purpose of the laws relating Recap:
to data protection and We have studied some of the laws that keep us safe online in
young people previous lessons. What are some of the laws?

Key Questions:

What legislation exists in
relation to data protection and
technology use?

Introduction:

Today we are going to explore the laws that exist to keep our
data safe and protected and discuss whether they are fit for
purpose in such a digital world.

How does data protection

impact on young people? Class Learning:

Discuss with the class how laws and legislation take time

to develop, approve and put into practice at a time where
technology is moving much more quickly than the law-making
process, and without the same level of oversight.

Review the principles of UK GDPR to students as an example
piece of legislation on the PowerPoint.

Ask students to consider the impact of Big Tech (e.g. Meta,
Google, Amazon, Apple Microsoft). Are they better than smaller
tech companies in relation to data protection? Could they do
more? Do you trust them with your data? Discuss ideas as a
class.

Independent Activity:

In groups the students should consider the UK GDPR principles
and examples where they think these principles might currently
be being breached, or where they are not appropriate or
impossible to apply. Discuss the risks that they perceive in
relation to data protection as it impacts on young people. Some
prompt questions include:

+ Are therights and responsibilities associated with different
apps clear?

+ Isit clear what data is gathered, how it is used and who it
may be shared with?

« Isit clear who to report issues to and what actions may be
taken?

*  Which companies do the most in terms of data protection?
Which do the least?

Review:

Technology moves very quickly, often more quickly than

) legislation and legislative bodies, so the law is likely to always be
45 minutes out of step with technology advances and advances in usage of
technology. Close the lesson with a short discussion of what, if
anything, we can do to deal with this imbalance.

Duration:

nationalonlinesafety.com Year 11 Privacy & Security
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Lesson Two — Securing networks and data

Key Learning Outcomes:

+ | can explain how the

security of data in a network

can be compromised

internally or externally and

give examples of how this
might occur (e.g. DDOS,
proxy-bypass, distro,
hacking). | can describe
actions that can minimise
risks.

+ | can explain why networks
require secure management

and can give examples of
services that support this
(e.g. firewalls, VPN, user
monitoring)

+ | can explain the value
of regular data backup
in system recovery, and
can give examples of and
demonstrate effective
practice in how this might

be achieved (e.g. removable

media, cloud)

Key Questions:

What are some of the common

risks in relation to cyber
security?

What are the key approaches to

securing networks and data?

Resources required:
PowerPoint

Duration:
45 minutes

Lesson Two
Year1l

Recap:

What laws exist to protect our data, and do we think the laws are
fit for purpose?

Introduction:

This lesson will look at how a network, or data, may be breached,
covering some of the basic concepts.

Class Learning:

There are some basic measures which organisations take to

protect data, systems and users. Go through the examples on

the PowerPoint and discuss with the class:

+ Network segmentation

« User awareness training

*  Backup

«  Network monitoring

+  Encryption (including SSL/HTTPS, Encrypted storage and
VPNs)

« Device and application updating/patching

Group Activity:

Students are split into groups with each group given a particular
concept to research and present on. The concepts to be
explored are:

«  DDOS (Dynamic Denial of Service)

* BotNets

«  Man in the Middle (MiTM)

« Zero Day Vulnerabilities

« Social Engineering

+ Business Email Compromise

* Ransomware

Students should consider what the concept means, how it
operates and what might be done to protect an organisation or
individual from this threat.

From the presentations, gather the different threat mitigation
measures which students have suggested, and assess which
are the most effective to combat current digital threats.e most
effective to combat current digital threats.

Review:

Cyber criminals are constantly looking for new ways to access
data and systems. As such, this is a constant battle. The key
thing is for organisations and users to be constantly reviewing
and improving their approach to keeping data safe.

nationalonlinesafety.com
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Lesson One — Protecting against copyright theft

Key Learning Outcomes:

+ | can demonstrate how
someone can protect their
work from copyright theft

Key Questions:

How can someone protect their
work from copyright theft?

Resources required:
Copyright
Tablets or computers

Duration:
45 minutes

National
Online
Safety”

Lesson One
Year1l

Recap:

Write ‘copyright’ on the board and ask students what it means if
a resource online is copyrighted. What limitations does this have
for sharing and using the resource?

Introduction:

Today we are going to look at how people can protect their work
from copyright theft and what indicators we can see on work
that show that it is under copyright protection.

Class Learning:

As we have explored, copyright protects your work and stops
others from using it without your permission. In the UK and most
other states copyrights vest automatically. You don't have to
apply or pay a fee, there is also no formal register.

You can place the copyright symbol © on any original piece of
work you have created. What is widely accepted is to include,
next to the copyright symbol, the year of first publication and the
name of the copyright holder.

To protect your work from copy right theft, always ensure that:

« Your work is properly marked, this can include a watermark
on the image.

* Make sure you have proper evidence of your copyright.

Independent Activity:

In pairs, student read: Copyright and write key elements of the
text to provide a clear outline of how copyright works in the UK.

Review:

In pairs, student read: Copyright and write key elements of the
text to provide a clear outline of how copyright works in the UK.
Review: In groups, students assess their online presence; is
there anything they have posted that they would now consider
copyrighting to protect their own work from theft? Discuss and
feedback as a class.

nationalonlinesafety.com
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Lesson Two — The impact of plagiarism

Key Learning Outcomes:

« | can explain the effects of
plagiarism within my own
work and assess the impact
it can have on accrediting
achievement

Key Questions:

What impact does plagiarism
have on accrediting
achievement?

Resources required:
PowerPoint

Duration:
45 minutes

Lesson Two
Year1l

Recap:

In the previous lesson we looked in-depth at copyright laws and
how they work in the UK. Review the steps developed by students
in the previous class.

Introduction:

Today we are going to look at some famous examples of
copyright infringement cases and discuss the potential impact
of the accusations on the person being accused.

Class Learning:

Ask students if they are aware of any famous examples of
plagiarism and lawsuits, and what the impact was on each

of the involved parties. Write examples on the board and
encourage students to provide additional detail where possible.

Show students the two examples of famous copyright cases on
the PowerPoint.

Obama vs. Trump shows the similarities between a speech
made by Michelle Obama, and a speech made by Melania
Trump. Obama’s was made first. Do you think the similarities are
a coincidence? Why/why not?

Magnavox vs. Atari shows the original game developed by
Magnavox, and the later game developed by Atari. What are the
similarities?

For each slide, discuss the potential impact of the accusation on
the accused, considering how it would affect their public image.
Also consider the impact on the original creator.

Independent Activity:

Research two more famous cases of copyright infringement.
What are your thoughts on whether the copying was intentional
or coincidental? What impact did the accusation have on the
accused party?

Review:

Which of the cases we have looked at today do you find most
interesting? Why?

nationalonlinesafety.com
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