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Year 5 online safety lesson plans

Lesson Plan Title

Self-image &
Identity

Online
Relationships

Online
Reputation

Online
Bullying

Objectives

I can explain how identity online can be copied, modified or altered.

| can demonstrate how to make responsible choices about having an online identity, depending on
context.

| can give examples of technology-specific forms of communication (e.g. emojis, memes and GIFs).

| can explain that there are some people | communicate with online who may want to do me or my
friends harm. | can recognise that this is not my/our fault.

| can describe some of the ways people may be involved in online communities and how they might
collaborate constructively with others and make positive contributions. (e.g. gaming communities and
social media groups).

I can explain how someone can get help if they are having problems and identify when to tell a trusted
adult.

| can demonstrate how to support others (including those who are having difficulties) online.
| can search for information about an individual online and summarise the information found.

| can describe ways that information about anyone online can be used by others to make judgments
about an individual and why these may be incorrect.

| can recognise that online bullying can be different from bullying in the physical world and can
describe some of those differences.

| can describe how what one person perceives as playful joking and teasing (including *banter’) might
be experienced by others as bullying.

I can explain how anyone can get help if they are being bullied online and identify when to tell a
trusted adult.

| can identify a range of ways to report concerns and access support in school and at home about
online bullying.

| can explain how to block abusive users.

| can describe helpline services which can help people experiencing bullying and how to access them
(e.g. Childline or The Mix).
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Lesson 1 — Copy, modify, alter
Lesson 2 - Creating a digital avatar
Lesson 3 — Photos online

Lesson 1 — Strangers online

Lesson 2 — Emojis

Lesson 3 — Our communities

Lesson 1 — The perfect profile
Lesson 2 — Researching online

Lesson 3 — Making judgements

Lesson 1 — Online and offline bullying
Lesson 2 — Telling jokes

Lesson 3 — Helpline services
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Year 5 online safety lesson plans

Lesson Plan Title

Managing
Online
Information

Health,
Wellbeing &
Lifestyle

Privacy &
Security

Copyright &
Ownership

Objectives

| can explain the benefits and limitations of using different types of search technologies such as
voice-activation search engines. | can explain how some technology can limit the information | am
presented with, for example voice-activated searching giving one result.

| can explain what is meant by ‘being sceptical’; | can give examples of when and why it is important to
be sceptical.

I can evaluate digital content and can explain how to make choices about what is trustworthy, for
example differentiating between adverts and search results.

I can explain key concepts, including information, reviews, fact, opinion, belief, validity, reliability and
evidence.

I can identify ways the internet can draw us to information for different agendas (e.g. website
notifications, pop-ups, targeted ads).

| can describe ways of identifying when online content has been commercially sponsored or boosted
(e.g. by commercial companies or by vlioggers, content creators, influencers).

I can explain what is meant by the term ‘stereotype’, how stereotypes are amplified and reinforced
online and why accepting stereotypes may influence how people think about others.

| can describe how fake news may affect someone’s emotions and behaviour and explain why this
may be harmful.

I can explain what is meant by a hoax. | can explain why someone would need to think carefully before
they share.

I can describe ways technology can affect health and well-being positively (e.g. mindfulness apps)
and negatively.

| can describe some strategies, tips or advice regarding technology to promote health and wellbeing.

I recognise the benefits and risks of accessing information about health and well-being online and
how we should balance this with talking to trusted adults and professionals.

| can explain how and why some apps and games may request or take payment for additional
content (e.g. in-app purchases, loot boxes) and explain the importance of seeking permission from a
trusted adult before purchasing.

| can explain what a strong password is and demonstrate how to create one.

I can explain how many free apps or services may read and share private information (e.g. friends,
contacts, likes, images, videos, voice, messages, geolocation) with others.

| can explain what app permissions are and can give some examples.
| can assess and justify when it is acceptable to use the work of others.

I can give examples of content that is permitted to be reused and know how this content can be found
online.
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Lesson 1 — Trustworthy content
Lesson 2 — Targeted adverts

Lesson 3 — Assessing online information

Lesson 1 — The pros and cons of being online
Lesson 2 — Looking after our mental health

Lesson 3 — Spending money in games

Lesson 1 — Developing passwords
Lesson 2 — Our data online

Lesson 3 — App permissions

Lesson 1 — Using online content
Lesson 2 — Google SafeSearch

Lesson 3 — Copyright rules
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Self-image and identity

« | can explain how

identity online can be Lesson]1 — Copy, mOdify, alter

copied, modified or
altered. Recap:

Remind the children about their avatars being a visual representation of themselves online and how they can reveal aspects
Key Words: of their identity. Ask, ‘What aspects of identity avatars can reveal?’ and elicit answers.
|dentity
Copy Introduction:
Modify
Alter

Original Whole Class Learning:

Explain that today, we're going to look at how our identity online can be copied, modified and altered.

Resources: Open the PowerPoint. Ask, ‘What is the difference between a photo of someone and an avatar?’. Discuss as a class.
PowerPoint Show students the avatar on the screen and three other versions of the original underneath: one copied, one with a different
Mr Potato Head or background colour (modified) and one without a beard (altered). Explain the first has been copied, the second has been
similar modified and the third has been altered.

Newspapers

Allow time to talk with a partner as to what they think the words mean. Listen to feedback and then provide the definitions:

« Copy — an imitation or reproduction of the original.
« Modify — to change something slightly, usually to improve it.
« Alter — to change something in a small but significant way.

Use voki.com to create an avatar together and then modify and alter different aspects. Discuss how the changes can change
a person’s online identity and how a person is presented online.

Independent Learning:
Using a Mr Potato Head toy (or similar), or photographs from newspapers, the children make one alteration or modification to
the toy or the photograph (e.g. background). Other children in the group try to guess what has been altered or modified.

Alternatively, children could create their own avatars from playdough to be photographed then altered or modified and
rephotographed.

Review:

Discuss why someone would want to do this to their online identity, for example for different circumstances online — they might
want their gaming avatar to be different to their social media one.

Duration:
30 minutes

hello@nationalonlinesafety.com | nationalonlinesafety.com 6
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Lesson Objectives:

« | can explain how
identity online can be
copied, modified or
altered.

Key Words:

+  Modify
« Alter

Resources:

- 'Modify/alter cards’
worksheet
Class avatar from
previous lesson
Tablets or computers

Duration:
30 minutes

National
Online
Safety’

Self-image and identity

Lesson 2 — Creating a digital avatar

Introduction:
Ask, ‘What is the difference between a photo of someone and an avatar?’. Elicit answers and discuss as a class.

Whole Class Learning:

Show the class the avatar they created together in the previous lesson on voki.com and ask them to describe step by step how
they made it and why they chose each of its parts. Tell the children they are going to have the chance today to create their
own avatar in the same way we made this avatar as a class.

Independent Learning:

The children use voki.com to create an avatar. Take a screenshot of the original and paste into a word document. Then, take
turns with a partner to turn over modify/alter cards and then make the change to their avatar. Once all the cards have been
used, take a screenshot of their final avatar and paste it next to the original one to compare.

Review:

The children show their avatars to the class and explain how they modified and altered the original image to create their own
avatar.
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+ | can demonstrate how
to make responsible —_— i
lswviivlll Lesson 3 — Photos online
an online identity, .
depending on context. Recap:
Clarify the vocabulary from the last two lessons: modify, alter, identity, original.

Self-image and identity

Introduction:

We have looked at avatars and how they can be altered or modified. Today we are going to look at photographs that are used
as part of an online profile. Photographs can be altered or modified too. Ask, ‘Why might someone want to do this?'.

Whole Class Learning:

Discuss with the children that, although they are careful about not posting photos of themselves online, their image can still
make its way onto the internet, often in ways that are quite innocent.

< Your parent might post a photo of you
+  You might be part of a group photo
« Your friends might post photos of you without your permission.

In pairs, the children take photos of one another using iPads or similar. If iPads are not available, photos from home or school
photos can be used. Photos should be whole body and portrait and printed out.

Independent Learning:

Each child cuts the head off their photo and places it on the photo body of another child. This is to illustrate how easy it is for
someone to swap your online image with that of another person.

Next, each child takes the head part of their photo and draws an image around it, for example to look as though it is the head
of an animal. This is to illustrate how easily your image can be used for other purposes.

Last, each child creates a mask for the head part of their photo. If working on iPads or similar, there are apps that can be used
to create filters. This is to illustrate how easily your image can be changed by adding detail to it.

Review:
Before posting photos of anyone online, be sure that you have their permission.

Before posting photos of yourself online, think about who could see it and change it.

Duration:
30 minutes

hello@nationalonlinesafety.com | nationalonlinesafety.com 8
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Lesson Objectives:

| can explain that there
are some people |
communicate with
online who may want
to do me or my friends
harm. | can recognise
that this is not my/our
fault.

| can explain how
someone can get
help if they are having
problems and identify
when to tell a trusted
adult.

Key Words:

Responsible
Trusted adult
Block

Report

Resources:

Video: ‘Online Friends’
Whiteboards or paper
for each student
Optional resources:
Devices cut outs
Laptop

Mobile phone

Tablet

Duration:
30 minutes

National
Online
Safety’

Online Relationships

Lesson 1 — Strangers online

Introduction:

Ask the children to list all their friends and family. The lists may well be quite long. Explain that these are the people who are
their safe internet community. Discuss the fact that we wouldn't approach strangers and invite them to be our friends in real
life, nor would we expect them to do the same to us. We should apply this same rule to our online behaviour too. Sometimes,
though there is pressure to become friends with people we are not sure about and the rules can become blurred, for example
friends of friends that we haven't met in real life. Explain that today we are going to learn about how to reduce the risk and
where to get help with that.

Whole Class Learning:
Hand out the whiteboards or paper in preparation for the video.

Show the ‘Online Friends’ video and encourage students to participate when Kayy and Jen ask the class questions.

Independent Learning:

The students can create posters to place around the classroom. Alternatively, the teacher can create more scenarios online
which are personalised to their students and the ways they use the internet in order to role play how to respond in risky
situations.

Review:
Ask, ‘What would you tell a friend to do if they were in a risky situation online with someone they did not know in real life?".

hello@nationalonlinesafety.com | nationalonlinesafety.com 10



Lesson Objectives:

+ | can give examples
of technology-
specific forms of
communication (e.g.
emojis, memes and
GIFs).

Key Words:

+ GIF

+ Meme

«  Emoji

« Caption

Resources:

+ PowerPoint
+ 'My Emojis’ worksheet

Duration:
30 minutes

National
Online
Safety’

Online Relationships

Lesson 2 — Emojis

Recap:

Ask the children to list ways of communication online (e.g. messages, emails, social media posts, photos, videos). Ask which of
these ways is specific to being online.

Introduction:

Explain that there are many ways of communicating that can only be achieved onling, i.e. they are technology-specific. We are
going to look at three means of technology-specific communication today: emoijis, GIFs and memes.

Whole Class Learning:

Open the PowerPoint and look at the emojis. Ask, ‘Do you recognise any of these? What do they mean? Why do people choose
to use emojis rather than write “I am happy” or to exemplify key features of a message, such as birthday cake next to “happy
birthday” message?’. Discuss answers. Emoji definition: a small digital image or icon used to express an idea or emotion. Give
out the emoji cards to the children. One half have the emotion word and the other have the related emoji. Time how long it
takes the children to find their partners. Swap cards and repeat to see if they can beat their time.

Slide 2: Show the children the GIFS. Ask, ‘Do you know what these are? What is usually a person’s reaction to you?’. Explain that
GIF stands for Graphics Interchange Format and is a type of computer file that contains a still or moving image. Usually, there
are multiple still images one after the other that give the illusion of a moving image.

Slide 3: Look at the different memes. Ask, ‘What is a meme?’. Definition: an amusing or interesting item (such as a captioned
image or video) that is spread widely online. Show children the next slides. Ask, ‘Can you suggest an amusing caption to go
with the image to create a meme?”.

Independent Learning:

Hand out the ‘My Emojis’ worksheet and tell the students they are going to invent new emoijis. Tell the students to be creative
and not copy ones they have seen before. Tell the students to write on the line underneath what their emoji means or is
communicating, for example a star with a smile can mean ‘thank you so much’.

Review:

Ask, ‘Why do we need technology to use these forms of communication?’. Use a website like Emoji Finder. The teacher enters a
word secretly, presses search and then deletes all except the last letter of the search word. Ask, ‘Using just the emojis, can you
guess what word | wrote in the box?".

hello@nationalonlinesafety.com | nationalonlinesafety.com 11



Lesson Objectives:

| can describe some
of the ways people
may be involved in
online communities
and describe how
they might collaborate
constructively with
others and make
positive contributions.
(e.g. gaming
communities or social
media groups).

| can demonstrate
how to support others
(including those who
are having difficulties)
online.

Key Words:

Community

Duration:
30 minutes

&

Online

Online Relationships

Lesson 3 — Our communities

Recap:
List all the ways that we can communicate online. The teacher makes a list as the children volunteer their ideas. Explain that
we are going to be thinking about online communities.

Introduction:

Ask the following questions:

+  Whatis a community?

*  Whois in your local community?

« How is an online community different to a local community or a school community?

«  What does it mean to be responsible within your community/your online community?

Whole Class Learning:

The teacher draws four concentric circles on the board. The innermost circle is the home community, circle two is the
school community, circle three is the local community and circle four is the online community. The teacher writes the
names of people who belong in these communities into each of the circles. Th teacher also writes how they help each of the
communities or the individual people within them.

Explain that the children are going to do the same for their independent activity.

Independent Learning:
The children make their own versions of the concentric circles. Ask the following:

« Does the number of people in the circles get bigger?

+  Which circle has the most people in? Why might this be?

+ Do you see all the people every day?

«  Which communities include the people that you don't necessarily see every day?

«  Why is it important to be making a positive contribution to the people in the outer circle?

Review:

Sometimes, not all our interactions with our community are positive. Ask, ‘Can you think of some ways that interactions
might be negative? What advice would you offer to someone who was having a negative experience within their online
community?'.

hello@nationalonlinesafety.com | nationalonlinesafety.com
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Lesson Objectives:

« | can explain that
information about
other people online
might not be correct
and build a positive

profile of myself online.

Key Words:
+  Reputation

Resources:

« Video: ‘What you show
online’
+ Tablets or computers

Duration:
30 minutes

National
Online
Safety’

Online Reputation

Lesson 1 — The perfect profile

Recap:
As a class, discuss the meaning of the word ‘reputation’. Is our reputation online different from our reputation in real life?

Introduction:

Explain to the children that they are going to watch one of the virtual lessons today. Have them sit so they can all comfortably
see the screen or board.

Whole Class Learning:

Show the class the video, encouraging participation during the interactive sections. Following the video, the students describe
what happened with Kayy and Jen.

Independent Learning:

The students develop a perfect profile with a photograph they want to use to represent them online and write five posts they
want to represent them online. This can be done on paper, or on Canva using tablets or computers.

Review:

Ask, ‘How would we build a positive profile online? What would we need to do and why?’. Discuss as a class, using students’
examples of perfect profiles.

hello@nationalonlinesafety.com | nationalonlinesafety.com 14



Lesson Objectives:

« | can search for
information about
an individual online
and summarise the
information found.

Key Words:

+  Reputation
» Positive

+  Profile
 Information

Resources:

« PowerPoint
+  Worksheet

Duration:
30 minutes

National
Online
Safety’

Online Reputation

Lesson 2 — Researching online

Recap:

Ask, ‘Is all information we find on the internet correct? How do we find out if the information is incorrect?’. Discussion as d
class to begin the lesson.

Introduction:

Today, we are going to search for information online and summarise the information so we can see what information it is
online.

Whole Class Learning:

Open the PowerPoint and show students the example of information about a person that we can begin to summarise.
Alternatively, the teacher models how to search and gather the information about a person using a search engine.

Now show students an example of the worksheet, highlighting the information we need to summarise. Maybe just use one box,
for example early life, which the teacher can then model and show the children how to summarise.

Now show the worksheets to the children so they can see what they need to complete.

Independent Learning:

Hand out the worksheets. Students search for information about an individual online in the same way the teacher modelled.
Children summarise the information found and complete each of the boxes on the worksheet.

Review:

Ask, ‘What information have you managed to find about the person?’. Discuss as a class the findings and how they have
summarised the key information. So we have managed to find a lot of information about a person just by looking for them
online. When we post online, other people can build a picture of who we are by searching for us online. So we need to
remember the key tips for posting online. Information may even be used against you in future jobs or roles.

Tips: 1, Think before you speak. 2, Treat others as you would like to be treated. 3, Be mindful of what you're posting. 4, If you
haven't anything nice to say, don’t say anything at all.

hello@nationalonlinesafety.com | nationalonlinesafety.com 15



Lesson Objectives:

+ | can describe ways
that information about
anyone online can be
used by others to make
judgments about an
individual and why
these may be incorrect.

Key Words:

Judgements
Evidence
Inaccurate
Digital footprint

Resources:

’

+  'Making Judgements
PowerPoint

+  'Making judgements’
worksheet

Duration:
30 minutes

National
Online
Safety’

Online Reputation
Lesson 3 — Making judgements

Recap:

Ask, ‘Can we recall our top tips for posting online?'. The children discuss with their partners and share as a whole class. This is
important for highlighting that judgements can be made about individuals from posts they make online.

Tips: 1, Think before you speak. 2, Treat others as you would like to be treated. 3, Be mindful of what you're posting. 4, If you
haven't anything nice to say, don’t say anything at all.

Introduction:

Ask, ‘What kind of person do we want others to think we are?’. What do we do in our everyday offline lives to build a good
reputation?’. Discuss examples, such as smiling at people, displaying good manners and being kind. What people post online
about themselves also gives hints and clues to the public about the kind of person they are and what they like. Today, we are
going to look at what judgements people might make based on online activity.

Whole Class Learning:

Go through the ‘Making Judgements’ PowerPoint. Each slide shows some evidence about Charlene. For each piece of evidence,
decide as a class on a judgement about Charlene from what you have seen.

Show the photo of Charlene in a football top. And discuss what the class think about Charlene. What are her interests? What
does she do in her free time?

Show students the actual outcome. Charlene’s uncle is a big football fan and bought her a football shirt for her birthday.
Because she loves her family very much, she put her shirt on and took a photo of herself in it. She knew that this would make
her uncle happy.

Please see following page for lesson continuation N
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Lesson Objectives:

| can describe ways
that information about
anyone online can be
used by others to make
judgments about an
individual and why

these may be incorrect.

Key Words:

Judgements
Evidence
Inaccurate
Digital footprint

Resources:

‘Making Judgements’
PowerPoint
‘Making judgements’
worksheet

Duration:
30 minutes

&

National
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Safety’

Online Reputation

Lesson 3 — Making judgements

Independent Learning:
Hand out the ‘Making Judgements’ worksheet and read through the example together.

Go through the rest of the PowerPoint, giving students time with each scenario to write what judgements they make about
Charlene.

Show the class a snippet of a conversation between her and her friend about someone in class. Possible judgement: Charlene
doesn't like Mai very much and can be quite mean.

Show Charlene’s list of previous internet searches. Possible judgement: Charlene must really like elephants because a large
proportion of her internet searches have been facts about elephants.

Show all of the Instagram posts she has liked recently are about gymnastics. Possible judgement: Charlene is either a gymnast
herself, hopes to be one day or enjoys watching gymnastics. Then, go through slides 5 to 8 to explain what Charlene is really
like. Someone had sent only this part of the conversation. Reveal the rest of it, which reveals that Charlene wasn’'t being mean.
She was just repeating what someone else had said in class.

Show the class that Charlene’s latest homework project from school has been to research elephants, so she has been trying to
find accurate information to include in her presentation.

Show the class that Charlene’s best friend is part of a local gymnastics team, and Charlene promised to help by sharing as
much information as she could about the team to boost its popularity. As a class, discuss how easy it is to interpret something
in the wrong way online and how easy it is to be misinterpreted. Ensure that the children know not to delete conversations on
their phones.

Review:

Reiterate the importance of knowing that everything that is put online, stays online and can be there for many years to come.
This is known as someone’s ‘digital footprint’. The children need to think about what people would think about them just based
on what they put online. As we have seen today, people can make incorrect judgements about you based on what you post
and share online.
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Lesson Objectives:

| can recognise that
online bullying can be
different to bullying in
the offline world and
can describe some of
those differences.

Key Words:

Bullying
Cyberbullying
Continuous
Repetitive

Long period of time
Virtual

Physical

Face to face

Resources:

Scenarios

Duration:
30 minutes

&

National
Online
Safety’

Online Bullying

Lesson 1 — Online and offline bullying

Introduction:
Ask, ‘What is bullying?’. The class comes up with a group definition. The teacher notes it.

Whole Class Learning:

Different scenarios. The children decide which are bullying and which are not.

1. Ciara calls her friend Maisy a rude name because Maisy wanted to play with someone else that day.

2. Mat always wants to play in goal in the class football game and never lets anyone else have a go, even though Amy asks
him every playtime if she can have a turn in goal.

3. Saana’s mum is cross because she realised that Saana has been giving away her sandwiches every day. Saana tries
to explain that Tina says she'll hit Saana if she doesn't give Tina her sandwiches. Often, when Saana says no, Tina starts
pinching her harder and harder until Saana gives in.

4. Marcus loves making TikTok videos. Some of the children in the year above have found his account and have been
spamming his page with comments such as ‘Ur gross’, ‘Get a Iyf’, ‘Lol u freak’, 'um LOL so stupid’. He's asked them to stop,
but they’'ve been doing it for more than six weeks now.

5. When Jess goes to her judo class, Sarah always asks to be paired with her. Sarah whispers, ‘I'm going to get you’ before the
fight. During the wrestle, Sarah cheats and kicks, slaps and punches Jess. Jess told her parents last term that she doesn't
want to go to judo anymore.

6. Harry found out that James told everyone in the class his secret crush. When people start to tease Harry, he runs over and
pushes James over into the mud.

Discuss children’s decisions as a class. Ask the following questions:

+  Which ones are bullying?

«  Which ones are wrong?

« Isit bullying if it's unkind?

« Can bullying only happen face to face?

Introduce the terms ‘cyberbullying’ and ‘online bullying'. Ask what they know already and find a definition.

Discuss how cyberbullying could happen on these platforms:

e Instagram

« TikTok

+ Roblox

+ Facetime

+  Xbox live

Please see following page for lesson continuation N
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Lesson Objectives: o N I i ne B U I IYi n g

+ |canrecognise that
online bullying can be _— H H H
e e Lesson 1 — Online and offline bullying
the offline world and
can describe some of

those differences. Independent Learning:
Each child divides their page down the middle. On one side, they write ‘bullying’ as the heading; on the other, they write
Key Words: ‘cyberbullying’ as the heading. They make notes, draw pictures, give scenarios to show the differences between bullying and

berbullying.
Bullying cyberbullying

Cyberbullying

Continuous Review:

Repetitive Do you think bullying is worse than cyberbullying or vice versa?
Long period of time

Virtual How might they impact someone differently?

Physical

Face to face

Resources:
« Scenarios

Duration:
30 minutes
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Lesson Objectives:

| can describe how
what one person
perceives as playful
joking and teasing
(including ‘banter’)
might be experienced
by others as bullying.

| can explain how
anyone can get help if
they are being bullied
online and identify
when to tell a trusted
adult.

Key Words:

Banter

Joking
Teasing
Bullying
Uncomfortable
Appropriate
Inappropriate

Resources:

‘Class jokes’ worksheet

Duration:
30 minutes

&

Online Bullying

Lesson 2 — Telling jokes

Recap:
Ask, ‘What is cyber bullying? How is it different to bullying you might experience at school or at a club?".

Online
Safety’

Introduction:

The teacher starts off a joke show by telling a couple of jokes and then inviting the children to share a joke they know. The
teacher has some jokes written on pieces of paper so that the children can read out some of those, if they need to. As a class,
think about what makes the jokes funny? The teacher makes notes on whiteboard/sugar paper.

Whole Class Learning:

Hand out the ‘Class jokes’ worksheet and ask students which ones they find funny, which ones they think are silly, which ones
they don't understand, which ones they think are rude...

Now children compare their opinions on the jokes. Do they all find the same ones funny? Why/why not? Do they all find the
same ones rude? Why/why not?

The teacher explains the scenario, ‘When I told these jokes in the staffroom, at the start, people were laughing. Then, some
people looked uncomfortable, and some people left. Miss X even said that they weren't funny. | don’t really know why; | was
obviously just joking! What do you think?".

Ask the children to explain why different staff members found different jokes funny. Explain that what one person finds funny,
another might find silly or rude.

National

The teacher models their thought process. For example ‘Oh, | was trying to make people laugh, and | think | got a bit too carried

away. | was enjoying people laughing at me, and | guess that made me want to continue making them laugh, but | said some
things that some people thought were rude, and that’s not funny for anyone.. The teacher asks, ‘What should | do next?".

Now imagine that Mr X had posted a TikTok video, and | had written these jokes underneath. Maybe | got really carried away,

and | started writing things that were way too mean because | thought others would think | was funny and cool. What should Mr

X do?
Class discussion.

Independent Learning:

The children make a short guide about when and how to seek help online. The class chooses a catchy heading, such as ‘When
you play, those words are there to stay’ or ‘Even the joke queen can sometimes get mean’, ‘Joking around? Someone’s feeling

down'. The children explain at what point they can identify that they are being bullied, centred around their actual feelings,
rather than how they think they should feel based on how others say they should feel. The children then offer three tips for
someone in that situation.

Review:
Share catchy titles. Ask the children to make a doodle or a homework poster for their favourite title.
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Lesson Objectives:

| can identify a range
of ways to report
concerns and access
support in school and
at home about online
bullying.

| can explain how to
block abusive users.

| can describe the
helpline services which
can help people who
are experiencing
bullying and how to
access them (e.g.
Childline or The Mix).

Key Words:

Helpline services
Trusted adult
Anonymous

Resources:

‘What are Helpline
Services?’ PowerPoint

Duration:
30 minutes

&
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Safety’

Online Bullying

Lesson 3 — Helpline services

Recap:

Ask, ‘If someone is being bullied, who can we ask for help from? What we can do if our trusted adults aren’t available when we
need them?' and discuss the answers as a class.

Introduction:

Today, we are going to learn about helpline services. Ask, ‘What do you think they are?’. Think about the words, ‘help’ ‘line’.
When might you use a helpline? Do you know any helpline services? Allow thinking or partner time and discuss answers as a
class. If the children are unclear, explain that ‘line’ is often a telephone line in this instance. It is a ‘line’ of communication when
you need it.

Whole Class Learning:

What should you do if something is making you sad, upset, angry or nervous (any negative feelings) online? We must tell a
trusted adult. However, there might be a time when we feel that we can't tell a trusted adult. Sometimes, there are situations
when we can't, or don’t want, to tell that adult.

Give the children thinking time to think about when this might occur. Share some ideas as a class.

Show photos of each scenario so the children can guess why they don’t want to tell an adult in that situation.

Share the following reasons on the PowerPoint.

« There is only one of your trusted adults in the house, and they're really busy at the moment. You feel like you don't want to

bother them with your problems.

« You know who your trusted adults are, but you just don’t know how to start the conversation. There’s always something else
to talk about and it feels awkward changing the conversation into your problems. You don’'t know how to start to explain
your problem.

+ You're already embarrassed, and, by telling someone you know, it's going to make it even more embarrassing for you.

« You feel that you are going to get into more trouble by sharing what has happened. It might be that something has

happened on an app or a game that you have been told not to download/go on. So now you are going to get into more
trouble for going against their wishes. It's not worth getting into trouble.

These are all natural reasons for not wanting to tell a trusted adult and that's okay. Ask, ‘What do you think would happen if we
didn't tell a trusted adult about an uncomfortable situation? Do you think the problem would be solved?’. It is very important
that you do then find help and advice from somewhere else so that the situation that is making you uncomfortable does not
continue and worsen.

Ask, ‘What could we do if our trusted adult at home or school isn't someone we could tell?’.

Explain that there are ‘helpline services’, which are often phone numbers or websites specifically for children to access. It
doesn’t matter if you don’'t know what to do or say because the people at these services know what to do and how to help.
They are also anonymous, so no one would need to know that you have accessed these services.

Please see following page for lesson continuation N
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Lesson Objectives:

| can identify a range
of ways to report
concerns and access
support both in school
and at home about
online bullying.

| can explain how to
block abusive users.

| can describe the
helpline services
which can help people
experiencing bullying,
and how to access
them (e.g. Childline or
The Mix).

Key Words:

Helpline services
Trusted adult

Resources:

What are Helpline
Services? Presentation

Duration:
30 minutes

&
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Online Bullying

Lesson 3 — Helpline services

Whole Class Learning:

Ask, ‘Has anyone heard of Childline? What do you think they do?’. Childline is a line of support for children. You can call
Childline whenever you like, at any time of day or night because there are people that work there 24 hours a day. When you
call them, they can talk to you about whatever you like. Children are encouraged to call them if they don’t have a trusted adult
that they feel they can talk to at that time, and they want to talk about something happening at home, at school, at a club,

at a friend’s house or online. If there’s ever something that you feel uncomfortable about, worried about, sad or angry about,
embarrassed about, etc, someone from Childline can always talk to you about it.

Practise chanting the Childline number: 0800 1111.
Show children the CEOP button, where to find it and how it works.

So, we've discussed that Childline is a telephone line that offers support for children. Another place you can turn to is ChildNet.
Ask, ‘What do you think that is?’. Childnet does a similar job to Childline, but it's online. Ask, ‘Why do you think it would be useful
to have someone you can type to online?’. Facilitate conversation about how the children might not want to explain their
situation out loud, if they don't want someone else to hear. Slide 7: Click on the link to the Childnet website and model how to
navigate to the ‘Need help’ section. Also, navigate through the ‘think u know’ website and explore the resources together. Slide
8: Introduce Ollee, a digital friend who they can talk to if they need to. Model talking to Ollee so that the children know how easy
it is to talk to him if they need to.

Independent Learning:

Situation cards for role playing calling the numbers, try to ‘dial’ the numbers without looking at them. Go round the class and
monitor. Give child an A5 piece of paper. The children bubble-write the Childline number, 0800 1111, and make the numbers into
pictures associated with online safety.

Review:

Ask, ‘Why would you use a trusted helpline service, rather than posting your problem online for others to comment on?".
Remember that the people who work at helpline services are professionals, whereas anyone can comment online and they
may give you bad advice.
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Lesson Objectives:

| can explain the
benefits and limitations
of using different types
of search technologies,
for example voice-
activation search
engines. | can

explain how some
technology can limit
the information |

am presented with,

for example voice-
activated searching
giving one result.

|'can explain what

is meant by ‘being
sceptical’; I can give
examples of when and
why it is important to
be sceptical.

| can evaluate digital
content and can
explain how to make
choices about what

is trustworthy, for

example differentiating
between adverts and
sedarch results.

Key Words:

Digital content
Trustworthy
Search
sceptical

URL

Genuine

Resources:

‘Trustworthy or
untrustworthy’
worksheet
‘Trustworthy/
Untrustworthy’
PowerPoint

Duration:
30 minutes

National
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Managing Online Information

Lesson 1 — Trustworthy content

Recap:

Ask, ‘Can you remember ways in which companies encourage people to purchase from them? How do they persuade
customers?’. Discuss as a class.

°2

Introduction:

Today, we are going to evaluate digital content and decide whether we think it is trustworthy or not. We will look at key
indicators which will determine whether it is trustworthy. We will also decide whether they are adverts or search results to
determine which one is a more reliable source of information.

Whole Class Learning:

Open the PowerPoint. There are different types of searches. Ask, ‘Can you remember any other ways in which we can search for
information?’. Remind the children of voice-activated searches.

Ask, ‘What are the limitations of using these types of searches?’. These types of searches limit the information people received,
and only one result is given.

If there is only one result, we may not know the source of the information. We need to treat this information carefully and
should be sceptical about it until we have decided the information is trustworthy.

Show students an example of an article from BBC Newsround along with a continuum of trustworthy and untrustworthy at the
bottom of the board. Students discuss with partners whether this information is trustworthy or not, and why. Gather ideas from
the children about the reasons why.

Give an example of a Wikipedia article at the top of a search result. Discuss whether the top link is trustworthy or not.
Go through ideas on how to spot trustworthy information online.

+ Does the website where you found the story look genuine? This means that it doesn't look like a copycat website that's
designed to look like another genuine website).

- Does the website address at the very top of the page look real? Is the end of the website something normal such as “.co.uk’
or .com’ and not something unusual such as ‘com.co’?

« Does the photo or video look normal?

+ Does the story sound believable?

Now you are going to try and determine whether the following information is trustworthy or not.

Please see following page for lesson continuation N
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Lesson Objectives:

| can explain the
benefits and limitations
of using different types
of search technologies,
for example voice-
activation search
engines. | can

explain how some
technology can limit
the information |

am presented with,

for example voice-
activated searching
giving one result.

|'can explain what

is meant by ‘being
sceptical’; I can give
examples of when and
why it is important to
be sceptical.

| can evaluate digital
content and can
explain how to make
choices about what

is trustworthy, for

example differentiating
between adverts and
sedarch results.

Key Words:

Digital content
Trustworthy
Search
sceptical

URL

Genuine

Resources:

‘Trustworthy or
untrustworthy’
worksheet
‘Trustworthy/
Untrustworthy’
PowerPoint

&

Duration:
30 minutes
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Managing Online Information

Lesson 1 — Trustworthy content

°2

Independent Learning:

Hand out the worksheet where there is a continuum of untrustworthy and trustworthy. The children put an arrow where

they think the advert or search result is placed, closer to trustworthy or closer to untrustworthy. For example, news from BBC
Newsround is trustworthy, whereas an advert on Roblox or Minecraft may be untrustworthy and just want children to purchase
things.

Review:
Ask, ‘How can we tell if digital content is trustworthy?’. Discuss with your partner and then gather ideas from the class.

Top Tips:
« Does the website where you found the story look genuine? This means that it doesn’t look like a copycat website that's

designed to look like another genuine website.

- Does the website address at the very top of the page look real? Is the end of the website something normal such as “.co.uk’
or .com’ and not something unusual such as ‘com.co’?

« Does the photo or video look normal?
+ Does the story sound believable?
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Lesson Objectives:

| can explain key
concepts, including
information, reviews,
fact, opinion, belief,
validity, reliability and
evidence.

| can identify ways the
internet can draw us to
information for different
agendas (e.g. website
notifications, pop-ups,
targeted ads).

| can describe ways
of identifying when
online content has
been commercially
sponsored or boosted
(e.g. by commercial
companies or by
vloggers, content
creators, influencers).

Key Words:

Bias
Cookies
Opinion
Belief
Fact

Resources:

Adverts matching the
interests of the students
Recent news stories
Untrustworthy’
PowerPoint

Duration:
30 minutes

National
Online
Safety’

Managing Online Information

Lesson 2 — Targeted adverts

Recap:

In the previous lesson we spoke about fake news and how we might be able to spot untrustworthy information online. Review
the examples with the class.

°2

Introduction:

Start the lesson by introducing the children to a fake story/information. This needs to be far-fetched but believable. Examples
could include: a famous footballer quitting and trying his hand at ballet; cancellation of all public transport in London;
toothpaste made from a petroleum company using oil that makes your teeth even whiter. Encourage the children to debate
one or all of these stories. The children partner talk and decide whether any of the stories are good things or bad things. Ask,
‘What does it make you think? Why do you think these changes have been announced? Does anyone benefit from them?".
Afterwards, explain that these stories are untrue and have been fabricated or exaggerated.

Whole Class Learning:

When we are online we are exposed to lots of different information that can be biased and not necessarily true. This is because
the writer or the vlogger can sometimes be trying to share their opinion or belief to influence you and make you believe that
what they are telling you is the absolute truth. Make reference to companies doing this with targeted advertising involving
pop-up or website notifications.

Have the children think about advertisements that they may have seen online or in videos; have them share those adverts with
the class. Make reference to any links between the adverts the children may have seen and their interests.

Show some examples of targeted advertising or biased news stories (either videos or pictures) and model to the class

where the advertising is. Ask, ‘What is the author/advertiser trying to tell/sell us?’. Model to the children how to spot the
advertisement and discuss with the class what the agenda of the advertisement might be. Do the same with news headlines.
Try and have two different headlines about the same story.

Explain to the children that targeted advertising online is everywhere and that companies use your viewing habits through the
use of cookies to influence what you see and what you want to buy. It is important to recognise and identify when the content
you are viewing is commercially sponsored and to recognise if content is a fact, opinion or a belief.

Show the class the same advertisements or news articles and have a whole class discussion on whether this content is a fact,
opinion or belief. Ask, ‘What makes it a fact? What is the difference between an opinion or a belief?”.

Please see following page for lesson continuation N
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Lesson Objectives:

| can explain key
concepts, including
information, reviews,
fact, opinion, belief,
validity, reliability and
evidence.

| can identify ways the
internet can draw us to
information for different
agendas (e.g. website
notifications, pop-ups,
targeted ads).

| can describe ways
of identifying when
online content has
been commercially
sponsored or boosted
(e.g. by commercial
companies or by
vloggers, content
creators, influencers).

Key Words:

Bias
Cookies
Opinion
Belief
Fact

Resources:

Adverts matching the
interests of the students
Recent news stories
Untrustworthy’
PowerPoint

&

Duration:
30 minutes
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Managing Online Information

Lesson 2 — Targeted adverts

Independent Activity:

Step 1: The children work in pairs and are given/shown some resources with targeted advertising selling a variety of different
products. They then have to spot the advertisement and recognise the agenda of the company selling it. As an extension,
children could then discuss why that particular product or advert is in that particular context.

°2

Step 2: The children are given news stories to look at from a variety of different opinions and outlooks. They then have to spot
and recognise if the information is factual, an opinion or a belief.

Share their answers with the class.

Review:

Revisit the idea that advertising online can be targeted at people individually, based on their browsing history and that they
need to be aware of these advertisements to help protect them in the future.
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Lesson Objectives:

| can explain what

is meant by the

term ‘stereotype’,
how stereotypes

are amplified and
reinforced online

and why accepting
stereotypes may
influence how people
think about others.

| can describe how
fake news may affect
someone’s emotions
and behaviour and
explain why this may
be harmful.

| can explain what is
meant by a hoax. | can
explain why someone
would need to think
carefully before they
share.

Key Words:

Digital content
Trustworthy
Search

Hoax

Genuine

False

Reliable source

Resources:

Examples of recent
news articles
PowerPoint

&

Duration:
30 minutes
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Lesson 3 — Assessing online information

Recap:

Ask, ‘How can we tell if the information has been commercially boosted or sponsored? Why do companies to do this?".
Discuss with the class what we should do with this information. Ask, ‘Should we engage with it, ignore it or tell a trusted adult if
we are unsure?’,

°2

Introduction:

We are going to decide whether we would share some information online. We will look at news articles and decide whether the
information is trustworthy and whether we would hit the share button to share it with our online community.

Whole Class Learning:

Open the PowerPoint. 'What is a stereotype?’. A stereotype is an assumption about what someone will do or how they will
behave based on what social groups they belong to.

When sharing information online, stereotypes are amplified. That makes people’s beliefs and actions greater than they
actually are. For example, a headteacher may want to reduce playtime by five minutes, but the story posted online will say
there will be NO playtime for children. Information is exaggerated.

Ask, ‘How do you think people feel when they see stories like this posted online?’. Discuss in pairs and share information as a
class.

Another way of information being shared is as a hoax. A hoax is something false being passed off as real. We call it ‘fake news'.
Give an example of an appropriate hoax if needed.

Now we are going to look at some snippets of news articles. You need to decide whether the information should be shared or
ignored and reported. You should also tell your trusted adult so you can discuss whether it is fake news or not.

Independent Activity:

Hand out the examples you have found of recent news articles. The children must decide whether they would share the
snippet and why. Is the snippet fake news or a hoax? Or is it a trustworthy piece of information from a reliable source which
should be shared to help people?

Review:

Ask, ‘What do you think would happen if we shared information which was not true or a hoax? How would people feel if
they saw this information being shared online?’. Discuss this in pairs then share ideas as a class to understand the serious
consequences of sharing misinformation online.
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Lesson Objectives:

| can describe ways
technology can affect
health and well-

being positively (e.g.
mindfulness apps) and
negatively.

| can describe some
strategies, tips or
adyvice regarding
technology to promote
health and wellbeing.

Key Words:

Positive
Negative
Mindfulness
Well-being
Mental Health

Resources:

Amit and Maisie
scenarios

Duration:
30 minutes

&
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Health, Wellbeing & Lifestyle

Lesson 1 — The pros and cons of being online

Recap:
Ask, ‘What does it mean to have good mental health? Why is our mental health and wellbeing important?’.

Introduction:

Explain that our mental health is just as important as our physical health and that when it is not good, there are lots of things
we can do to help ourselves, such as making sure we get enough rest, healthy food, fresh air and exercise as well as talking
to a trusted adult or close friend. Explain that some people find that using mindfulness apps is a good way to promote good
mental health but that we need to be selective when we choose how to use technology as it can have a negative effect.

Whole Class Learning:
Ask children to think of all the benefits of being online. Answers might include:

« Staying in touch with people, especially people who you don't see.

+ A cheap and quick way to communicate

« There's time to think about what you want to say which you don't get in a real-life conversation
« You can express your creativity

« Endless information and knowledge

« Access to support groups and apps

+ It's exciting when you get likes and nice comments.

Next, ask the children to think of any negatives about being online. Answers might include:

« Ittakes up a lot of time because you can click on lots of new things

« You might feel excluded from certain groups, for example if you are not allowed the same apps and games
- Pressure to be online at certain times to chat/game with friends

«  FOMO (fear of missing out) if you can't be online

+ People can behave differently online from how they would face to face

« It can have an effect on your physical health if you spend too long online, for example headaches.

Scenario: Amit is 12 years old. He has been playing a game, which has an age rating of 18, online every day. Some of his school
friends play, but he does not know everyone who he is playing with. Sometimes he will play until midnight. His parents, teachers
and friends have noticed that he is becoming very tired and irritable and using language that is inappropriate.

As a class, analyse the scenario and point out what has gone wrong and the negative effects of Amit’'s gaming. What advice
would you offer to Amit to help him manage his time more effectively and curb his online behaviour?

Please see following page for lesson continuation N
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Lesson Objectives:

| can describe ways
technology can affect
health and well-being
both positively (e.g.
mindfulness Oppsg and
negatively.

| can describe some
strategies, tips or
advice to promote
health and well-
being with regards to
technology.

Key Words:

Positive
Negative
Mindfulness
Well-being
Mental Health

Resources:

Slides or worksheets
with scenarios on

Duration:
30 minutes
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Lesson 1 — The pros and cons of being online

Independent Learning:
Now, work on this scenario independently:

Maisie is 11 years old. She has been using Instagram. She posts photos of herself, and it makes her happy when her friends like
or comment on the photos she has posted.

Maisie enjoys using Instagram because it allows her to see what all her friends are doing when they post photos too.
Sometimes though, she feels left out because she can see photos of groups of her friends having a really good time, when they
hadn’t invited her along.

It seems to Maisie that everyone on Instagram is having a brilliant time all the time. That is not what her life is like.

Also, she notices that everyone who is posting is always happy. And, it seems to Maisie that everyone on Instagram is very
good looking. All this makes her feel as though she isn't happy enough, she isn't doing things which are exciting enough and
she isn't pretty enough.

How has Instagram become a negative experience for Maisie? What advice would you give to Maisie? Write five things that she
could do to make her online experience a more positive one.

Review:
Ask, ‘Why do people take and post selfies? Is it always a good thing?".
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Lesson Objectives:

« |lrecognise the benefits
and risks of accessing
information about
health and well-
being online and how
we should balance
this with talking to
trusted adults and
professionals.

Key Words:

«  Mindfulness
+  Wellbeing
- Mental Health

Duration:
30 minutes
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Health, Wellbeing & Lifestyle

Lesson 2 — Looking after our mental health

Recap:
Ask, ‘Why is it important that your parents/trusted adults know what you are doing online?’,

Introduction:

Ask, ‘What is Mental Health? If your mental health is not good, what can you do about it? Do you know of any apps or online
advice that could help? What is good about them? Are there any negatives to using them?".

Whole Class Learning:
The whole class creates a mind map of what to do if your mental health is not good.

For example, talk to a friend, tell a trusted adult, use a mindfulness app, get some fresh air, do some exercise, look up your
symptoms online.

Ask, ‘Is any one of these better than the rest? Or are they all of equal worth depending on the situation? Can you think of any
negatives when choosing one of these strategies?".

Scenario: Anna is feeling anxious. She types into a search engine, ‘ways to get rid of anxiety’. She finds a blog post written by a
teenager who says that drinking alcohol can help you to forget about your uncomfortable feelings. There are comments below
from other teenagers saying that they have tried this too.

Ask, ‘What should Anna do?'.

Whole class discussion to collect ideas. The teacher records ideas.

Independent Learning:

The children write a short letter to Anna to point her in the right direction for getting help with her anxiety. Have the mind map
and the results from the whole class discussion clearly displayed so that the children can draw on ideas they collected as a
whole class.

Review:

Ask, ‘What should you do if you have read some advice online that you do not think is useful or helpful and could be
dangerous?”.
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Lesson Objectives:

| can explain how and
why some apps and
games may request
or take payment for

additional content (e.g.

in-app purchases, loot
boxes) and explain the
importance of seeking
permission from a
trusted adult before
purchasing.

Resources:

‘Spending Money in
Games’ PowerPoint
Box template
Different coloured
pieces of paper for
‘oros’ and ‘cons’

Duration:
30 minutes
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Lesson 3 — Spending money in games

Recap:
Ask, ‘What are some of your favourite games, and what rules do you have for playing video games on devices?".

Introduction:

Tell the students that today, you are going to talk about spending money in games. Ask the students to raise their hands if they
spend money when they are playing video games and encourage them to describe what they spend money on. Ask them who
they get permission from to spend money online and emphasise how important it is to always ask a trusted adult.

Whole Class Learning:
Go through the ‘Spending Money in Games’ PowerPoint and elicit from the students what is in each picture.

ANSWERS:

pictures of skins in Fortnite
Minecraft character pack
Fortnite glider and pickaxe
Loot boxes

V Bucks

Minecoins

SN IR

Go back to the first slide and ask students, ‘What is good about buying new skins?’ ‘Is there anything that isn't good?’. Ask the
same questions with the other examples.

Show the students the next slide and explain that loot boxes are similar to buying a pack of football cards, i.e. they have bought
something, but they don't know what is in it. It might be something good, or it might be something that they already have.
Taking this chance is like gambling, and players get a rush of excitement when a loot box opens and it is something good.
Developers know this and therefore may decide to include loot boxes in their game. They also receive your money when you
decide to buy one, so it is in their interest to get you to buy them. People can sometimes become addicted to buying them,
which isn’t healthy. Ask students again, ‘What isn't good about buying loot boxes?’, using the images as prompts.

Independent Learning:

The children decorate their loot boxes and place inside the pros and cons of using them on different coloured paper. Pros —
exciting; has an air of mystery; gives you a rush of excitement when you open it; you might get something that you have been
after/help you in the game; you might get something that your friend has been wanting. Cons — a form of gambling; you might
waste your money on something you already had/didn’'t want; can be addictive; low chances of getting what you want; you
might overspend someone else’s money; they have no real-world value.

Review:

Remind the students that there are positives and negatives to buying things in games, and the most important thing to
remember is to ask a trusted adult before spending any money.
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Lesson Objectives:

« |can explain what a
strong password is and
demonstrate how to
create one.

Key Words:

« Personal information
« Privacy settings
« Strong password

Resources:

« Video: ‘Private
information and
passwords’
Whiteboards or paper
for each student
‘Passwords’ PowerPoint

Duration:
30 minutes

&
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Safety’

Privacy and Security

Lesson 1 — Developing passwords

Recap:
Ask, ‘Can we recall from previous lessons what a password needs to have so it is a safe and a strong password?".

Introduction:

Explain to the children that they are going to watch one of the virtual lessons today. Have them sit so they can all comfortably
see the screen or board.

Whole Class Learning:
Hand out whiteboards or paper in preparation for the video. Show the class the ‘Private Information and Passwords’ video and
encourage students to participate in the activities with Kayy and Jen.

Following the video, got through the ‘Passwords’ PowerPoint.

Now we can recall how to make a strong password. Take a look at the following common passwords, for example 123456 or
pab5word. Ask, ‘Can you decide with your partner which ones are safe passwords and choose which one you would use and
why?".

Now you're going to create your own strong password. To begin, I'd like you to think of a secret word. It could be a car you like
or favourite football team. Share your secret word with your partner so you can discuss whether it would be secret enough.
Remember it should not be your name or date of birth or anything to do with your private information.

Now using your secret word, I'd like you to add a number, capital letter and symbol. The password should be at least eight
characters long. Write your password on a whiteboard or the worksheet.

Now you've created one strong password, create two more using the secret word but change the symbols, letters and
numbers.

Independent Learning:
Write down three different passwords using your secret word. At the end, you can choose one to use next time you create an
account. It's important that you are able to remember the word.

Use a different secret word so you have different options for passwords.

Review:

Discuss with your partner why it is important to create a strong password, and then discuss as a class. It's important that our
accounts are as safe as possible, and hackers are unable to access your personal information and accounts.
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Lesson Objectives:

| can explain how many
free apps or services
may read and share
private information

(e.g. friends, contacts,
likes, images, videos,
voice, messages,
geolocation) with
others.

Key Words:

Personal information
Privacy settings
Strong password
Apps

Share

Resources:

PowerPoint
Worksheet

Duration:
30 minutes
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Lesson 2 — Our data online

Recap:

Write ‘share’ in the middle of the board or screen. Talk to your partner about sharing. Ask, ‘When do we share whilst using
technology?'. The teacher writes ideas around the word on the board. We can share pictures, documents, contacts, messages,
etc. Ask, ‘Do we think companies share?".

Introduction:

Ask, ‘What do we think happens to our private information when we sign up to an account?’. Share and discuss ideas as a
class.

Whole Class Learning:
Open the PowerPoint. Now we understand what should happen to our private information. There are some free apps or services
that read and share your private information.

‘Can anyone think of any apps which would store your personal information (e.g. name, date of birth, address)?’. Gather ideas
about apps. Facebook, WhatsApp, Twitter, Instagram, YouTube may be a few which are mentioned.

‘How many of these companies do you think share your personal information with third party companies?’. A third-party
company gathers your information from the main site to target advertising.

‘How do we think we can stop this from happening and protect our private information?’.

When you download an app from the app store, it should ask you whether you would like to share your private information with
other companies. So next time you sign up or download an app, have a look and see if you're sharing your private information.

Independent Learning:

Orally or the children write down the answer to the big questions: how would you make sure your private information is not
shared? What steps would you take to ensure that?

Review:

Gather responses from the class. Responses should generate discussion with the children able to agree or disagree with each
other about the steps they would take to secure their private information.
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Lesson Objectives:

« | can explain what
app permissions are
and can give some
examples.

Key Words:

Protect
Private
Information
Apps
Permissions

Resources:

«  Permissions’ worksheet
«  'App Permissions’
PowerPoint

Duration:
30 minutes
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Lesson 3 — App permissions

Recap:

Ask, ‘Can we remember from our previous lesson how we protect our personal information from being shared between
companies?".

Introduction:

Today, we are going to look at app permissions in more detail so we understand what we are consenting to when we use
online platforms.

Whole Class Learning:

Open the PowerPoint. ‘What is an app?’ The word ‘app’ is short for ‘application’. It is a piece of software that can be downloaded
to devices, such as tablets, phones and games consoles. Apps include games, social media platforms and search engines.
There are apps for almost anything.

Some apps are free, but you have to pay for others. Highlight age restrictions. Some children may already have access and are
not old enough.

If you do have access to these apps or consider using them in the future, it is important to give the app the correct permissions
for pictures, location, share contacts, etc and to turn off permissions you do not want to give.

Discuss with your partner whether you should give permission to share pictures on the internet. Go through location, contacts,
etc to find out whether to share or not share. Have a continuum line on the board from ‘Share’ to ‘Do not Share’ so the children
can decide whether they are happy to share each piece of information.

Before we move onto the activity, can anyone tell me where they may find the permissions and what symbol should you look
for? (Settings and the cog sign.)

Independent Learning:

Provide the children with a screenshot of a privacy settings page of a popular social media app. The children then decide and
show, by colouring or circling, which information they want to share or give access to. Underneath, in a box, the children add

"

instructions, such as ‘Click the little cog icon and then choose “privacy™.

The children explain what each setting means (e.g. who can see my posts?). ‘Toggled to everyone’ means that anyone with an
account (not just your friends/family) can see, watch, screenshot and save your photos and videos. Alternatively, the students
can be talked through their Google or Microsoft accounts, changing the privacy settings together as a class.

Review:

Share with the class which options they have decided to share with anyone or just friends/family. Discuss the problems which
may occur if they choose anyone instead of just friends/family. They can also just keep the information to themselves.
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Lesson Objectives:

| can give examples

of content that is
permitted to be reused
and know how this
content can be found
online.

Key Words:

Content
Usage rights
Permission

Resources:

A child friendly search
engine such as Kiddle
‘How to search for
content that can be
used by others’ help
sheet.

‘Topics and Facts’
worksheet

Duration:
30 minutes
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Lesson 1 — Using online content

Recap:

Ask, ‘Are we allowed to use all content published online?’. Remind the children that there are different licences which
determine which images we are allowed to use. Ask, ‘Can anyone recall the licences or any explanations?’. Copyright is also
important to remember. Copyright is a form of protection given to the authors or creators of ‘original works of authorship,’
including literary, dramatic, musical, artistic and other intellectual works.

°2

Introduction:

Today, we are going to learn how to use a search engine to find online content that can be used by others. Ask, ‘What have you
used search engines for in the past? Was it easy to find information?’. Allow thinking or partner time and discuss answers as a
class.

Whole Class Learning:

Online content has been created by a person, and therefore this content belongs to them. Emphasise the importance of the
fact that everything online belongs to someone. In class, we would put our names on our work. However, doing this online is
much more difficult than that.

Model, using a children-friendly search engine such as Kiddle, finding some images that link to a topic you are currently
studying. Click on the photo so that it takes you to the website it came from. Ask, ‘Does it say who took the photo or who the
photo belongs to?'. Sometimes it provides a name or says ‘image source’. Click on ‘image source’ or on the photo again.
Eventually, the owner of the photo will be revealed.

Explain to the children that we have to be very careful when using other people’s content online because it belongs to
someone. Equate this to real life: in an English lesson, you couldn’t take someone else’s story and say it was yours — you would
getinto trouble. It is exactly the same online. If you use someone else’s content without the owner’s consent, you could get into
a lot of trouble.

Luckily, there are websites that only have content that the person who created it has said that other people can have and
not get in trouble for it. We are going to learn how to use Google search safely to find content that is free to use. Use the help
sheet to model using ‘SafeSearch’ on Google and how to set the usage rights. Go through each of the usage rights options,
explaining what each one means and giving examples.

Independent Learning:

Go through the Google SafeSearch step by step with the class in front of computers or tablets. Guide them through the process
as a group.

Now that we have been through SafeSearch and understand how it works, let’s have a race. You need to search for one fact
for each of these topics and write the fact in the box. Ideas for things to search could be: colours of the Japanese flag, a fact
about the President of the USA, name a dish from Thailand, find one player who plays for Leeds Utd, who created the internet?,
who founded Apple?, what was the enigma machine?

Compare answers as a class and talk about how the children each found their information.

Review:

Reiterate how important it is to only use content (photos, videos, written content, etc.) when the owner has given permission to
do so. It isn't fair on the person who created it for someone to use it without asking.
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Lesson Objectives:

« | can assess, and justify
when it is acceptable to
use, the work of others.

Key Words:

Acceptable
Rights
Copy
Paste

Resources:

Tablets or computers
‘How to search for
content that can be
used by others’ help
sheet

Duration:
30 minutes

Online
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Lesson 2 — Google SafeSearch

Recap:

Ask the class if they remember how to use Google SafeSearch. Go through the steps as a group without devices and then go
through the steps again with computers or tablets so the pupils are set up to use SafeSearch for the class.

°2

Introduction:
Today, we are going to look at how we can find information and work online that it is okay for us to use in our own projects.

Whole Class Learning:

Show the children the ‘How to search for content that can be used by others’ help sheet. The children then use this help sheet
to find images about a relevant topic that you are studying in class. For the first example, tell pupils what to search for and
guide them through the steps to copy and paste three images onto a document.

Independent Learning:
The pupils now choose three searches that link with the theme of the topic during the class learning and copy and paste

their three images onto their document. Go around the room and help pupils resize images so they fit onto one or two pages.

Extension work can be to explain why they chose those pictures or which image rights that picture has. At the end, direct the
students to save their work in their named folder.

Review:

Ask the students to repeat the steps for setting up Google SafeSearch and then the steps for creating a document with
pictures found online, including saving the work at the end.
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Lesson Objectives:

+  Review rules about
using other people’s
work online.

Key Words:

« Content
*  Permission

Resources:

« 'Using other people’s
online content’
worksheet

Duration:
30 minutes
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Lesson 3 — Copyright rules

Recap:

Ask, ‘What did we use SafeSearch to look up in the previous lessons? How did we know it was okay for us to use the
information and images we found?".

Introduction:

°2

Today, we are going to review all of the rules we have looked at about using information we find online to make sure that we
don't plagiarise anyone’s work. Ask, ‘Can anyone explain what plagiarism means?’. Discuss as a class.

Whole Class Learning:

Go through the PowerPoint, discussing each of the rules and deciding as a class whether they are true or false.

1. You can use any image you find online. False, lots of images online are protected by copyright and you need the owner’s
permission to use it.

2. If animage doesn't have a name next to it, you can use it. False, it could still be protected by copyright, or even already
shared by someone else not crediting the original creator.

3. You can't use any photos or videos online because they belong to someone else. False, you can ask for permission to use
pictures or videos, and some have a Creative Commons license or are in the public domain, meaning you can use them.

4. You can specifically search for photos and videos that the creator has said you can use. True, click on ‘Tools’ on Google
images and go to usage rights. Click on Creative Commons licenses. Make sure you still credit the owner though with a
proper reference.

5. Allimages returned from an internet search are free to use. False, the images that are free to use are under Creative
Commons licenses.

6. You can use any image you can find online so long as you say who created it. False, you will need the permission of the
owner. However, if it is for educational purposes, such as school work, as long as you provide a complete reference you
won't get into trouble. If you use the image to make profit or claim it as your own however, you could find yourself in trouble.

7. Allimages and videos online belong to everyone. False, some are in the public domain and free to use, but user-generated
content has an owner and the content belongs to them.

8. No-one will find out if you copy an image and use it as your own. False, there are lots of ways of checking for copyright.

9. If you upload an image, anyone can use it. False, you own the image and anyone who wants to use it needs your
permission. However, you do need to check the terms and conditions of the app or platform you are uploading to, because
you might be giving them the ownership of the image by sharing it with them.

10. If you upload an image, people have to ask you before they can use it. True, you own the image and anyone who wants
to use it needs your permission. However, you do need to check the terms and conditions of the app or platform you are
uploading to, because you might be giving them the ownership of the image by sharing it with them.

1. I can take an image, make it look a bit different, and then it is mine. False, this is still considered copyright.

12. There are different rules for music from images and videos. False, music is also copyrighted and you can’t use it unless
you have the owner’s permission. Some music is in the public domain, which means you can use it and share it online, but
sharing music that is protected by copyright can get you into trouble.

Please see following page for lesson continuation N\
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Lesson Objectives:

» Review rules about
using other people’s
work online.

Key Words:

« Content
*  Permission

Resources:

« 'Using other people’s
online content’
worksheet

Duration:
30 minutes
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Lesson 3 — Copyright rules

°2

Independent Learning:

Hand out the ‘True or false?’ worksheet, and, in pairs, the students review the statements and decide if they are true or false
and why.

Once completed, go through the answers as a class and explore what would happen if the opposite was correct. For example,
‘you can use any image you find online’ is false, but what would happen if it was true? Ask, ‘Would photographers who take
photos for their job then not be able to put anything online for fear that it would be stolen?".

Review:

Rules about the information and images we can and can't use online are complicated, right? It is why we have to always think
carefully whenever we are researching or looking for online information for our own work or uses.
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