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Year 4 online safety lesson plans

Lesson Plan Title

Objectives

I can explain how my online identity can be different from my offline identity.

National
Online
Safety’

Lessons

Lesson 1 — My online and offline identities

Self-image & . . , . . o _— .
Identit | can describe positive ways for someone to interact with others online and understand how this will Lesson 2 — Positive interactions
entity positively impact on how others perceive them.
Lesson 3 — Identity theft
| can explain that others online can pretend to be someone else, including my friends, and | can
suggest reasons why they might do this.
. I can describe strategies for safe and fun experiences in a range of online social environments (e.g. Lesson 1 - Online friends
Online livestreaming, gaming platforms).
. . Lesson 2 — Healthy online behaviour
RelatlonShlps | can give examples of how to be respectful to others online and describe how to recognise healthy
and unhealthy online behaviours. Lesson 3 — Respect and privacy
I can explain how content shared online may feel unimportant to one person but may be important to
other people’s thoughts, feelings and beliefs.
onli I can describe how to find out information about others by searching online. Lesson 1 — Tips for searching online
niine
R tati | can explain ways that some of the information about anyone online could have been created, copied | Lesson 2 — Finding reliable information online
eputation or shared by others.
Lesson 3 — Researching a celebrity
onli | can recognise when someone is upset, hurt or angry online. Lesson 1 — Being kind online
niine
BuIIying I can describe ways people can be bullied through a range of media (e.g. image, video, text, chat). Lesson 2 — Recognising when someone is hurt, angry or upset

| can explain why people need to think carefully about how content they post might affect others, their
feelings and how it may affect how others feel about them (their reputation).

Lesson 3 - Positive and negative comments

hello@nationalonlinesafety.com | nationalonlinesafety.com



Year 4 online safety lesson plans

Lesson Plan Title

Objectives

Lessons

National
Online
Safety’

. | can analyse information to make a judgement about probable accuracy, and | understand why it Lesson 1 — Adverts online
quaglng is important to make my own decisions regarding content and that my decisions are respected by
Online others. Lesson 2 — Searching for reliable information
Information | can describe how to search for information within a wide group of technologies and make a Lesson 3 — Adverts and pop-ups
judgement about the probable accuracy (e.g. social media, image sites, video sites).
| can describe some of the methods used to encourage people to buy things online (e.g. advertising
offers, in-app purchases, pop-ups) and can recognise some of these when they appear online.
I can explain why lots of people sharing the same opinions or beliefs online do not make those
opinions or beliefs true.
I can explain that technology can be designed to act like, or impersonate, living things (e.g. bots) and
describe what the benefits and the risks might be.
| can explain what is meant by fake news; for example, why some people will create stories or alter
photographs and put them online to pretend something is true when it isn't.
Health I can explain how using technology can be a distraction from other things in a positive and negative Lesson 1 — Being healthy online
eaith, way.
. Lesson 2 - Taking care of your mind
Wellbelng & | can identify times or situations when someone may need to limit the amount of time they use
Lifesty|e technology. For example, | can suggest strategies to help with limiting this time. Lesson 3 — Our free time
Pri & | can describe strategies for keeping personal information private, depending on context. Lesson 1 — Making choices
rivac
Se curizy | can explain that internet use is never fully private and is monitored. Lesson 2 — Data saved online
| can describe how some online services may seek consent to store information about me. | know how Lesson 3 — Consent online
to respond appropriately and who | can ask if | am not sure.
I know what the digital age of consent is and the impact this has on online services asking for consent.
. When searching on the internet for content to use, | can explain why | need to consider who owns it Lesson 1 — The impact of plagiarism
Copynght & and whether | have the right to reuse it.
o hi Lesson 2 — Can | use other people’s work?
wnership | can give some simple examples of content which I must not use without permission from the owner
(e.g. videos, music, images). Lesson 3 — Copyright and usage rights

hello@nationalonlinesafety.com | nationalonlinesafety.com
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PHIS
Self-image and identity
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Lesson Objectives:

« | can explain how my
online identity can
be different from my
offline identity.

Key Words:
+ ldentity
« Trusted adult
Resources:

« Video: ‘How You Feel
Online’

Duration:
30 minutes

National
Online
Safety’

Self-image and identity

Lesson 1 — My online and offline identities

Introduction:

Explain to the children that they are going to watch one of the virtual lessons today. Have the children sit so they can all
comfortably see the screen or board.

Clarify vocabulary for the lesson and ensure that all the children have an understanding of the meanings of the words: identity,
image.

Whole Class Learning:
Show the students the video ‘'How You Feel Online’ and encourage the class to participate when they are asked questions.

Independent Learning:

After the video, the students draw two portraits: their real identity and the identity they invented during the virtual lesson. This
activity is to reinforce the idea that people can create any identity online, and we must not trust anyone we do not know online.

Review:

If you feel uncomfortable or unsure online, it is always best to stop what you are doing and talk to a trusted adult. Ask, ‘What
are some things you might see online that you would want to talk to a trusted adult about?".

hello@nationalonlinesafety.com | nationalonlinesafety.com 6



Lesson Objectives:

« | can describe positive
ways for someone to
interact with others
online and understand
how this will positively
impact on how others
perceive them.

Key Words:

« Positive
+ Reputation
+ Perception

Duration:
30 minutes

National
Online
Safety’

Self-image and identity

Lesson 2 — Positive interactions

Recap:
What is your online reputation?

Introduction:

Ask children to consider the following questions:

Do you like being online? Why/Why not?

«  How much time do you spend online each day/week?

«  What are your favourite things to do online?

« How do you ensure that you stay safe online?

+  What would you do if someone was being unkind online?

Whole Class Learning:

Explain to the children that today, we are going to build on the work we did in Year 3 about being kind online. Ask the children to
suggest ways of behaving positively online.

Record these so they are visible to the class throughout the lesson.
Ask, ‘How can we make sure that everyone is feeling welcome online?".
The children should discuss the following scenarios in pairs:

SCENARIO 1: Your friend, Molly, keeps calling you and texting you very late at night, and sometimes it wakes you up. You like
Molly, and you don’t want to offend her, but you are worried that your parents are going to find out and be very cross.

SCENARIO 2: You overhear some friends talking about a party at the weekend. You ask where it is, but they pretend not to hear
you. On Monday, you see that lots of them have posted photos of the party.

SCENARIO 3: Kairav has tagged you in a post which is a meme about people who wear glasses. You are not sure whether it is
because you wear glasses or because he thinks you will find it funny. It makes you feel uncomfortable.

Explain that these are not necessarily incidents of cyberbullying, but that the person on the receiving end was made to feel
awkward, embarrassed, uncomfortable or uneasy.

Independent Learning:

The children take one of the scenarios from the whole class learning session and write one letter to the victim and one to the
cyberbully, outlining what steps they should take to ensure that the internet is a safe and welcoming place for everyone.

Review:

The children work with a partner to come up with their own scenario where a person was made to feel uncomfortable by
NEGATIVE online behaviour.

hello@nationalonlinesafety.com | nationalonlinesafety.com 7



Lesson Objectives:

« | can explain that
others online can
pretend to be someone
else, including my
friends, and | can
suggest reasons why
they might do this.

Key Words:

+ ldentity
+ |dentity theft
«  Profile

Duration:
30 minutes

National
Online
Safety’

Self-image and identity

Lesson 3 — Identity theft
Recap:
Ask, ‘Can you define the words identity, image, reputation? What does it mean to be kind online?".

Introduction:
Explain to the children that today, we will be learning about the identity of other people online.
Ask, ‘Who can we trust online?” What do you think identity theft might mean?".

Point out to the children that, although we should only interact with people online that we know in real life, even our friends who
we know, like and trust may sometimes pretend to be someone or something that they are not.

Whole Class Learning:

Discuss with the children that we have learnt about keeping certain parts of our identity private (e.g. names, address, age,
date of birth, location). This will reduce the risk of people being able to collect and use our personal information for themselves.
However, occasionally, it may be that someone can get hold of your usernames and passwords and pretend to be you online.
This is called identity theft. This can be damaging for your online reputation. It could also put you in danger. Today, we will learn
about what to do if this happens.

Ask, ‘'Why might someone want to steal somebody’s identity?".
Invite responses from the children and discuss each one.

If somebody you know pretends to be you, it is usually because they think it is funny or because they are trying to make you
look bad online.

Discuss the following scenario with the children:

SCENARIO: Prianka goes into school on Monday morning, and it seems that nobody wants to talk to her. She sees people
whispering and looking at her. It feels as though her classmates are all talking about her. At playtime, Darren shouts at her,
‘Why are you being so horrible to Celeste?".

Prianka is very confused. She hasn’'t been horrible to Celeste. Celeste is her friend. Throughout the rest of the day, Prianka’s
classmates continue to make comments to her, suggesting that she is mean and unkind and that Celeste is very upset.
Prianka is devastated that anyone would think she could be mean to Celeste.

When Prianka gets home, she talks to her big sister about what has happened at school. Prianka'’s sister points out that Darren
has always been jealous of the friendship that Prianka and Celeste have and that maybe he has pretended to be Prianka and
written nasty things about Celeste so that they will fall out. The next day, Prianka confronts Darren who admits that he had
pretended to be her.

Ask the following questions:

« Did Prianka do the right thing?

« Isthere anything else she could have done?

+  What would be your advice for her?

+  What would be your advice for Darren?

Please see following page for lesson continuation N

hello@nationalonlinesafety.com | nationalonlinesafety.com 8



Lesson Objectives:

« | can explain that
others online can
pretend to be someone
else, including my
friends, and | can
suggest reasons why
they might do this.

Key Words:

+ ldentity
+ |dentity theft
«  Profile

Duration:
30 minutes

National
Online
Safety’

Self-image and identity

Lesson 3 — Identity theft

Independent Learning:
Children to tell Prianka’s story as a comic strip (6-8 pictures would be an appropriate length).

In the last box, they should offer advice to Prianka and to Darren about the incident.

Review:
Ask, ‘If you think you have been a victim of identity theft, what are the actions you should take?'.

hello@nationalonlinesafety.com | nationalonlinesafety.com
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Lesson Objectives:

+ |lcandescribe
strategies for safe and
fun experiences in a
range of online social
environments (e.g.
livestreaming, gaming
platforms).

Key Words:

+  Online community
+  Online social
environment

Resources:
« Copies of Becca's story

Duration:
30 minutes

National
Online
Safety’

Online Relationships

Lesson 1 - Online friends

Recap:
How can we communicate online? List all the ways you can think of.

Introduction:
How should we expect to be treated in a healthy and safe relationship with a friend? Mind map ideas (trust, respect,
boundaries, etc).

Today, we are going to hear a story about a girl called Becca who is eleven years old.

Whole Class Learning:

Scenario:

Becca has just started secondary school, and she is feeling a bit lonely. She finds a website with lots of friendly people on it. She
makes a user name: BeccaSmith2011 and joins the chat. Becca meets someone online — they are called FriendlyGirl — and they
give her lots of helpful advice about feeling lonely at school. Becca starts to drift away from the people she knows at school
and doesn't return their messages. She has really hit it off with FriendlyGirl and wants to talk to her all the time. Sometimes she
stays up really late and then feels tired and moody the next day. FriendlyGirl suggests that as they get along so well, she and
Becca should meet up. She tells Becca that she shouldn't tell anyone about their plans to meet.

Ask the following questions:

+  What mistakes has Becca made?
+  What clues are there that this might be an unsafe online relationship?

Look at our mindmap from the introduction. Ask, ‘Is Becca being made to feel respected? Should she trust FriendlyGirl?'.

Independent Learning:
Work with a partner so you can discuss the scenario.

On your copy of the story, highlight the mistakes that Becca has made. Annotate the story with suggestions for a safer and
healthier online relationship.

Review:
Ask, ‘Where and how can someone get help if they feel that they may be in an unsafe online environment?”.

hello@nationalonlinesafety.com | nationalonlinesafety.com 11



Lesson Objectives:

« |can give examples of
how to be respectful
to others online and
describe how to
recognise healthy
and unhealthy online
behaviours.

Key Words:

+  Healthy
+ Unhealthy
+  Motive

Resources:

+ ‘Healthy and unhealthy
online behaviours’
PowerPoint

Duration:
30 minutes

National
Online
Safety’

Online Relationships

Lesson 2 — Healthy online behaviour

Recap:
Ask, ‘What do we mean by the term “online community”?".

Introduction:

Explain that there are many ways in which people behave online and these actions can fall into one of two categories: healthy
and unhealthy. Ask ‘What does it mean to be healthy or unhealthy?'. Give the children thinking or partner time and then feed
back to the rest of the class. Today, we're going to explore healthy and unhealthy online behaviours so that we can identify
them if they happen and know what to do if we feel we are being unhealthy online.

Whole Class Learning:
Go through the scenarios on the presentation and answer these key questions for each one:

« lIsit healthy/unhealthy?

« Isthere any risk and what is it?

+  Why has this happened? What is the motive behind it?
+  What should happen next?

Independent Learning:
The children develop their own scenario with two different outcomes — one healthy and one unhealthy.

If iPads or similar are available, this could be done as a photo story with the children working in pairs to photograph each other
in different scenarios and showing facial expressions which would let us know how they are feeling.

Scenarios could include:

+ Receiving a call from an unknown number — answer it or not?

+ Looking at new games in a shop and finding one with a 15 rating — buy it or not?
« Receiving an email that asks for your address — email back or not?

Review:

Final slide: Complete the sorting activity as a class, recapping healthy and unhealthy behaviours and what they should do if
anything makes them feel uncomfortable, nervous or worried online.

hello@nationalonlinesafety.com | nationalonlinesafety.com 12



Lesson Objectives:

| can explain how
content shared online
may feel unimportant
to one person but may
e important to other
people’s thoughts,
feelings and beliefs.

Key Words:

Respect
Privacy
Permission
Consent

Duration:
30 minutes

&

National
Online
Safety’

Online Relationships

Lesson 3 — Respect and privacy

Recap:
Ask, ‘What can we share online?”.

Introduction:

It is nice to share - sharing is caring. But sometimes sharing can cause problems. When we share online, we must be very
careful that we are not offending anyone. Ask, ‘Can you think of a way that this might happen?'.

Whole Class Learning:

Scenario: Aarav and Max are ten years old and good friends. They are in the same class at school, and they play football
together at the weekends.

One Saturday, Aarav sees Max shopping in town with his mum. Max is clearly unhappy as he is shouting and crying. Aarav
secretly videos him and then shares the video on their class WhatsApp chat.

Ask the following questions:

+  What problems might arise because of what Aarav has done?

« Has Aarav respected Max’s privacy?

« Did he ask his permission before posting the video for everyone to see?
«  What advice would you give Aarav?

«  What advice would you give Max?

Independent Learning:

The children create a story board/comic strip with six to eight pictures telling the story of two friends, one of whom shared
photos of the other without asking.

Review:
Ask, ‘What lessons were learnt by the characters in your story?".

hello@nationalonlinesafety.com | nationalonlinesafety.com 13
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Lesson Objectives:

| can describe how to
find out information
about others by
searching online.

Key Words:

Websites
Information
Search
Search Engine

Resources:

+« PowerPoint
« Devices
« ‘Alien’ Worksheet

Duration:
30 minutes

Online
Safety’

Online Reputation

Lesson 1 — Tips for searching online

Recap:

Ask, ‘Can you remember who your trusted adults are?'. This is revisiting previous learning and will support the top tip in the
instructions task.

Introduction:
Today, we are going to learn how to find information about others by searching online.

Whole Class Learning:

Open the PowerPoint. Re-visit websites which have information about a celebrity or certain person. Reminding the class about
the blue tick being a trusted source of information.

Show students the example of a Wikipedia page so the children can recall that there is information which is often incorrect.

Ask, ‘How do you think we would go about finding these websites and information about celebrities? What steps would we
take?’. The children discuss with their partners.

Show the picture of Ariana Grande, or feel free to show a celebrity that is popular with the class. Now we are going to look for
information about this person. The teacher models how to use Google or any other search engine to find information about a
person such as the Ariana Grande.

Independent Learning:

Hand out the Alien worksheet. The instructions need to be given to an alien who has landed on earth and has never seen a
computer before. Children cut out and stick instructions in the correct order to show the alien how to find information about a
celebrity online.

Top tip: Ask a trusted adult if you spot a URL which you are unsure about or a website without a padlock.

Review:

Discuss as a class if the instructions are in the correct order and which order they should be in. Or they can practically follow
the instructions on a device they have in class to see if the instructions are in the correct order.

hello@nationalonlinesafety.com | nationalonlinesafety.com
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Lesson Objectives:

« | can explain ways
that some of the
information about
anyone online could
have been created,
copied or shared by
others.

Key Words:

Websites
Information
Search
Search Engine
Trustworthy
Source

Resources:

« PowerPoint
+ ‘Social media post’
Worksheet

Duration:
30 minutes

National
Online
Safety’

Online Reputation

Lesson 2 - Finding reliable information online

Recap:

Ask, ‘Can we remember ways in which information is shared online? Which websites can we use to find information?’. Discuss
with your partner.

Introduction:

Today, we are going to discuss how information is created online on different websites. Then we are going to create our own
information and share it with the class.

Whole Class Learning:

Open the PowerPoint. Ask, ‘Can we remember how we can find a reliable source of information online?’. Discuss with their
partner. Show the blue tick to recall the information that can be trustworthy.

Ask, ‘Can we remember a website that we have seen that may not have trustworthy information on it?". Feedback as a class.
Show a website that might be untrustworthy e.g. Wikipedia, and discuss why it might be untrustworthy.

Show the children the worksheet that they are going to complete with information. The teacher models a post which the
children can post.

Independent Learning:

Hand out the ‘Social media post’ worksheet for the students to complete using the steps seen in the lesson today. Posts can be
about a celebrity, their topic in the class of their choosing, what they did today, what they've learnt in school, sport, etc without
giving personal information.

Children then pass their posts around the room, modelling sharing information online.
Tips: 1. Think before you speak. 2. Treat others as you would like to be treated. 3. Be mindful of what you're posting. 4. If you

haven't anything nice to say, don’t say anything at all.

Review:

Ask, ‘Can you remind us of the top tips before creating information online?’. Discuss as a class the top tips and ask the class to
come up with a top tip of their own.

hello@nationalonlinesafety.com | nationalonlinesafety.com 16



Lesson Objectives:

| can describe how to
find out information
about others by
searching online.

| can explain ways
that some of the
information about
anyone online could
have been created,
copied or shared by
others.

Key Words:

Websites
Information
Online
Profile

Resources:

PowerPoint
Tablets or computers

Duration:
30 minutes

National
Online
Safety’

Online Reputation

Lesson 3 — Researching a celebrity

Recap:

Ask, ‘Can we remember what we need to look out for when trying to find trustworthy information online?’. Discuss with the
class how to search for information.

Introduction:

Now that we have found information about celebrities, it is time to put those skills into practice. We will create an online profile
of a celebrity of your choice.

Whole Class Learning:

The slide should have a template of the profile. The teacher models finding information about the celebrity, and the students
find the information to build a full picture of the person.

Independent Learning:

The students research a celebrity and create a profile for them. The profile needs to include information about the celebrity,
such as their profession, hobbies and birthday. Students can draw or print out the picture and include information about them.

Review:

Share profiles with the class to generate class discussion. Ask, ‘How did you find the information? Is all of this information safe
to share?".

hello@nationalonlinesafety.com | nationalonlinesafety.com 17
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Lesson Objectives:

+ | can describe ways
people can be bullied
through a range of
media (e.g. image,
video, text, chat).

Key Words:

- Screengrab /
Screenshot

« Intimidate

« Trusted grown-up

Resources:
Video: ‘Being Kind
Online’
Device cut outs:
Laptop
Tablet
Mobile phone

Duration:
30 minutes

National
Online
Safety’

Online Bullying

Lesson 1 — Being kind online

Introduction:

Ask, ‘What do you know about online bullying? Does anyone know the term we often use for bullying that happens online?
Why do we use the word “cyber”?’. The teacher scribes ideas on sugar paper.

Whole Class Learning:
Show students the video and encourage them to participate when Kayy and Jen ask them questions.

Independent Learning:
The students draw posters to represent their anti-bullying toolkit as described in the virtual lesson.

Review:

Think about what you told me about online bullying at the beginning of the lesson. Ask, ‘'What can you add after this lesson?’.
The teacher adds new ideas on the sugar paper from the introduction in a different colour to highlight new learning.

hello@nationalonlinesafety.com | nationalonlinesafety.com 19



Lesson Objectives:

« |lcanrecognise when
someone is upset, hurt
or angry online.

Key Words:

Upset

Hurt

Angry

Online

Tone

Body language

Resources:

+  How can | tell if
someone is upset,
hurt or angry online
presentation.

Duration:
30 minutes

National
Online
Safety’

Online Bullying

Lesson 2 — Recognising when someone is hurt,
angry or upset

Recap:

Remind the students about the video they watched with Kayy and Jen. Ask if they remember how someone might be bullied
online and what we should do if someone we know is being bullied online.

Introduction:

Show the children an online message: ‘OMG THAT DRESS!'. Ask the children what the person could be communicating. Do

they love the dress? Do they think the dress is the ugliest thing they’ve ever seen? Are they highlighting that the dress looks
expensive, covered in shards of gold and crystals, or are they saying OMG because the dress has lots of holes in? Use this as an
example of how we can misunderstand someone when we can't hear their tone of voice, see their facial expression, read their
bod language, etc. Explain to the children that it is much easier to see if someone is upset, hurt or angry when you can see or
hear a person. However, it can be trickier to tell when it is online. Today, we are going to look at some things that we can look
out for to see if someone is upset, hurt or angry online.

Whole Class Learning:

Open the PowerPoint and look at the images. Ask, ‘What are the clues that tell you that these children are hurt, angry or
upset?’. You can see from their body language: red faces, head down, crying, watery eyes, furrowed eyebrows, frowning, biting
their nails. position in a room (cowering in a corner) and folded arms. We can use what we see to be able to tell a person’s
emotions. Ask, ‘'When online can you rely on body language to tell someone’s emotions?”.

Go to the next slide and look at the messages. Ask, 'What are the clues that tell you that these children are hurt, angry or
upset?’. The use of capital letters, the content of what is written, lots of exclamation marks and emojis. Ask, ‘When online, can
you rely on the style of writing to tell someone’s emotions?’. Messaging, emails and messaging in games: Ask, ‘'How might

it be harder to understand messages online than when we are talking to someone face-to-face?’. You can't see their body
language or listen to the tone in which it has been spoken.

Go to the next slide and look at the messages. All of the previous clues have now been taken away: no body language, tone
of voice or style of writing. Ask, ‘Are they happy or sad?’. It's hard to tell, isn't it. The teacher models saying ‘Yeah, I'll see you
tomorrow’ in a variety of ways: excited, sad, angry, menacing, etc. Show the children that it can be said in so many ways, and
the reader wouldn’t be able to tell the emotion that goes with it.

Please see following page for lesson continuation N
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Lesson Objectives:

« |lcanrecognise when
someone is upset, hurt

Online Bullying

Lesson 2 — Recognising when someone is hurt,

or angry online.

Key Words:

Upset
Hurt
Angry
Online

angry or upset

Independent Learning:

For each speech bubble, the children explain how the person would communicate the message face to face in an excited,
angry or mean way.

Speech bubbles include:

Tone +  'Oh my goodness!
Body language - ‘Catch you later!’
*  ‘Noway!
Resources:
+  How can ltell if
someone is upset, Review:

hurt or angry online
presentation.

Duration:
30 minutes

&

Ask, ‘What should you do if you are unsure how someone is feeling by just reading a message? How can you get more clues
to check if someone is upset, hurt or angry?’. Ideally you want to see them, so a video call would be best, but second best
would be to ring them to hear what they sound like. If you can't video call or phone, you can always message them back to ask
them. Don't just leave it to chance that your friend is okay.

hello@nationalonlinesafety.com | nationalonlinesafety.com 21



Lesson Objectives:

| can explain why
people need to think
carefully about how
content they post
might affect others and
their feelings and how it
may affect how others
feel about them (their
reputation).

Key Words:

Responsibility
Impact

Online environment
Content

Self-image
Self-esteem
Misunderstand
Misinterpret

Resources:

Slides for whole class
input

Duration:
30 minutes

&

National
Online
Safety’

Online Bullying

Lesson 3 — Positive and negative comments
Recap:

Guess the emotion:
Give the children different phrases to say. The children choose how to say them, and the rest of their group guesses which
emotion they're portraying through their tone of voice, facial expressions and body language.

Introduction:

In our last lesson, we looked at how we could interpret things others post online. Ask, ‘Do we always read things the way the
person writing them intended for them to be read? Can we always tell exactly what they're trying to communicate? Why?".

Today, we're going to think about the person on the receiving end of what you post online.

Whole Class Learning:

Present this photo like it was an Instagram post with 25 ‘likes’. Underneath, add comments, ‘You look so pretty xx’, ‘'Omg!’ ‘Lol’,
‘EW’, ‘Why do you look so weird? Lol’, ‘So cute!".

Give the children time to think about their first reactions to each comment. Then ask them to talk in a pair or small group and
then share with the class.

Ask the following questions:

< Can you sort these comments into positive and negative comments?

«  Why have you put this comment as positive/ negative?

« How might you feel if you saw this comment on your post?

+ Are there any comments that could be misinterpreted or misunderstood?
*  Which ones?

+  Why?

Sammy posted this photo on her Instagram. She has 30 followers. How many people ‘liked” her post? How many people did not
‘like” her post? How might she feel about that?

Why might someone not ‘like’ her post?

The next day, Sammie posts another photo. She wants to get more ‘likes’ than yesterday. Why might she want this?

To get more likes, she puts on some mascara and lip gloss and she curls her hair. Why has she done this?

This time, she gets 20 ‘likes’. How do you think she feels?

One of her followers comments, ‘Your hair looks way better straight!”. How do you think Sammy feels?

Please see following page for lesson continuation N
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Lesson Objectives:

« | can explain why
people need to think
carefully about how
content they post
might affect others and
their feelings and how it
may affect how others
feel about them (their
reputation).

Key Words:

Responsibility
Impact

Online environment
Content

Self-image
Self-esteem
Misunderstand
Misinterpret

Resources:

« Slides for whole class
input

Duration:
30 minutes

National
Online
Safety’

Online Bullying

Lesson 3 — Positive and negative comments

Independent Learning:

The children think of five top tips for how to ensure that what they post online doesn’t impact others negatively. They can make
an acronym, create a toolkit, make a poster, etc and present this however they like. These can be displayed in the classroom or
around the school, and a couple could be chosen to put in the school newsletter.

Review:

Ask, ‘How long do you think it takes someone to write a mean comment on another person’s post?’. The children time the
teacher typing a comment they think is unkind.

Ask, ‘How long do you think a person would remember an unkind comment on their post for?’. Discuss as a class and explain
that some people will never forget a comment that is particularly nasty, even though writing it probably took less than a
minute.

Visit the idea of small acts of kindness and how doing something kind for someone and seeing them benefit from it can make
you feel good and the other person feel good. Create a class pact to remember the tips they have created.

Finally, briefly visit the concept of blocking someone who is posting nasty content online. Explain the importance of speaking to
a trusted adult before blocking. Ask, ‘What can you do if someone is continuously posting unkind content on your page?”.
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Lesson Objectives:

| can analyse
information to make

a judgement about
probable accuracy,
and | understand why
it is important to make
my own decisions
regarding content and
that my decisions are
respected by others.

| can describe some
of the methods used
to encourage people
to buy things online
(e.g. advertising offers,
in-app purchases,
pop-ups), and | can
recognise some of
these when they
appear online.

Key Words:

Worksheet
PowerPoint
Examples of adverts

Resources:

Search engine
Influencer
Encourage
Persuade

Duration:
30 minutes

National
Online
Safety’

Managing Online Information

Lesson 1 — Adverts online

Recap:

Ask, ‘Does everyone have to have the same opinion?’. Discuss with your partner why it is okay to have different opinions. This
will link with the review at the end of the lesson and build on previous learning.

Introduction:

Today, we are going to look at adverts and make a judgement about them. We will also understand why it is important to
make our own decisions about adverts and whether they persuade us or not.

Whole Class Learning:

Open the PowerPoint and ask, ‘What is an advert?’. Discuss in pairs and then as a class. Adverts encourage you to buy things.
They use memorable words and short descriptions. They can be seen on TV, heard on the radio and printed on posters or
within different texts. Brochures use longer descriptions and include detailed information about products and services you can
buy.

Adverts are a way companies can persuade customers to buy their products or services.
Take a look at the advert on the PowerPoint. In your pairs, discuss what this advert is persuading you to do.

Ask, ‘What techniques is it using to persuade you?’. Show the class the following techniques: big bold headline, colourful
picture, a catchy slogan, persuasive language, rhetorical question, special offer.

We are now going to look at different adverts. You need to decide what they are persuading you to do, and whether they are
effective.

Independent Learning:

Find an image of an advert that meets the interests of your class. Ask, ‘What is the advert persuading you to do? Has this
advert persuaded you to buy or to act?’. Discuss in pairs and then as a class.

Now hand out some other examples of adverts, and in small groups, students discuss what it is persuading them to do, and
whether they think it is effective.

Review:

Ask, ‘Were all of you persuaded to buy or act?’. Highlight that it is okay to be persuaded or not and that it is fine to decide now
and change your mind at a later date after accessing more information. Usually, adults will read lots of information about a
subject before deciding to purchase or act upon an advert.
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Lesson Objectives:

| can describe how to
search for information
within a wide group of
technologies and make
a judgement about the

probable accuracy (e.g.

social media, image
sites, video sites).

| can explain what is
meant by fake news,
for example, why

some people will
create stories or alter
photographs and put
them online to pretend
something is true when
itisn't.

| can explain why lots
of people sharing

the same opinions or
beliefs online does not
make those opinions or
beliefs true.

Key Words:

Advertising
Purchase
Pop-up
Fake news
URL

Resources:

Examples of news
stories from recent
WEETS

PowerPoint

Duration:
30 minutes

&
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Safety’

Managing Online Information

Lesson 2 — Searching for reliable information
Recap:

Ask, ‘What methods do companies use to persuade people?’. Recall that advertising offers, in-app purchases and pop-ups
are used to target and persuade people.

Introduction:

Today, we are going to look at some of the information we might see online and try to decide if it is true and real, or untrue and
false. Things online that aren’t true are often called ‘fake news’, and it is important that we are able to spot this to make sure we
know what to believe online.

Whole Class Learning:

Open the PowerPoint.
about it.

Go to the next slide. She has found different websites with information, but they seem to be giving different information. She
needs to decide what is real news or fake news about the book. Can you help her?

has heard that there is a new book being published, and she wants to know more information

Show students the website with a URL www.bookreleases.co, that says the book is being released in a month’s time. Discuss as
a class whether that is real or fake.

Show the students that a website without a padlock wants her to buy it today, but __ ____ _ knows that the book has not been

released yet. Discuss as a class whether this is real or fake. Ask, ‘Is this website safe to buy from?".

Show the students that www.amazon.co.uk have said that the book is being released in two weeks, and you can pre-order it,
and send it to your Kindle when it is available. The URL is correct, and there is a padlock, which means the site is secure.

It is important to check that the source of the information is accurate. Check the URL is correct, for example with .co.uk or .com.
Also check that it is a reliable website, such as BBC Newsround. Finally, check that there is a padlock on the website next to the
URL.

Key ways to check if it is fake or real:

« Does the website where you found the story look genuine? This means that it doesn’t look like a copycat website that's
designed to look like a genuine website.

- Does the website address at the very top of the page look real? Is the end of the website something normal such as “.co.uk’
or .com’ and not something unusual such as ‘com.co’?

+ Does the photo or video look unedited?
« Does the story sound believable?
Independent Learning:

Show the students some examples of news stories from recent weeks, and in small groups, the students analyse the stories
using the tips. Feedback as a class, and each group explains how they decided whether the story was real or fake.

Review:

Ask, ‘How can we spot fake news?’. URL, padlock, trusted website, reliable news source. It is important to highlight that spotting
fake news is important so we know what to believe and what not to believe. Fake news is used to persuade people to believe
certain things.
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Lesson Objectives:

| can describe some
of the methods used
to encourage people
to buy things online
(e.g. advertising offers,
in-app purchases,
pop-ups) and | can
recognise some of
these when they
appear online.

Key Words:

Advertising
Purchase
Pop-up
Fake news
URL
accurate
online
sync

Resources:

PowerPoint

Video: ‘Learning Online’
Pictures of online
personalities your
students like

Duration:
30 minutes

Online
Safety’

Managing Online Information

Lesson 3 — Adverts and pop-ups
Recap:

In the last lesson we were talking about how to decide whether something we read online is real or fake. As a class, review the
tips for spotting fake news.

Introduction:

Today, we are going to recognise different types of methods used to encourage people to buy things online. We will decide if
they're accurate and make our own decisions on whether to act on them or not.

Explain to the children that they are going to watch one of the virtual lessons today.

Whole Class Learning:

Have the children sit so they can all comfortably see the screen or board. Show the class the video ‘Learning Online’ and
encourage the students to participate.

Following the video, go through the PowerPoint to reinforce learning.

_________ is playing a game online. As she’s playing, she earns coins. The coins are used to upgrade her outfits and give
her some different powers. All of a sudden, an in-app purchase is available. Get 500 coins for £1 or 1000 for £2.

Ask the class, ‘What would you decide to do; continue playing for free, pay £1, pay £2 or ask a trusted adult what to do?".
Discuss with your partner and gather ideas.

Decide as a class to continue playing for free, or to ask a trusted adult. Explain that it is not a good idea to spend money on
apps or games without permission, even if it is your own pocket money. Explain that sometimes tablets are automatically
synced to your parent’s bank card, and so you must be careful when making in-app purchases without permission.

Show the next scenario.

____________ is on her favourite website and a website pops up saying, ‘Click here to play
Minecraft for free'.

Ask, ‘Would you click on the pop-up, click off the pop-up or ask a trusted adult to see if the site is safe or not?". Discuss with a
partner and feedback as a class.

Decide as a class to either click off the pop-up or ask a trusted adult. Pop-ups can be trackers or lead to inappropriate
websites if they are clicked on. It is never a good idea to click on a pop-up without first speaking to a trusted adult.

Independent Learning:

Using the interests of the students in your class, show a variety of images of influencers, and the students decide whether the
purpose of the image is to persuade the viewer to react (e.g. by buying something, or clicking somewhere). You can find the
images on the Instagram pages of your students’ favourite influencers/celebrities.

Review:

Highlight that we need to be careful when we see advertising offers, in-app purchases and pop-ups. They are trying to
persuade us to do something. Apps are also linked to your parents’ accounts, and you need to ask permission before
purchasing things on apps.
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Lesson Objectives:

« | can explain how using
technology can be a
distraction from other
things in both a positive
and negative way.

Key Words:
+ Healthy

Resources:

+ Video: ‘Being healthy
online’
« Poster making material

Duration:
30 minutes

National
Online
Safety’

Health, Wellbeing & Lifestyle

Lesson 1 — Being healthy online

Recap:
As a class, discuss different things we all do to make sure we feel healthy.

Introduction:
Explain to the children that they are going to watch one of the virtual lessons today.

Whole Class Learning:
Have the children sit so they can all comfortably see the screen or board.

Show them the video ‘Being Healthy Online’ and encourage them to participate when asked questions.

Independent Learning:
Make colourful posters showcasing the top five tips to stay healthy and happy in a digital world.

Review:

Ask, ‘How many of these things do you do regularly?” Where could we display our posters so that we can encourage other
pupils to stay healthy and happy in a digital world?”".
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Lesson Objectives:

« | canidentify times
and situations when
someone may need
to limit the amount
of time they use
technology. | can
suggest strategies to
help with limiting this
time.

Key Words:

+ Moderation
« Llifestyle
« Self-regulation

Resources:

« Scenario
«  PowerPoint

Duration:
30 minutes

National
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Health, Wellbeing & Lifestyle

Lesson 2 — Taking care of your mind

Recap:
List some negative aspects of using technology (draw upon responses in last lesson).

Introduction:

Draw a healthy plate of food to illustrate that there should be a variety of different things in moderation for a healthy lifestyle
— make the comparison between a healthy body and a healthy mind. Today, we are going to explore how to keep our mind
healthy by using the same idea.

Whole Class Learning:

Ask, ‘What do you do already to take care of your mind?’.

Prompt with ideas around sleep, screen time, ways to calm down or relax, etc.
Think, pair, share (brief)

Ask the following questions:

« How do you cheer yourself up when you're feeling sad?
« How do you calm yourself down when you're feeling angry?’
«  What do you do when you're feeling tired?

All of these things help to keep our minds healthy.

Show/give statistics about screen time.

We're so lucky to be living now; there’s so much technology that can entertain us and help us to learn.
Open the PowerPoint and discuss the different apps that are widely used and useful to our daily lives.
However, last lesson we looked at how this technology can also have negative effects on our lives.
Think, pair, share: Ask, ‘Should we cut out technology completely? Why/why not?".

Ask, ‘How can we ensure that we are getting the positives from technology but limiting the negatives?”.

Hands up if you like to play computer games at home. Hands up if you need some help sometimes to put the console down
and have dinner/sleep/go out.

As we listen to this scenario, | want you to think about the situation Sam is in and how he can help himself.
*Scenario*
Ask, ‘What would you suggest to Sam? Can you give him three targets?".

Please see following page for lesson continuation N
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Lesson Objectives:

« | canidentify times
and situations when
someone may need
to limit the amount
of time they use
technology. | can
suggest strategies to
help with limiting this
time.

Key Words:

+ Moderation
« Llifestyle
« Self-regulation

Resources:

« Scenario
«  PowerPoint

Duration:
30 minutes

National
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Safety’

Health, Wellbeing & Lifestyle

Lesson 2 — Taking care of your mind

Independent Learning:
Think of and record three ways that show that Sam spent too much time on his Xbox.

Think of three targets that you could use, if you found yourself in that situation.

Review:

Ask, ‘What do you think is an appropriate amount of time to spend on screens (TV, Xbox, computer/laptop, iPad, etc) each
day?’.

Share responses and debate.

Ask, ‘How have we used the idea of “everything in moderation” on a healthy plate to set boundaries to keep our minds
healthy too?".
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Lesson Objectives:

| can describe positive
benefits to spending

time away from
technology

&

Duration:
30 minutes

National
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Health, Wellbeing & Lifestyle

Lesson 3 — Our free time
Recap:
Remember reasons why it is not a good idea to spend too much time using technology

Introduction:
Ask, 'How do we keep a healthy mind?’. Exercise, fresh air, diet, sleep, etc

Whole Class Learning:

Only a quarter of your time is spent at school. Ask, ‘"How do you spend your time away from school?’. Discuss with a talking
partner all the things you do in your spare time. Record ideas collected on white boards.

Share ideas with the whole class.

Ask, ‘Why do you enjoy doing these things? How do they make you feel? Which activities work better to calm you down, raise
your energy levels, cheer you up?”.

Split the activities into those to do with technology and those which are not.
Ask, ‘Is it a good idea to always choose activities from just one of these groups?’

Can the activities in the technology group always give you what you need to maintain a healthy mind?'.

Independent Learning:
Record different ways to deal with emotions

(e.g. feeling tired/angry/frustrated — suggest three activities to combat this which could be a mix of technology based non-
technology based).

If I am feeling tired, | can..

Review:
Ask, 'How many of your activities involved technology?’. Compare your answers with the child sitting next to you.
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Lesson Objectives:

+ | can describe
strategies for keeping
personal information
private, depending on
the context.

Key Words:

« Passwords
- Private

e Personal

-« Convince

Resources:
- PowerPoint

Duration:
30 minutes

&
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Privacy and Security

Lesson 1 — Making choices

Recap:

Ask, ‘Can anybody remember why we need safe passwords? Now that we understand why we need to keep our passwords
private, why do you think we need to keep our personal information private online?”".

Introduction:
Today, we are going to explore different ways we can keep our personal information private.

Whole Class Learning:

Open the PowerPoint. Ask, ‘What type of personal information do we share online when we are signing up or purchasing things
online?'. Discuss as a class.

Now explain that your full name, address, telephone humber, birthday and school passwords are examples of personal
information. Ask, ‘Can you think of any other examples of personal information?”.

Ask, ‘Where do you think this information gets stored online?’. Explain that companies store your information on servers and
have to comply with GDPR rules.

Explain that keeping our personal information private and not sharing it with others is important for keeping us safe.

Ask, ‘What do you think would happen if we shared this information online with a company or with someone you do not trust?”.
Explain that companies use this information to provide target advertising.

Next we're going to go through some scenarios and decide which strategy is the best one for us to take; sharing our
information, or keeping it private.

Independent Learning:

Conscience Alley Choose one child to be the person being convinced. The rest of the class split into either ‘yes’ on one side of
the tunnel or' no’ on the other of the tunnel. The child walks through the tunnel with the other children convincing them whether
to share or not to share their information. When the child has walked through the alley, they need to decide to share or not to
share and give their strategy on what they would or would not do with their information.

Scenario examples:

« Using your school login to access a website such as Kahoot

+ Going to the store on an online game such as Roblox

« Signing up for a Times Tables Rock Stars competition

« Signing up for an online webinar teaching coding

< Students then complete the worksheet, writing their decisions about what to share online, and what not to share online.

Review:

Go back through the different scenarios and strategies for sharing your private information online. Explain fake URLs, the
padlock on a website and badges that websites will have to see if they store your information securely.
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Lesson Objectives:

« | can explain that
internet use is never
fully private and is
monitored.

Key Words:

Personal
Information
Private
Monitored
Cookies

Resources:
- PowerPoint

Duration:
30 minutes
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Privacy and Security

Lesson 2 — Data saved online

Recap:

Remember that we need to keep our personal information private. Ask, ‘What strategies can you remember for us to protect
our personal information?”.

Introduction:

Today, we are going to look at how private the internet really is when we are using it. Ask, ‘Is what we do online being
monitored?’. Discuss as a class.

Whole Class Learning:

Open the PowerPoint and show the child searching for information online.

Go to the next slide. Explain that whenever you use the internet to search or input information, you leave a record of the
websites you visit, along with each and everything you click. To track this information, many websites save a small piece of

data — known as a cookie — to your web browser. In addition to cookies, many websites can use your user accounts to track
browsing activity.

Ask, ‘Is there anybody else that you know who could be monitoring your internet use?’. Discuss as a class.

Show the students the list of the people who monitor their internet use, and ask if they can think of any that are missing.

Independent Learning:

In small groups, list the websites and platforms that you have been on in the past week. Ask, ‘What information do you think
has been saved about you?'. Consider the links you clicked on, the information you have entered, purchases, messages, posts
shared, etc.

Feedback and discuss answers as a class. Ask, 'What do you think the sites and platforms can use this information for?".

Review:

When we use the internet, we now know that our movements are recorded and saved by the sites and platforms and that they
can use this information to show us more links that might interest us. We are also being monitored by trusted adults to make
sure we are safe, but we must always remember to behave responsibly online to make sure we don't put ourselves at risk.
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Lesson Objectives:

- | can describe how
some online services
may seek consent to
store information about
me; | know how to
respond appropriately
and who | can ask if |
am not sure.

| know what the digital
age of consent is and
the impact this has on
online services asking
for consent.

Key Words:

- Digital age of consent
« Data
« Consent

Resources:

«  PowerPoint
« 'Consent’ worksheet

Duration:
30 minutes

National
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Privacy and Security

Lesson 3 — Consent online

Recap:
Go back over with the class how many websites save a small piece of data — known as a cookie — to your web browser.

Introduction:

Ask, ‘Have you ever noticed a pop-up/splash screen that asks you to accept/consent/agree to something before you can go
onto a webpage?’. Today, we are going to find out what these are and what our options are.

Whole Class Learning:

Ask, ‘What does consent mean?'. Go through the different synonyms: allow, accept, approve, etc. and explain that they are
giving permission to someone to do something.

Online, a user’s personal information is very valuable to companies. They want to find out information about you so they can
potentially sell it. They were previously allowed to find out this information easily, but now, there are laws so that users are told
what information is being collected about them online.

Open the PowerPoint. Ask, ‘Have you ever seen a pop-up or splash screens like this?’. You have two options: ‘allow’ (give
consent to them to collect information about you whilst you are on that site) or ‘reject’ (don't give consent to them to collect
information). Websites legally have to show this now, but they often make it harder to reject than to accept. Remember, they
might be able to make money out of your information if you click accept, so they are trying to persuade you to do that.

Go to the next slide, and explain there is also something called the digital age of consent. Ask, ‘How old do you have to be to be
able to give you consent online?’. Reveal that it is 13. Therefore, you are legally not allowed to give consent to anything online
until you are 13. Ask, ‘Have you ever noticed that websites that are aimed at children don’t ask to gather information?store
cookies?’. That is because they are not allowed. As well as visiting websites, another way that companies gather information
and data about you is through apps.

Show students the icons and ask, ‘Do you know what apps these icons represent?’. Reveal the names. Ask, ‘Do you know what

the age restrictions are for these apps?’. Again reveal. Ask, ‘Do you notice how they are all 13 and over? Why do they think this

is?". There are lots of different reasons. However, one of them is because they sell user data, and they can’t do this if the user is
under 13.

Independent Learning:

Hand out the ‘Consent’ worksheet, and in pairs, the students write the answers to the questions based on the information from
the PowerPoint.

Review:

The digital age of consent is there to protect you. Each country is allowed to set its own age between 13 and 16. The UK has
chosen 13, the lowest it can go. Therefore, it is extremely important that we know what information we are giving companies. If
you are asked for consent online, and you are unsure what they are asking for, you must always ask a trusted adult first.
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Lesson Objectives:

« |can give some simple
examples of content
which | must not use
without permission
from the owner (e.g.

videos, music, images).

Key Words:

« Copy
«  Permission

« Original

Resources:

- PowerPoint
« Lilly and Emma’
worksheet

Duration:
30 minutes

National
Online
Safety’

Copyrlght and Ownership

Lesson 1 — The impact of plagiarism

Recap:

Ask the class, ‘If | take a photo, is it mine?” and elicit the answer. Do the same for the following: If | like a picture, if | draw a
picture, if | film a video, if | find a video funny, if | save a picture | found, if | save my writing, if | copy and paste a found picture, if
| take a photo.

°2

Introduction:

Today, we are going to look at why copying someone else’s work from the internet isn’t fair and explain what problems this
might cause.

Whole Class Learning:

Ask, ‘What content can we find online?’. Images, videos, written word and music. Ask, ‘How did they get there?’. People created
it and uploaded it into the public domain.

Those who created it, own it. This is similar to being in class — whoever drew the picture owns it. Even if someone else takes it
and puts their name at the bottom instead, it still doesn’t belong to them. Let’s explore what would happen in each of these
situations, if it was okay for people to take what they wanted without asking for permission first.

Open the PowerPoint and discuss Timothy's video. Talk about why Timothy needed the music. The problem here is that

he hasn’t asked the owner of the song if he can use it. Musicians spend time and money creating music. Ask, ‘Why should
someone else just be able to take it and use it for free? What other alternatives did he have? What else could he have done
instead?".

Now discuss Emma’s homework. Ask, 'Why was Emma tempted to do what she did?'. The problem is that Emma has just taken
someone else’s work and is pretending it is her own. Ask, ‘'How would you feel if you were the original author of the work?
Should Emma get praise for work that isn't hers?’. It also isn't fair on other pupils who have spent time and effort on completing
their homework. Discuss what Emma could do in future.

Now discuss Lilly’s business. Ask, ‘Why does Lilly upload her animations?'. Talk about why the situation isn’t fair on Lilly — Lilly has
spent time and effort making the animations and hasn’t been paid any money for it at all. This is her job and people are using
her content without paying for it. Ask, ‘Would it be okay to just go into a shop and take something that someone had made
and use it without paying?’. No. This is exactly the same. Ask, ‘Can you give Lilly advice on what she could do now?".

Independent Learning:

Ask, ‘Can you give Lilly advice on what she could do or say to Emma now?’. Hand out the worksheet with Lilly and Emma and
speech bubbles. The children write down the conversation about how they would solve the problem.

Underneath this, place a box for children to write a list all of the content which we must not use without permission from the
owner (e.g. videos, music, images). Ask, ‘Where do you think we will find this content?’. YouTube, Spotify, Google images, etc.

Review:

Ask, ‘How did the people feel in each of these situations?’. This is why there are laws to make sure that copying work from other
people online doesn’t happen.

hello@nationalonlinesafety.com | nationalonlinesafety.com 38



Lesson Objectives:

When searching on the
internet for content to
use, | can explain why |
need to consider who
owns it and whether |
have the right to reuse
it.

Key Words:

Images

Information
Creative Commons
Licence
Commercial licence
Search

Resources:

‘Copyright cut and
stick” Worksheet
PowerPoint

Duration:
30 minutes

&

Copyrlg ht and Ownership National
Lesson 2 — Can | use other people’s work? Safety’

Ask, ‘Can we use any image that we fine online? Why are we unable to use all the images we find? Which images are we
allowed to use?'. Class discussion to activate prior knowledge surrounding what information or images belong to us and what
belong to someone else.

Introduction:
Today, we are going to learn about the different types of rights that information and pictures have.

Whole Class Learning:
Open the PowerPoint and show students what a Creative Commons Licence is. It is a licence that allows the copyright owner, or
the creator of the work, to say exactly what other people can and can’t do with, or to, their work.

Give students time to discuss with your partner. Ask, ‘Why would this be a good idea for an artist posting their work on their
social media page?’

Now discuss what a commercial licence is. A commercial licence is applied to work which allows it to then be copied,
distributed, displayed and used for commercial purposes to make a profit.

The teacher models going to Google Images and searching for an image. A GIF can be used instead. Search for an image then
click on "tools’ and choose the different usage rights. Notice that the pictures you can now use change.

Now that we have been through the different licences, it is your turn to match the word with the meaning. We have added a
few more words which have been previously taught. This will activate prior knowledge and reinforce understanding.

Independent Learning:

Matching activity: cut and stick. Words copyright, usage rights, creative commons licence, commercial licence and all four
meanings. The children need to match each meaning to the word. They can keep this activity for the next lesson and use it to
create their presentation.

Review:
Feedback as a class about the matching activity. Each group has to explain the meaning of one of the words.

hello@nationalonlinesafety.com | nationalonlinesafety.com 39



Lesson Objectives:

+ When searching on the
internet for content to
use, | can explain why |
need to consider who
owns it and whether |
have the right to reuse
it.

Key Words:

Usage rights
Research
Copyright
Licences

Resources:

« PowerPoint
« Tablets or computers

Duration:
30 minutes

National
Online
Safety’

Copyright and Ownership
Lesson 3 — Copyright and usage rights

Ask, ‘What are the two types of licences we discussed in the previous lesson?’. Don't worry if you're unsure; you will do some
more research today to get a better understanding.

Introduction:

Today, we are going to put our knowledge to the test and create a presentation about usage rights. We're going to find
different images to support our explanations.

Whole Class Learning:

Open the PowerPoint. Ask, ‘What is copyright? Can anyone remember our previous learning?’. Gather feedback directly from
the students.

Give students an explanation of copyright to remind children of the meaning ready for their presentation.

Ask, ‘What do you think usage rights are?’. Encourage students to think carefully about the two words to prompt ideas. Gather
feedback from the class.

Give students an explanation of the meaning of usage rights.
Now review the two different types of licences learnt about in the previous lesson.

Show students an example of a presentation already created for some inspiration — not all filled out but just to spark the
students’ ideas.

Provide students with key vocabulary and meanings in case students are finding it difficult to understand or find information.

Independent Learning:

Students create a presentation using Google Slides, PowerPoint or Pages to explain key concepts of copyright and ownership.
Students can work individually, in pairs or in small groups.

Slide 1: What is copyright?

Slide 2: What are usage rights?

Slide 3: What is a creative commons licence?

Slide 4: What is a commercial licence?

All slides should include a definition or an explanation, as well as an example from their own research. This can be an image.

Review:

Students present their PowerPoints to the class, demonstrating the examples of each of the rights and licences they have
found during their research.
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