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Lesson Plan Title Objective Lessons Keywords

Self-image
& Identity

I can explain how online images can help to reinforce 
stereotypes.

I can describe some of the pressures that people can feel 
when they are using social media (e.g. peer pressure, a desire 
for peer approval, comparing themselves or their lives to 
others, FOMO).

I can explain how any images and videos can be digitally 
manipulated (e.g. using filters, cropping, deep fake 
technology).

Lesson 1 – 
Understanding 
online pressures 

Lesson 2 – Digital 
manipulation  

FOMO

Deep fake 
technology

Digital manipulation

Online
Relationships

I can give examples of how harmful online sexual behaviour 
can occur and can critically assess the potential harm.

I can explain what is meant by making and sharing explicit 
images and videos (e.g. nudes and upskirting), I can identify 
different contexts in which this can happen (e.g. consensual, 
non-consensual), explain a range of possible impacts and 
identify strategies for seeking help.

I can describe the laws that govern online behaviour and 
how they inform what is acceptable or legal (e.g. sexting and 
related terminology, trolling, harassment, stalking).

Lesson 1 – Online 
harms and the law 

Lesson 2 – Seeking 
help 

Harassment

Nudes

Self-generated 
intimate images

Sexting

Stalking
Trolling

Upskirting

Online
Reputation

I can monitor and manage my online reputation and I can 
describe clear steps to ensure that it promotes a positive 
image.

I can identify some of the key laws governing online behaviour 
and reputation and the potential criminal implications of 
breaking them.

Lesson 1 – Ensuring 
a positive online 
reputation 

Lesson 2 – Online 
reputation and the 
law 

Online
Bullying

I can explain how cruelty and unpleasant comments can 
escalate quickly online.

I can explain the concept of disinhibition online and can 
explain how this can be problematic.

I can explain and assess a variety of routes to report bullying 
both in school and at home that include social reporting, peer 
support, anonymous reporting routes and helpline services.

I can describe some of the laws that govern online behaviour 
and bullying and the potential implications of breaking them.

I can explain what actions I can take if I believe these laws 
have been broken.

Lesson 1 – The 
online disinhibition 
effect 

Lesson 2 – 
Reporting routes 

Anonymous 
reporting

Bystander
Disinhibition 

Helpline services

Peer support

Social reporting
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Lesson Plan Title Objective Lessons Keywords

Managing
Online
Information

I can explain and recognise how social media can amplify, 
weaken or distort the apparent strength, validity, or 
popularity of sometimes extreme ideas, beliefs or opinions, 
(e.g. an echo chamber).

I can understand that individuals and organisations can 
be impersonated to deliberately mislead. I can explain how 
activity on social media may be contributed by social bots.

I can explain deepfake technology and why this may 
be dangerous (e.g. for individuals and the democratic 
process).

I can explain how accusations of fake news can be used to 
discredit the accurate reporting of real events.

Lesson 1 – Fake 
profiles and social 
bots 

Lesson 2 – 
Deepfake 
technology 

Deepfake technology

Echo chamber

Fake news

Social bots

Health,
Wellbeing
& Lifestyle

I can identify online content and / or groups that promote 
unhealthy coping strategies (e.g. suicide, eating disorders, 
self-harm).

I can identify and assess some of the potential risks of 
seeking help or harmful advice from these sites.

I can identify who to talk to if I thought someone was at risk 
of being influenced by such sites.

I know how to report content which is promoting unhealthy 
or harmful behaviour

Lesson 1 – Thinking 
critically 

Lesson 2 – Digital 
resilience  

Eating disorder

Influence

Self-harm

Suicide

Privacy &
Security

I can identify choices and demonstrate strategies to control 
the personal data online services hold.

I can explain why it’s important to know how to recover a 
device or account if it gets compromised / hacked.

I can explain that hacking can have legal consequences.

I know who people can report to if they have experienced a 
cyber problem (e.g. identity theft, ransomware).

Lesson 1 – 
Mitigating 
cybercrime risks 

Lesson 2 – 
Acceptable Use 

Identity theft

Copyright
& Ownership

I understand Creative Commons Licensing protocols.

I can demonstrate simple ways in which I can protect my 
own work from copyright theft.

I can evaluate the possible impact of legal and illegal 
downloading on those people who create online content 
and the consequences for the wider community.

Lesson 1 – Creative 
Commons 
Licensing  

Lesson 2 – The 
details of copyright 

Creative commons 
Licensing 

Year 9 Online Safety
Lesson Plans
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Year 9 Online Safety
Glossary
Anonymous reporting routes: A mechanism 
which allows users to report safeguarding issues 
anonymously, generally though an online facility 
which offers users the choice to enter contact details 
or not. Anonymous routes are often effective in 
engaging wider populations around online incidents, 
and provide support for those who want to report 
issues but are fearful of possible repercussions.
Bystander: A person who is present at an event or 
incident but does not take part.

Creative Commons Licensing: An American non-
profit organisation devoted to expanding the range 
of creative works available for others to build upon 
legally and to share. Several free copyright licenses 
(known as Creative Commons licenses) have been 
released to the public.

Deepfake technology: A technique for combining 
and superimposing existing images and videos onto 
other images and videos. The result can convincingly 
present something which did not actually occur.

Digital manipulation: Altering a photo or video 
so that features are added, removed or appear 
differently. This may be done through the use of 
software or an app e.g. using filters, cropping or 
deepfake technology.

Disinhibition: A term coined by Danah Boyd to 
explain why people behave differently when they 
are using online technologies. They are likely to 
feel a lack of restraint compared to when they are 
communicating in person.

Eating disorder: Any of a range of psychological 
disorders characterized by abnormal or disturbed 
eating habits.

Echo chamber: Activity, often on social media, where 
people of like mind reinforce a single viewpoint to 
the exclusion of alternatives. An ‘echo chamber’ (or 
‘reality bubble’) can create a false impression that 
an opinion is more widely held in society than it 
actually is, and can significantly strengthen people’s 
beliefs.

Fake news: Fake news is a form of news consisting 
of deliberate disinformation or hoaxes spread via 
traditional news media or online social media.

FOMO: An acronym for ‘fear of missing out’, 
describing a user’s feeling of compulsion to check 
their phone or social media feed at regular intervals 
for fear of not staying up to date with conversations 
or events involving their friends.

Harassment: Intentional and repetitive behaviour 
against an individual, which is felt to be threatening 
or disturbing, or creates an intimidating, hostile, 
degrading, humiliating or offensive environment for 
the individual.

Helpline services: Online or telephone-based 
services providing help and support e.g. Childline, 
The Mix and the NSPCC helpline for young people, 
and the Professionals Online Safety Helpline for 
adults.

Identity theft: The fraudulent practice of using 
another person’s name and personal information in 
order to obtain credit, loans, etc.

Influence: The capacity to have an effect on the 
character, development, or behaviour of someone or 
something, or the effect itself.

Nudes: Colloquial term for images depicting nudity 
or semi-nudity, also known as self-generating 
intimate images. Intimate images depicting anyone 
under the age of 18 are child sexual abuse material. 

Peer support: When individuals use their own 
experiences to help other people. This takes a 
number of forms, such as peer mentoring, reflective 
listening (reflecting content and / or feelings), or 
counselling.

Self-generated intimate images: Photos created by 
the subject of the photo depicting nudity or semi-
nudity. Intimate images depicting anyone under the 
age of 18 are child sexual abuse material. Sexting: 
Sending messages of a sexual nature. This includes 
images.

Self-harm: Self-harm is when someone intentionally 
hurts themself as a way of dealing with very 
difficult feelings, painful memories or overwhelming 
situations and experiences.

Social bots: Automated software which generates 
content and messagesm presenting as if it is from a 
real person.

Social reporting: Reporting inappropriate, unkind or 
unpleasant content to other friends or users online, 
garnering support to apply pressure to the individual 
posting that content.

Stalking: A pattern of unwanted behaviour directed 
at a specific person which can cause a person to 
fear for their safety. This can include phone calls, 
messages and online contact. 

Suicide: Suicide is death caused by injuring oneself 
with the intent to die.

Trolling: Posting inflammatory, insincere, digressive 
or off-topic messages in an online forum or 
community to intentionally provoke an emotional 
response. 

Upskirting: This involves taking a photo under a 
person’s clothes without them realising. It is a form of 
sexual harassment and is a criminal offence.   
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SELF-IMAGE & IDENTITY
Year 9 online safety lesson plans

Lesson One – Understanding online pressures

Year 9 Self-image & Identity

Key Learning Outcomes:

•	 I can describe some of 
the pressures that people 
can feel when they are 
using social media (e.g. 
peer pressure, a desire for 
peer approval, comparing 
themselves or their lives to 
others, ‘FOMO’).

•	 I can explain how online 
images can help to reinforce 
stereotypes.

Key Questions:
What types of pressure do 
people feel online?

How can I change my thinking to 
feel better when I feel pressure 
by what I see online?

Resources required:
Ofcom Report

Lesson One
Year 9

Recap:
Social media posts are often the best moments of people’s days, 
weeks or even months. The posts do not reflect what they do 
every day, and it is important to not compare ourselves to the 
snapshots we see online. When we start comparing ourselves, we 
put unrealistic expectations on ourselves and can start feeling 
pressure to be different. 

Introduction:
Today we are going to talk about some of the pressure we might 
feel when we are online. Ask the students in what situations they 
feel under pressure online or offline e.g. to pass exams, to look a 
certain way. Discuss answers as a class.

Class Learning:
Ask students, ‘In a survey by Ofcom, what percentage of children 
aged 8-17 felt pressure to be popular online?’. Give time for 
students to volunteer and explain their answers. Write the 
different answers on the board. 

Tell students that the answer is 89%. Ask if students are surprised 
and why or why not. 

Revisit the introduction question and focus on online pressures. 
Invite students to offer more suggestions and write them on the 
board. Make sure to include FOMO (fear of missing out), peer 
pressure, desire for approval, comparisons online.

When you have a list on the board, in pairs, students discuss and 
take notes on what might make them feel these pressures online. 
For example, seeing a photo of friends at a party might make 
them feel like they are missing out.

When students have finished, feedback as a class.

Duration:
45 minutes

Please see following page for lesson continuation

https://www.ofcom.org.uk/__data/assets/pdf_file/0024/234609/childrens-media-use-and-attitudes-report-2022.pdf
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Year 9 online safety lesson plans

Year 9 Self-image & Identity

Lesson One
Year 9

Independent Activity:
In this part of the lesson, students are going to suggest ways 
to reframe thought processes in order to feel more positive 
about content encountered online. Use the lists on the board 
as examples of situations where students feel under pressure. 
Choose one example, such as FOMO, and ask, ‘in what ways can 
we reframe our thinking so we don’t feel like we are missing out?’. 
Give students time to make suggestions. Offer examples, such as 
reminding ourselves that social media posts are the highlights 
reel, thinking about fun times we have had, reminding ourselves 
of the reality behind posed photos…

In small groups, students work through the other examples on 
the board, suggesting ways we can reframe our thinking to 
mitigate the pressure we feel in different situations.

Feedback as a class. Are there any situations where it was more 
difficult to think of reframing strategies? Why do you think this is?

Review:
It is normal to compare ourselves to what we see online and feel 
upset or pressure to be different from how we are. Social media 
has been designed to showcase the highlights of people’s lives, 
so it is important to remember that the posts do not reflect the 
day-to-day life of the creator, and we are setting unfair and 
unrealistic goals if we compare ourselves to them.

Homework:
In the same way online images can make users feel pressure, 
they can also reinforce stereotypes which can result in a 
biased understanding of the world. Instruct students to read 
for homework: Gender Stereotypes in Advertising  and research 
an example of how advertising online might reinforce another 
gender stereotype. 

Duration:
45 minutes

Key Learning Outcomes:

•	 I can describe some of 
the pressures that people 
can feel when they are 
using social media (e.g. 
peer pressure, a desire for 
peer approval, comparing 
themselves or their lives to 
others, ‘FOMO’).

•	 I can explain how online 
images can help to reinforce 
stereotypes.

Key Questions:
What types of pressure do 
people feel online?

How can I change my thinking to 
feel better when I feel pressure 
by what I see online?

Resources required:
Ofcom Report

Lesson One – Understanding online pressures

https://www.bbc.co.uk/news/business-48628678
https://www.ofcom.org.uk/__data/assets/pdf_file/0024/234609/childrens-media-use-and-attitudes-report-2022.pdf
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Lesson Two – Digital manipulation

Year 9 Self-image & Identity

Key Learning Outcomes:

•	 I can explain how any 
images and videos can 
be digitally manipulated 
(e.g. using filters, cropping, 
deepfake technology).

Key Questions:
What are the benefits of digital 
manipulation?

What are the downsides of 
digital manipulation?

Resources required:
Digital Manipulation KS3 video

Lesson Two
Year 9

Recap:
What we see online isn’t always a true reflection of reality. We 
described social media as a highlights reel, meaning that people 
tend to post their best bits, and only what they want others to 
see. 

Introduction:
Today we are going to discuss the ways that we can be 
manipulated and influenced online, and what some of the 
downsides to this can be.

Class Learning:
Have students sit so they can all see the screen and watch the 
Digital Manipulation video. Students are encouraged not to make 
notes first time round, but just to listen to the speaker. If there 
is information in the video that is particularly relevant to your 
student group, play the video again and ask students to make 
notes on key points.

Independent Activity:
In small groups, discuss the following questions.

1.	 To what extent do you edit and filter your photos? 
2.	 What are the reasons behind your editing choices? 
3.	 How do you feel when you see an image that has been 

edited to ‘perfection’? 
4.	 Do you think current beauty filters have been developed to be 

inclusive? Why/why not? 
5.	 What advice would you give to a friend whose confidence 

was being negatively impacted by their social media feed?

Review:
The images we see online are not always a true reflection of 
reality. We have such advanced tools at our disposal now that 
filters can edit photos as we take them. These are not realistic 
reflections of what we look like, and it is important to remember 
this when we are looking at any online image.

Duration:
45 minutes
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ONLINE RELATIONSHIPS
Year 9 online safety lesson plans

Lesson One – Online harms and the law

Year 9 Online Relationships

Key Learning Outcomes:

•	 I can give examples of 
how harmful online sexual 
behaviour can occur and 
can critically assess the 
potential harm.

•	 I can describe the laws that 
govern online behaviour 
and how they inform what 
is acceptable or legal 
(e.g. sexting and related 
terminology, trolling, 
harassment, stalking).

Key Questions:
What is online sexual 
harassment?
What is sexual bullying?
What is grooming?
What are the signs of online 
sexual harassment?
What are the signs of grooming?
What can I do if someone is 
pressuring me to send intimate 
images?

Resources required:
PowerPoint

Tablets or computers

Lesson One
Year 9

Recap:
How might the online world sometimes be harmful for our 
wellbeing? Discuss as a class.

Introduction:
Today we are going to look in detail at some different types of 
abuse that can happen online. We are going to be exploring 
online relationships. Issues like this can be very sensitive and 
difficult to talk about sometimes. It’s okay to feel unsure or to ask 
questions, but it’s also important that as a class we all agree on 
how to treat each other during these lessons and that everyone 
feels comfortable to take part.

Class Learning:
As a class, discuss different types of harmful online situations 
and write ideas on the board. Students write down all the 
different feelings and emotions that someone may experience in 
these situations. Feedback as a class and discuss answers. 

Go through the PowerPoint to look at the harmful behaviours in 
more detail. Encourage students to discuss how the target of 
such behaviour could be impacted and explain that it can affect 
their lives significantly.

Independent Activity:
In small groups, students research the laws that exist to protect 
users from the harmful situations explored.

Divide the class and give each group one of the following laws to 
research:
•	 Communications Act
•	 Equality Act
•	 Protection from Harassment Act
•	 Malicious Communications Act
•	 Sexual Offences Act

Students should summarise the law and what behaviours it can 
protect people from. Feedback and discuss as a class. 

Review:
Harassment online can cause a lot of harm to the target, 
and it is important that we all stand together against online 
abuse. We have seen today that there are laws to protect us 
all from harm, both online and offline, and recognising harmful 
communications and supporting those targeted is the first step 
towards making sure the online space is as safe as it can be.

Duration:
45 minutes
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Lesson Two – Seeking help

Year 9 Online Relationships

Key Learning Outcomes:

•	 I can explain what is meant 
by making and sharing 
explicit images and videos 
(e.g. nudes and upskirting), 
I can identify different 
contexts in which this can 
happen (e.g. consensual, 
non-consensual), explain a 
range of possible impacts 
and identify strategies for 
seeking help.

Key Questions:
What can I do if someone is 
pressuring me to send explicit 
images?

Resources required:
PowerPoint

Tablets or computers

Explainer Video: Sexting

Lesson Two
Year 9

Recap:
In the previous lesson, we looked at some harmful online 
situations, such as sexual harassment and grooming. 

Introduction:
Today we are going to continue exploring online relationships 
and how consent needs to play a big part in how we interact 
online.

Class Learning:
Explain to learners that they are going to watch a video 
explaining sexting and self-generated intimate images. Show the 
learners the Sexting explainer video: 0 – 2.50 min. 

After watching the video, ask learners to come up with 3 
takeaway points from the video. 

Go through the PowerPoint to look in greater detail about self-
generated intimate images.

In small groups, discuss the following points and feedback as a 
class:

1.	 What should you do if someone is pressuring you to send 
intimate images?

	 Pressuring someone for this type of image is not okay – it’s 
a form of sexual harassment. Healthy relationships are not 
built on pressure, they are built on trust and if that person 
won’t take no for an answer, they are not showing they 
respect or trust you. Remember you are not at fault and 
that saying no is the right thing to do. It is illegal to take or 
share sexual images of a person under 18, even if you are the 
person. 

2.	 Could intimate images damage someone’s reputation?
	 It’s important to emphasise that images and videos can be 

shared very far, very quickly when online. It can be difficult to 
know for certain where an image goes, where it is saved and 
where it might reappear in the future. People such as future 
employers, universities, colleges or friends may make an 
unfair judgement about someone if an intimate image later 
appears. 

Go through the top tips on the PowerPoint and expand upon the 
guidance with the class.

Duration:
45 minutes

Please see following page for lesson continuation

https://nationalonlinesafety.com/hub/view/webinar/sexting
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Year 9 Online Relationships

Lesson Two
Year 9

Independent Activity:
Divide learners into pairs or small groups. Learners need to 
create an advert that could be shared on a social media 
platform. 

The advert needs to create awareness of the risks around 
sending self-generated intimate images and guidance for peers. 

1.	 Someone is pressuring you to send intimate images.
2.	 Your friend told you that they sent intimate to someone they 

met online.

Learners can either create a video by filming themselves or they 
can do a role-play.

Review:
We all know that what we share has the potential to go viral, 
so you should never send or post anything that you are not 
comfortable seeing on all your friends’ newsfeeds. If you 
feel pressure online to say or do something that you are not 
comfortable with, talk to a trusted adult or a helpline such as 
ChildLine. 

Duration:
45 minutes

Key Learning Outcomes:

•	 I can explain what is meant 
by making and sharing 
explicit images and videos 
(e.g. nudes and upskirting), 
I can identify different 
contexts in which this can 
happen (e.g. consensual, 
non-consensual), explain a 
range of possible impacts 
and identify strategies for 
seeking help.

Key Questions:
What can I do if someone is 
pressuring me to send explicit 
images?

Resources required:
PowerPoint

Tablets or computers

Explainer Video: Sexting

Lesson Two – Seeking help

https://nationalonlinesafety.com/hub/view/webinar/sexting
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Year 9 online safety lesson plans

Lesson One - Ensuring a positive online reputation

Year 9 Online Reputation

Key Learning Outcomes:

•	 I can monitor and manage 
my online reputation and I 
can describe clear steps to 
ensure that it promotes a 
positive image.

Key Questions:
How can I ensure my online 
reputation is positive?

Lesson One
Year 9

Recap:
We have explored in previous lessons how to manage our digital 
personality by ensuring we use available privacy features and 
stay aware of what is shared about us online. 

Introduction:
Today we are going discuss how we can monitor our online 
identity and make sure that we are presenting ourselves online in 
a positive light.

Class Learning:
Write ‘online reputation’ on the board and go around the room 
asking students to alternate between an example of how to 
create a good online reputation for yourself, and how to create a 
bad reputation for yourself online. 

Ask students to discuss the different online profiles they have 
and if they change the types of posts they share depending on 
the platform they are using. Do they have a different audience 
on Instagram to Snapchat, for example? Do they perceive 
themselves as needing to have a different reputation on different 
platforms? 

Following this activity, ask students to discuss the following 
questions in pairs.
•	 When choosing their next educational setting, 6th form, 

college, apprenticeship or university, would they look at their 
social profiles to gain an understanding of them? 

•	 If their parents could view their Snapchat stories for a week, 
would it change what they post? 

•	 What celebrity can you think of that has had their online 
reputation damaged? Did they manage to recover? How?

Feedback as a class and discuss answers.

Independent Activity:
In groups, consider your online presence. Do you have profiles 
on social media platforms? Do you share updates on messaging 
apps? Do you have pictures of yourself online? 

What would you change about your online identity if you knew 
your parents were monitoring it closely every day? Discuss in 
small groups and feedback as a class.

Review:
Does considering the audience impact what you would be willing 
to post and share online? Why/why not?

Duration:
45 minutes
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Lesson Two – Online reputation and the law

Year 9 Online Reputation

Key Learning Outcomes:

•	 I can identify some of the 
key laws governing online 
behaviour and reputation 
and the potential criminal 
implications of breaking 
them.

Key Questions:
What laws govern my online 
behaviour?

What are the consequences of 
breaking the law online?

Resources required:
PowerPoint

Tablets or computers

Lesson Two
Year 9

Recap:
We have seen in previous lessons that we have the ability to 
manage our reputation online and we need to actively think 
about what we post and share. However, it is not just about 
protecting our reputation, but making sure that we aren’t 
breaking any laws. 

Introduction:
Today we are going to look at some of the laws in the UK 
that govern our online behaviour and explore the potential 
consequences of breaking these laws.

Class Learning:
Open the PowerPoint. Show the class the first slide and go 
through each of the statements deciding if they are true or false. 
Discuss the answers on the following slide as a group.

Go through the descriptions of each of the acts and ask the 
students for each slide, ‘what online behaviours would this law 
apply to?’. 

Independent Activity:
In pairs, students research one of the Acts in detail on 
Legislation.gov.uk. Students include a description of the act, 
the online behaviours it applies to, and some of the potential 
consequences for breaking the laws.

Using the information from the lesson, students write a three 
paragraph blog about the act they researched and presented 
on in class to support their peers to better understand the laws.

Review:
As we have seen today, laws apply to the online world in the 
same way they apply to the offline world. We manage our 
behaviour offline, and we have expectations of others’ behaviour 
offline, and we need to have the same online.

Duration:
45 minutes
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Lesson One - The online disinhibition effect

Year 9 Online Bullying

Key Learning Outcomes:

•	 I can explain how cruelty and 
unpleasant comments can 
escalate quickly online.

•	 I can explain the concept 
of disinhibition online and 
can explain how this can be 
problematic.

Key Questions:
What is online disinhibition?

What are the different types of 
online disinhibition?

How can I counteract online 
disinhibition?

Resources required:
PowerPoint

Tablets or computers

Lesson One
Year 9

Recap:
You will have spoken cyberbullying in a few lessons now, 
discussing the impact on everyone involved and what we can do 
as individuals to combat online bullying. 

Introduction:
Today we are going to talk about online disinhibition and how 
this can be a factor in online bullying.

Class Learning:
Ask the students if anyone knows what the online disinhibition 
effect is. Encourage class discussion. Ask the students, ‘Have you 
ever said something online or over message that they probably 
wouldn’t have said in person?’. This is an example of online 
disinhibition.

Open the PowerPoint and discuss the definition of the online 
disinhibition effect. 

Did you know there are two types of online disinhibition? Ask the 
learners what they think benign disinhibition is, versus what toxic 
disinhibition is.

Explore the definitions on the following slide.

Ask students to give real-life examples of benign disinhibition 
and toxic disinhibition. 

On the following slide, discuss what factors can cause or 
influence online disinhibition. 

Engage with the learners around how feelings and emotions like 
anger, sadness and fear for example, can lead to the escalation 
of unpleasant comments. When our feelings are more intense, 
we might lose the ability to think and act clearly. 

Independent Activity:
Split learners into small groups. Students need to create a short 
TikTok advert (they can either record this and create a video or 
just present it to the class as a role-play) showing how online 
disinhibition can escalate cyberbullying situations. 

Present as a class and discuss which elements would be most 
effective at teaching others about the connection between 
online disinhibition and cyberbullying.

Review:
We have explored today how people might be more likely to 
act unlike themselves if they feel detached from their real-
world identity, such as being behind a screen. However, we are 
never anonymous, and our actions online have very real-world 
impacts, and it is important to keep that in mind when we are 
interacting on devices. 

Duration:
45 minutes
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Lesson Two – Reporting routes

Year 9 Online Bullying

Key Learning Outcomes:

•	 I can explain and assess a 
variety of routes to report 
bullying both in school and 
at home that include: social 
reporting, peer support, 
anonymous reporting routes 
and helpline services.

•	 I can describe some of the 
laws that govern online 
behaviour and bullying and 
the potential implications of 
breaking them.

•	 I can explain what actions 
I can take if I believe these 
laws have been broken.

Key Questions:
What are the ways that I can 
report online bullying?

What does my school’s code 
of conduct say about online 
bullying?

Who can I ask for help?

Where can I report bullying on 
social media platforms?

Resources required:
Bullying and Bystanders 

PowerPoint

Class Court Worksheets

Lesson Two
Year 9
Recap:
In the previous lesson we explored the online disinhibition effect 
and how cyberbullying and upsetting comments can likely 
escalate. What is the online disinhibition effect? How might this 
contribute to online bullying? Open the PowerPoint and look at 
the Unpacking Cyberbullying slide to recap the forms online 
bullying can take. 

Review:
When in doubt, always speak to an adult about what you have 
seen online. You can express your feelings around what is 
happening online, and these feelings and emotions are valid. You 
can also make use of the reporting features that most platforms 
contain to stand up against behaviour that negatively impacts 
you, another individual or a different group. 

Introduction:
In today’s lesson we are going to be exploring ways to report 
online bullying if we experience it, or if we see someone else 
being victimised.

Class Learning:
Explain to students they are first going to watch a video about 
cyberbullying. Have students sit so that they can all see the 
screen and explain to them to make notes about who does what, 
what are their punishments and what could have been done 
differently.

Bullying and Bystanders - 19 minutes long -

Independent Task:
After the video, split the class into five groups, and then each of 
these groups needs to split into group A and group B. 
The charges faced by each character are ethical issues, big and 
small, and the aim of this activity is not to establish guilt but to 
use a legal framework in order to explore perceptions of blame 
and fairness. 

Give each on the five groups one of the following cases, and 
group A will defend the person being charged, and the group B 
will prosecute. Each group will need to present why their case 
should win.

Cases:
1.	 Chloe is suing Kate for falsely implying that she was unfaithful 

to Jack through the use of online pictures.
2.	 Jack is defending his use of the pictures Kate sent him as fair 

use of his ‘property’. 
3.	 Kate is pleading that her social punishment was too strong 

for her ‘crimes’. 
4.	 Em is being charged with being an ‘accessory’ to bullying. 
5.	 Kate has to defend a charge of inciting violence due to Jack’s 

fight. 

Note to Teachers: Please have 
a look at your school’s code of 
conduct or policies regarding 
bullying. If you can bring this 
into the lesson that would be 
fantastic to highlight this for the 
learners. 

Duration:
45 minutes

https://vimeo.com/72248010
https://vimeo.com/72248010
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MANAGING ONLINE INFORMATION
Year 9 online safety lesson plans

Lesson One – Fake profiles and social bots

Year 9 Managing Online Information

Key Learning Outcomes:

•	 I can explain and recognise 
how social media can 
amplify, weaken or distort 
the apparent strength, 
validity, or popularity of 
sometimes extreme ideas, 
beliefs or opinions, (e.g. an 
echo chamber).

•	 I can understand 
that individuals and 
organisations can be 
impersonated to deliberately 
mislead. I can explain how 
activity on social media may 
be contributed by ‘social 
bots’.

Key Questions:
How do social media platforms 
respond to fake news? 

How might algorithms and 
social bots impact the type of 
information you see online?

How does fact checking helped 
to reduce the amount of 
misinformation? 

How can you recognise a 
trustworthy source or article?

Resources required:
Explainer Video: Fake Profiles 
and Social Bots

Lesson One
Year 9

Recap:
We have explored how not all of the information we see online 
is reliable and what we can do to try and spot fake news as we 
scroll online. 

Introduction:
Today we are going to look at the role social media might play 
in the amplification of fake news, and how the employment of 
social bots can further aggravate the problem of misinformation 
and disinformation online.

Class Learning:
Explain to students that most media outlets have an agenda 
or reason for writing the articles they do. This can range from 
writing articles just to draw in clicks and views, to trying to 
generate a following, to malicious political motives, e.g. trying 
to make someone look bad by not reporting the whole truth, or 
purposely not reporting some aspects of the story. Ask students 
to discuss in small groups examples of fake news they have 
encountered. Feedback as a class.

Show students the Fake Profiles and Social Bots video.

In groups, students discuss the following questions. 
•	 How do social media platforms respond to fake news? 
•	 How might algorithms and social bots impact the type of 

information you see online?
•	 How does fact checking helped to reduce the amount of 

misinformation? 
•	 How can you recognise a trustworthy source or article?

Feedback as a class.

Independent Activity:
Students list five sources of information, e.g. social media, 
newspaper, online, television, and radio. For each source, 
students give it a rating out of ten for reliability and 
trustworthiness. The higher the number, the more reliable 
students think it is. Students write a sentence for each 
one to justify the rating, taking into account whether the 
content is user-generated, the content is susceptible 
to bots, the source benefits financially from a larger 
audience, how the information is selected...

Review:
Compare class views on the reliability of sources of information. 
Does everyone agree? If there are disagreements, why does one 
group think a source is less reliable than another group thinks it 
is?

Duration:
45 minutes

https://nationalonlinesafety.com/hub/view/webinar/fake-profiles-social-bots-explained
https://nationalonlinesafety.com/hub/view/webinar/fake-profiles-social-bots-explained
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MANAGING ONLINE INFORMATION
Year 9 online safety lesson plans

Lesson Two – Deepfake technology

Year 9 Managing Online Information

Key Learning Outcomes:

•	 I can explain deepfake 
technology and why this 
may be dangerous (e.g. 
for individuals and the 
democratic process).

•	 I can explain how 
accusations of ‘fake news’ 
can be used to discredit the 
accurate reporting of real 
events.

Key Questions:
What is deepfake technology?

What impact can deepfake 
technology have on the 
reputation of the person 
targeted?

Resources required:
Explainer Video: Deepfakes

Tablets or computers

Lesson Two
Year 9

Recap:
We have discussed fake news online, looking at articles and 
posts that either distort the truth or state complete untruths, but 
it is not just text that we need to learn to question.

Introduction:
When we are discussing fake news, misinformation and 
disinformation, it is important to include within that the existence 
and spread of deepfakes; videos that can look incredibly 
realistic, but are in fact, the work of digital manipulation.

Class Learning:
Ask students how they can assess if something they see online 
is real or fake. Give students time to discuss and feedback, and 
then ask students how they are able to assess whether videos 
are real or fake. Write ‘deepfakes’ on the board, and encourage 
students to share what they know about them.

Show students the Deepfakes explainer video and instruct 
students to take notes on the dangers and risks as they watch. 
Following the video, discuss as a class how deepfake technology 
could put people’s online reputation at risk. 

Independent Activity:
In pairs, research examples of deepfake technology: Deepfakes

Develop a short presentation on the potential impact on the 
reputation of the person targeted. As a class, summarise the 
dangers of deepfakes and consider what to question when you 
encounter information or videos online. 

Review:
Always be wary when you are gathering information online to 
make sure that you are seeing the facts. If something is shocking 
or produced in a way to provoke a strong emotion, do some 
research from reliable sources and to get a better idea of the 
truth behind what you see.

Duration:
45 minutes

https://nationalonlinesafety.com/hub/view/webinar/deepfakes
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HEALTH, WELLBEING & LIFESTYLE
Year 9 online safety lesson plans

Lesson One – Thinking critically

Year 9 Health, Wellbeing & Lifestyle

Key Learning Outcomes:

•	 I can identify online content 
and / or groups that 
promote unhealthy coping 
strategies (e.g. suicide, 
eating disorders, self-harm).

•	 I can identify and assess 
some of the potential risks 
of seeking help or harmful 
advice from these sites.

Key Questions:
What is harmful online content?

What is critical thinking?

Where can I access help if I have 
come across harmful content 
online?

Resources required:
Young and eSafe 

Tablets or computers

PowerPoint

Lesson One
Year 9

Introduction:
Today we are going to explore how some online content might 
promote unhealthy coping strategies and how to recognise this 
type of negative information online.

Recap:
We have previously looked at how the internet might promote 
ideas that are potentially harmful. As a class, review some of the 
examples from previous lessons. 

Class Learning:
Ask learners to raise their hand if they use the online world to get 
advice? Ask the learners whose hands are up, what sort of advice 
they tend to look for. Examples might include picture editing, 
gaming solutions, schoolwork, personal issues. 

Have a discussion with the class around the following points, also 
on the PowerPoint:
•	 What do you like to use the online world for? 
•	 How does the online world help you?
•	 What things make you happy when you use the online world?
•	 What things worry you/ make you unhappy/angry/sad when 

accessing the online world?
•	 Have you ever seen something online that made you feel 

uncomfortable? 
•	 What advice would you give to a friend who saw something 

that made them feel uncomfortable online?
•	 How do you think your use of the online world impacts your 

mental health?

Explain to learners that you are going to show them a video that 
demonstrates how digital imagery may be misleading. 
Show learners the following video: Young and eSafe 
Ask learners if they have ever seen something online and 
realised afterwards it might not have been reliable or a safe 
thing to do? 

Ask learners what type of skills the learners in the video used to 
realise that it probably was not a safe idea to jump. Suggested 
answer: Critical Thinking Skills

Show learners the definition of critical thinking on the PowerPoint.

Have a discussion with learners about the following points, also 
on the PowerPoint:
•	 If we don’t think critically online, what could happen?
•	 Why is thinking critically important?
•	 Ask learners if they have ever searched something online and 

something completely different and potentially inappropriate 
popped up. Ask learners if this happened to a friend, what 
advice could they give them?Duration:

45 minutes

Please see following page for lesson continuation

https://vimeo.com/229069996
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HEALTH, WELLBEING & LIFESTYLE
Year 9 online safety lesson plans

Year 9 Health, Wellbeing & Lifestyle

Lesson One
Year 9

Independent Activity:
Split learners into groups. 

Ask learners to invent a scenario illustrating someone 
encountering an online site that was promoting harmful 
content. In the scenario, learners need to demonstrate a range 
of outcomes, depending on the actions of the internet user. 
Consider the following.

1.	 What could happen if the learner engaged with the harmful 
content?

2.	 How could the learner remove themselves from a potentially 
unsafe situation online?

Monitor the class and spend time with each group, discussing 
what they are saying and doing.

Review:
The more time we spend online, the more likely it is that we will 
encounter content that could cause us harm. It is important that 
we are able to spot this kind of material online and know what to 
do in the moment to protect ourselves from unsafe situations. As 
a class, compare the ideas from the previous task and discuss 
how the ideas can be implemented in the everyday lives of the 
students.

Duration:
45 minutes

Key Learning Outcomes:

•	 I can identify online content 
and / or groups that 
promote unhealthy coping 
strategies (e.g. suicide, 
eating disorders, self-harm).

•	 I can identify and assess 
some of the potential risks 
of seeking help or harmful 
advice from these sites.

Key Questions:
What is harmful online content?

What is critical thinking?

Where can I access help if I have 
come across harmful content 
online?

Resources required:
Young and eSafe 

Tablets or computers

PowerPoint

Lesson One – Thinking critically

https://vimeo.com/229069996
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Lesson Two – Digital resilience

Year 9 Health, Wellbeing & Lifestyle

Key Learning Outcomes:

•	 I can identify who to talk to 
if I thought someone was 
at risk of being influenced 
by sites promoting harmful 
behaviour.

•	 I know how to report 
content which is promoting 
unhealthy or harmful 
behaviour

Key Questions:
Who can I talk to about an online 
site that is promoting harmful 
behaviour?

Where can I report harmful 
online content?

What is digital resilience?

What are some digital resilience 
skills?

Resources required:
Playdough 

Lesson Two
Year 9
Recap:
What are some of the steps we can take if we encounter harmful 
content online? Discuss as a class to recap the previous lesson.

Introduction:
Today we are going to continue talking about content online 
that could potentially be harmful to a group or an individual 
and discuss who we can turn to if we are negatively affected by 
something we see or experience online.

Class Learning:
Explain to learners that every day, we are bombarded with 
hundreds of media messages. The internet allows anyone and 
everyone to share information. Information is highly accessible, 
and people often use social media as an information or news 
source. Some online information is helpful and reliable advice, 
while other information may be incorrect or cause harm

You can either use one set of playdough and do one with the 
whole class or give each learner their own playdough and build 
a person. 

Once all of the playdough people are built, ask learners to come 
up with things that make them feel uncomfortable, upset or 
pressured online. For every answer given, learners push down 
slightly on their playdough person to leave a mark. Continue 
going around the class and at the end, ask learners what they 
can see happened to their playdough person. 
Ask learners if this playdough person is resilient.

In order to decide if this person is resilient, we need to 
understand more about resilience. Ask the class what they 
think resilience means, and show them the description on the 
PowerPoint.

Ask learners to have a look at the following balls: bouncy ball, 
plastic ball and ping pong ball. 

Ask them which one is more resilient and why. Suggested 
answer: bouncy ball because it bounces back.

Show learners the next slide describing resilience.

Explain that digital resilience helps deal with pressures and 
means that someone can bounce back, or in our case of the 
playdough person, be rebuilt. 

Explain to learners that part of having digital resilience is about 
making choices to keep ourselves safe and happy online, even 
when we are exposed to unhealthy or inappropriate things. 

There are lots of choices that we can make, and lots of things 
that we can do, which will contribute to having digital resilience. 

Duration:
45 minutes

Please see following page for lesson continuation



nationalonlinesafety.com

HEALTH, WELLBEING & LIFESTYLE
Year 9 online safety lesson plans

Lesson Two – Digital resilience

Year 9 Health, Wellbeing & Lifestyle

Lesson Two
Year 9
Class Learning:
In small groups, students discuss the following:
•	 What is digital resilience?
•	 What strategies can we use to build digital resilience?

Guiding points for the above discussion:
•	 Lifestyle changes: Make time for the people and things that 

make you happy, monitor your screen time, follow people 
that make you feel good about yourself, unfollow negative 
accounts, reflect on how you feel, share positivity online.

•	 Support network: Reach out to people that can help if you 
have a problem online, follow people that share the same 
values and morals as you, talk to a friend, teacher or parent/ 
carer for some guidance.

•	 Physical health: Take some time offline in the fresh air, do 
some exercise, put your device away to get a good night’s 
sleep.

•	 Safety: Report the content that is making you feel 
uncomfortable, block the person or account that is making 
you upset, remove or delete the app.

Review:
Discuss answers as a class. In the previous lesson we spoke 
about what we can do if we encounter harmful content online. 
How does this guidance relate to the notion of digital resilience?

Homework:
At home, encourage students to find the report button on the 
platforms that they currently use. In the next lesson, feedback on 
findings.

Duration:
45 minutes

Key Learning Outcomes:

•	 I can identify who to talk to 
if I thought someone was 
at risk of being influenced 
by sites promoting harmful 
behaviour.

•	 I know how to report 
content which is promoting 
unhealthy or harmful 
behaviour

Key Questions:
Who can I talk to about an online 
site that is promoting harmful 
behaviour?

Where can I report harmful 
online content?

What is digital resilience?

What are some digital resilience 
skills?

Resources required:
Playdough 
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Year 9 Privacy & Security

Key Learning Outcomes:

•	 I can identify choices and 
demonstrate strategies to 
control the personal data 
online services hold.

•	 I can explain why it’s 
important to know how to 
recover a device or account 
if it gets compromised / 
hacked.

•	 I know who people can 
report to if they have 
experienced a cyber 
problem (e.g. identity theft, 
ransomware).

Key Questions:
Why might individuals or groups 
seek to engage in cybercrime?

What should you do if you 
realise your account has been 
compromised or data has been 
leaked online?

How can you limit the risk of 
cybercrime, including identifying 
data leaked online?

Who might you report 
cybercrime incidents to?

Resources required:
have I been pwned?

Tablets or computers

Lesson One
Year 9

Recap:
Who can we turn to if something bad or concerning happens to 
us online? Do we turn to different people in different scenarios? 
Discuss as a class.

Introduction:
In today’s lesson we are going discuss some different types of 
cybercrime and explore what we can do as individuals to limit 
the risks of becoming the victim of a cybercrime. 

Class Learning:
In small groups, discuss the different motives for cybercrime 
including activism, financial gain and to cause anarchy. Highlight 
that the majority of cyber incidents relate to cyber criminals 
seeking financial gain. Feedback as a class.

Mention that hacking started out as a positive term, referring to 
hacking a solution. Therefore, cybercrime is a more accurate 
term.  Discuss how cyber criminals might seek to take control of 
an account for the purpose of using it to target others (friends, 
family and other online contacts) or for the purpose of gaining 
data which can be used or sold.

Ask students to consider why it would be important to recover a 
compromised account rather than simply create a new account. 
For example, leaving data online, risk of impersonation.

Ask the students to consider what they would do if they were to 
find a key online account (personal email, social media, online 
gaming account, etc.) had been compromised. 

Then ask them to consider if the account was for a shopping 
site, such as Amazon, or for a bank, and it resulted in some 
financial loss, would they respond differently? Gather feedback 
from the class and discuss the possible steps that could be 
taken, including changing password or using forgot password, 
reporting the issue to the service, reporting to teachers, reporting 
to police or action fraud.   

Compare and contrast the steps where a financial loss may 
have been incurred.

Students consider the apps they use, and in particular, any apps 
they have ceased using recently. Have they deleted the app from 
their device or did they delete the account on the service? If they 
only deleted the app, the data remains, so if the service suffers 
a data breach, this data may be leaked, even where you haven’t 
used the app for a period of time.

Duration:
45 minutes

PRIVACY & SECURITY
Lesson One – Mitigating cybercrime risks

Please see following page for lesson continuation

https://haveibeenpwned.com
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Year 9 Privacy & Security

Lesson One
Year 9

Review:
Highlight that the key is to prevent data being leaked. This either 
involves securing your accounts through strong passwords and 
Multifactor Authentication or reducing the amount of data online 
by deleting unused accounts and minimising what you post. 
Once the data is leaked, it is too late.

Duration:
45 minutes

PRIVACY & SECURITY

Independent Activity:
Introduce the students to Have I Been Pwned  and get them to try 
their personal and/or school email addresses.   Ask the students 
to share where they are identified as having been involved in a 
data breach.

Ask students to consider what can be done where they have 
been involved in a historical data breach. Emphasise in the 
discussion that it isn’t possible to get leaked data back. Once 
data has been leaked as part of a data breach, it is not possible 
to get it back.

Key Learning Outcomes:

•	 I can identify choices and 
demonstrate strategies to 
control the personal data 
online services hold.

•	 I can explain why it’s 
important to know how to 
recover a device or account 
if it gets compromised / 
hacked.

•	 I know who people can 
report to if they have 
experienced a cyber 
problem (e.g. identity theft, 
ransomware).

Key Questions:
Why might individuals or groups 
seek to engage in cybercrime?

What should you do if you 
realise your account has been 
compromised or data has been 
leaked online?

How can you limit the risk of 
cybercrime, including identifying 
data leaked online?

Who might you report 
cybercrime incidents to?

Resources required:
have I been pwned?

Tablets or computers

Lesson One – Mitigating cybercrime risks

https://haveibeenpwned.com
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Year 9 Privacy & Security

Key Learning Outcomes:

•	 I can explain that 
hacking can have legal 
consequences.

Key Questions:
How can cybercrime impact 
on individuals, companies and 
wider society?

What are your rights and 
responsibilities when online?

What legislation exists in relation 
to technology use and data 
protection?

Resources required:
Copy of your school’s 
Acceptable Use Policy

Lesson Two
Year 9

Introduction:
Today we are going to talk about hacking as a form of 
cybercrime. Hacking can have a significant impact on people, 
companies and wider society. Incidents of hacking are 
increasing as we become more dependent on technology to go 
about our daily lives.

Review:
What are some of the steps we can take if we encounter harmful 
content online? Discuss as a class to recap the previous lesson.

Class Learning:
Consider each of the three groups; individuals, companies and 
wider society. In each case, what are the potential implications 
of hacking or other cybercrime related activities?  In groups, 
students discuss the potential impact. 

Feedback as a class. It may be appropriate to discuss the 
danger of cybercrime resulting in the loss of life, for example 
where hospitals or medical centres are attacked with 
ransomware.

As users of technology, there are both rights in relation to 
technology and data use, as well as responsibilities.    

Introduce the concept of black hat, grey hat and white hat 
hackers, with particular focus on their intentions, and also 
permission from their intended target.    Highlight that black 
hat hackers and grey hat hackers may be subject to legal 
consequences under the computer mis-use act, using this as 
an opportunity to discuss the computer mis-use act. What are 
white hat hackers? What positive role could hacking have for a 
company? Discuss ideas as a class.

Independent Activity:
Ask the students to consider their rights and responsibilities in 
relation to technology and data in school. What should their 
online behaviours look like? What should the school’s behaviours 
look like?

Gather feedback from the class and then reference the school’s 
Acceptable Usage policy or GDPR policy, comparing it with the 
list of rights and responsibilities suggested by the students.

Ask the students to consider if they would implement any 
changes to the policy to feel more secure. 

Review:
Hacking can have a significant impact on individuals, companies 
and the wider world, with legislation in place to make such 
activities a criminal offence. But in the face of increasing 
numbers of incidents, we equally need to use hacking in a 
positive manner, using white hat hackers to test online security. 

Duration:
45 minutes

PRIVACY & SECURITY
Lesson Two – Acceptable Use
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COPYRIGHT & OWNERSHIP
Year 9 online safety lesson plans

Lesson One – Creative Commons Licensing

Year 9 Copyright & Ownership

Key Learning Outcomes:

•	 I understand Creative 
Commons Licensing 
protocols.

•	 I can demonstrate simple 
ways in which I can protect 
my own work from copyright 
theft.

Key Questions:
What is Creative Commons 
Licensing?

How can I protect my work from 
copyright theft?

Resources required:
Copyright Law and Creative 
Commons KS3 video

Lesson One
Year 9

Recap:
Does anyone in the class share their creative work online? Is your 
work protected, or can it be stolen and used by someone else?

Introduction:
Today we are going to talk about copyright law and Creative 
Commons Licensing so we have a better understanding of what 
content online we can use legally, as well as how we can protect 
our own work that we publish online. 

Class Learning:
Have students sit so they can all see the screen and watch the 
video. Students are encouraged not to make notes first time 
round, but just to listen to the speaker. If there is information in 
the video that is particularly relevant to your student group, play 
the video again and ask students to make notes on key points.

Independent Activity:
In groups, students discuss the following questions.

1.	 What should you do if you want to reshare an image you find 
online on your own profile? 

2.	 Do you think music online should have Creative Commons 
Licenses? Why/why not? 

3.	 In your opinion, is it easier for individuals to make money for 
their work in the digital age than it was before the internet? 

4.	 Once you upload a photo to Instagram, who do you think 
should own the rights to it? 

5.	 What advice would you give to a friend releasing original 
music without any copyright on their YouTube account?

Review:
Compare the groups’ answers as a class and ask the original 
question again. If anyone in the class shares their work online, will 
they reconsider what they do to protect it moving forward? Why/
why not?

Duration:
45 minutes
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Lesson Two – The details of copyright

Year 9 Copyright & Ownership

Key Learning Outcomes:

•	 I can evaluate the possible 
impact of legal and 
illegal downloading on 
those people who create 
online content and the 
consequences for the wider 
community.

Key Questions:
What impact does illegal 
downloading have on creators?

Resources required:
Copyright Law PowerPoint

Tablets or computers  

Lesson Two
Year 9

Recap:
In previous lessons we have spoken about the importance of 
protecting your work online, and also being very careful about 
using other people’s work. What guidance did we explore in the 
last lesson for someone posting their creative work online?

Introduction:
Copyright law and Creative Commons Licensing can be quite 
complex. However, it is important to know what is and is not 
acceptable when using other people’s work. Students should 
be reminded of the Creative Commons License, and how it is 
acceptable to use and share others work if done so correctly.

Class Learning:
Go through the PowerPoint and look at the definitions and 
examples of some of the different aspects of copyright law. 

•	 Copyright and Patents Act 
•	 Public Domain 
•	 Attribution 
•	 Non-commercial 
•	 Derivative work

For each slide, encourage students to offer their own examples of 
work.

Independent Activity:
In pairs, students research three examples of work that have 
been accused of breaching copyright laws. What was the impact 
on the person who created the work originally?

Feedback as a class and discuss any examples that were 
surprising to the group.

Review:
The different aspects of copyright law apply to material that is 
offline as well as online. Are there any aspects to the law that you 
would amend or include to better protect content that is solely 
online? Discuss as a class. 

Duration:
45 minutes


