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Lesson Plan Title Objective Lessons Keywords

Self-image
& Identity

I can give examples of how the internet and social media can 
be used for positive self-promotion. 

I can explain how anyone can curate and experiment with 
their identity online and why they might wish to do this. 

I am aware that a person’s online activity, history or profile 
(their ‘digital personality’) will affect the type of information 
returned to them in a search or on a social media feed, and 
how this may be intended to influence their beliefs, actions 
and choices. 

Lesson 1 – Online 
identity 

Lesson 2 – Echo 
chambers 

Digital personality

Online identity

Social media

Online
Relationships

I can explain the importance of having a choice and giving 
others a choice online. 

I can explain how and why people who communicate with 
others through online platforms may try to influence others 
negatively and I can offer examples. e.g. racist / homophobic 
comments, social influencers sharing weight loss products, 
grooming; radicalisation; coercion. 

I can explain strategies for assessing the degree of trust I place 
in people or organisations online. 

I can describe some signs of harmful online situations e.g. 
sexual harassment, grooming, cyberbullying. 

I can assess when I need to take action and explain what to 
do if I am concerned about my own or someone else’s online 
relationship. 

Lesson 1 – What to 
believe online 

Lesson 2 – Harmful 
situations online 

Coercion 

Cyberbullying

Grooming

Radicalisation

Sexual harassment 

Online
Reputation

I can describe and assess the benefits and the potential risks 
of sharing information online. 

I can explain how the information online services hold about 
someone forms part of their ‘online identity’ and how this 
differs from their digital personality. 

I can describe what is appropriate to say and do in different 
online settings / platforms (e.g. opinions, values, information, 
shares, ‘likes’, ‘forwards’). 

Lesson 1 – My 
digital personality  

Lesson 2 – My 
online reputation 

Likes

Online
Bullying

I can describe how bullying may change as we grow older and 
recognise when it is taking place online.

I can describe a range of different bullying types and 
behaviours and assess when these are occurring (e.g. 
homophobia, racism, gender discrimination, sexism, ableism, 
exclusion of others from online forms of communication. 
setting up fake profiles of another person).

I can explain why anyone experiencing online abuse is never 
to blame (e.g. victim blaming) and that to suggest they are is 
wrong.

I can identify and demonstrate actions to support others who 
are experiencing difficulties online.

Lesson 1 – What is 
bullying? 

Lesson 2 - 
Upstanding 

Exclusion

Fake Profile

Year 7 Online Safety
Lesson Plans
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Lesson Plan Title Objective Lessons Keywords

Managing
Online
Information

I can explain why using various additional tools can refine 
my searches more effectively (e.g. search filters: size, type, 
usage rights etc.).
I can explain how online content published by an individual 
can be interpreted differently by others.
I can explain how ‘liking’, ‘sharing’ or ‘forwarding’ online 
content can change people’s opinions of someone (e.g. 
contribute to or damage their online reputation).
I can explain how ‘online marketplaces’ can enable small 
businesses or individuals to do business on a wider / global 
scale.
I can assess the benefits and limitations of online 
commerce.

Lesson 1 – Out of 
context  

Lesson 2 – Online 
commerce  

Online commerce

Online marketplace

Health,
Wellbeing
& Lifestyle

I recognise and can discuss the pressures that technology 
can place on someone (e.g. immediate response on social 
media and messaging apps; always available; invasive; 
rapid engagement).
I can explain the importance of self-regulating technology 
use; I can demonstrate strategies to do this (e.g. monitoring 
time spent online, avoiding accidents).
I can explain how someone might recognise that they need 
support to manage their use of technology and who might 
provide that support.
I can describe strategies to identify and assess when peers 
may need support and describe ways to assist peers who 
may be experiencing difficulties.
I can identify commercial content (e.g. pop-ups, spam) 
and can discuss simple strategies to manage such content 
(e.g. pop-up blockers, junk folders, unsubscribing).

Lesson 1 – Likes and 
reactions

Lesson 2 – Screen 
time 

Self-regulation

Social pressures

Privacy &
Security

I can explain why someone should use a strong and 
separate password for their email account, as the gateway 
to other online accounts.
I can explain the terms ‘connectivity’ and the ‘Internet of 
things’.
I can recognise that devices can collect and share data 
about users with or without their knowledge or awareness, 
e.g. device usage including microphone, camera and 
geolocation.
I understand the benefits of two factor authentication and 
use it where available.
I can explain why backing up data is important and how 
this can be done.
I can explain how and why it is important to always ensure 
someone makes safe and secure online payments.
I can explain why online services have terms and conditions 
that govern their use and give examples that illustrate how 
they impact on a user e.g. age restrictions.
I can explain what malware is and give some examples of 
how it operates and what the impact could be on a device 
or user (e.g. viruses, trojans, ransomware).
I can explain what cookies are and can give examples of 
how my online browsing can be tracked and used by others 
(e.g. adware).
I can explain that devices and the internet can be 
monitored in order to keep people safe.

Lesson 1 – 
Protecting data 

Lesson 2 – Data 
collection 

Self-regulation

Social pressures

Adware
Connectivity

Cookies

Geolocation

Internet of things

Malware

Ransomware

Terms and conditions

Trojan

Two factor authentication

Virus

Copyright
& Ownership

I know that commercial online content can be viewed, 
accessed or downloaded illegally.
I can give some examples of illegal access (e.g. illegal 
streaming, pirate sites, torrent sites, peer-to-peer sharing) 
and the associated risks.
I can accurately define the concept of plagiarism.
I can use this definition to evaluate online sources.

Lesson 1 – Online 
streaming 

Lesson 2 – 
Plagiarism  

Peer-to-peer sharing 
Pirate sites

Streaming

Torrent

Year 7 Online Safety
Lesson Plans

nationalonlinesafety.com
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Adware: Software which automatically displays or 
downloads advertising material such as banners or 
pop-ups when a user is online. Designed to generate 
advertising revenue.

Coercion: The process by which an individual or 
group convinces someone to engage in behaviour 
and actions to the benefit of the coercer.

Connectivity: The capacity for connected devices 
to share data about individuals or groups online. 
Individuals may or may not be aware that this is 
data is being collected and shared, or how it is being 
used.

Cookies: Data generated by a website and saved 
on your web browser for the purpose of storing user 
preferences and login details.

Cyberbullying: The use of electronic communication 
to bully, exclude or intimidate someone. It can 
be direct forms of communication or indirection 
‘mentions’ online which someone perceives to be 
aimed at them.

Digital Personality: Created as individuals’ online 
activity and behaviour is monitored, collected and 
analysed. A person’s digital personality can be 
used by and possibly sold to unknown others in 
order to target tailored advertising, information and 
disinformation specifically intended to be attractive 
to the individual and to influence their beliefs and 
choices.

Exclusion: In an online context this refers to an 
individual who is left out from online chats, social 
media groups etc. It can also refer to self-exclusion 
from online gambling sites.

Fake profiles: Online accounts created to look like 
they are from a known and reputable source.
Geolocation: The process of identifying the 
geographical location of a person or device by 
means of digital information processed via the 
Internet.

Grooming: The process by which an online user gains 
the trust of another user with the intention of doing 
them harm or coercing them into engaging in risky 
or harmful behaviour. This behaviour could occur 
online (e.g. sending a sexually explicit image) or 
offline (e.g. agreeing to meet in person).

Internet of things: Everyday devices which are 
connected together via an internet connection with 
the purpose of sharing data and syncing outputs 
and actions.

Likes: Like buttons are often available in social media 
platforms to signal a response to online content 
viewed.

Malware: Sometimes referred to as malicious 
software, malware is a program designed to 
damage or carry out unwanted actions on a device 
or computer network. 

Online commerce: The activity of electronically 
buying or the selling of products on online services or 
over the Internet.

Online identity: A social identity that an Internet user 
establishes in online communities and websites.
Online marketplaces: Online platforms, features 
or accounts which are designed to sell an array of 
products and services.

Peer-to-peer sharing: Allows users to access media 
files such as books, music, movies, and games using 
software which locates content by searching other 
devices on a peer-to-peer network.

Pirate sites: Sites which provide links to download 
online content such as films, music, games and 
software illegally without payment.

Radicalisation: The process by which a person is 
groomed to support extreme ideologies.
Ransomware: A type of malicious software designed 
to block access to a computer system until a sum of 
money is paid.

Self-regulation: Something or someone regulating 
itself without intervention from external bodies.
Sexual harassment: Unwelcome sexual advances, 
requests for sexual favours, and other verbal or 
physical unwanted conduct of a sexual nature.

Social Media: Websites and applications that enable 
users to create and share content or to participate in 
social networking.

Social pressures: Social pressures are the combined 
pressures that are around you during everyday life 
such as peer pressure, academic pressures and 
socioeconomic pressure

Streaming: Streaming refers to any media content – 
live or recorded – delivered to computers and mobile 
devices via the internet and played back in real time.

Terms and conditions: Terms of service (also 
known as terms of use and terms and conditions, 
commonly abbreviated as TOS or ToS and ToU) are 
rules by which one must agree to abide in order to 
use a service.
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Torrent: Torrenting involves downloading files from 
other users' devices on the network. Conversely, 
users upload files from their own devices for other 
users to download.

Trojan: A Trojan horse or Trojan is a type of malware 
that is often disguised as legitimate software. Trojans 
can be employed by hackers trying to gain access to 
users’ systems.

Two factor authentication: A type of multi-factor 
authentication providing an extra layer of security. It 
requires not only a password and username but also 
an additional piece of information which can often 
be verified through an authenticator app on a user’s 
mobile device.

Virus: A computer virus is a type of malicious 
software (malware) that, when executed, replicates 
itself by modifying other computer programs and 
inserting its own code. Infected computer programs 
can include data files, or the boot sector of the hard 
drive.
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SELF-IMAGE & IDENTITY
Year 7 online safety lesson plans

Lesson One - Online identity

Year 7 Self-image & Identity

Key Learning Outcomes:

•	 I can give examples of how 
the internet and social 
media can be used for 
positive self-promotion.

•	 I can explain how anyone 
can curate and experiment 
with their identity online and 
why they might wish to do 
this.

Key Questions:
Does a person’s online identity 
reflect their offline identity?

Resources required:
Paper/ Mini whiteboards

Lesson One
Year 7

Recap:
Today we are going to talk about social media and our online 
identity. Ask the class for examples of social media platforms 
they have heard of or used and discuss what type of information 
and content they see on these platforms.

Introduction:
Today we will be discussing and reflecting on our own online 
identity, as well as the online identity of others, to see how 
different they are online and offline.

Class Learning:
Students reflect on what they think their self-identity is. Students 
take notes, and then discuss ideas in small groups. 

In the same group, students suggest additional positive 
descriptors for the classmates in their group that might have 
been missed, e.g. kind, friendly, funny.

As a class, discuss what each group has discussed and ask, 
‘What did someone else say that you didn’t think of?’.
Now consider which of the descriptors is reflected in your online 
presence. 

Independent Activity:
In different groups, students pick two online personalities that 
they follow, subscribe to, or that they like, and consider their 
online identity. Students develop a list of descriptions around the 
identity of their online personalities. Feedback as a class and ask 
students: Do you think that the identity the personality portrays 
online is a reflection of their identity in the real world? Why/why 
not?

Review:
When we are online, it is always important to keep in mind that 
what we see might not be a reflection of reality. Always think 
carefully before you say or do anything online about how it fits in 
to what your identity online to be.

Duration:
45 minutes
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SELF-IMAGE & IDENTITY
Year 7 online safety lesson plans

Lesson Two – Echo chambers

Year 7 Self-image & Identity

Key Learning Outcomes:

•	 I am aware that a person’s 
online activity, history 
or profile (their ‘digital 
personality’) will affect the 
type of information returned 
to them in a search or on 
a social media feed, and 
how this may be intended 
to influence their beliefs, 
actions and choices.

Key Questions:
How do I decide what I see 
online?

How much control do I have over 
recommended content?

Resources required:
Echo Chamber Wake Up 
Wednesday

Lesson Two
Year 7

Recap:
In the previous lesson, we discussed how people’s online identity 
can be different from their offline identity. Review some of the 
differences explored in the previous lesson.

Introduction:
Today we are going to learn about how our digital personality 
can impact the type of information we see online. 

Explain digital personality: Created as individuals’ online activity 
and behaviour is monitored; collected and analysed. A person’s 
‘digital personality’ can be used by and possibly sold to unknown 
others in order to target tailored advertising, information and 
disinformation specifically intended to be attractive to the 
individual and to influence their beliefs and choices.
In groups, students summarise ‘digital personality’ and suggest 
some features of their own digital personalities.

Class Learning:
Ask students how they decide what to watch or read online; do 
they select all of the content, or do they scroll through feeds, or 
follow recommendations?

Explain to students that the goal for each platform is to 
encourage you to stay on the site for as long as possible, and so 
they have been designed to keep you happy and reading and 
watching more. In small groups, students discuss the following:

What will the platform recommend to you if it wants to keep you 
happy and entertained?

What are the downsides of this?

Hand out or display the Echo Chambers guide and read it as 
a class. Are there risks that the students did not previously 
mention?

Independent Activity:
In groups, students decide what they can do to curate a more 
balanced feed when online to prevent ending up in an echo 
chamber. These ideas can include tips from the Echo Chambers 
guide. Feedback as a class to share ideas.

Review:
Our digital personality is developed by what we see and do 
online and how we interact with platforms, apps and websites. 
It is their goal to keep us entertained and using their specific 
platform for as long as possible, so they will recommend videos 
and articles to you that they think you will enjoy based on your 
previous behaviour. To stay more in control of what you do 
online, use the internet with  purpose and decide what you want 
to look at before you pick up your device.

Duration:
45 minutes

https://nationalonlinesafety.com/hub/view/guide/echo-chambers
https://nationalonlinesafety.com/hub/view/guide/echo-chambers
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ONLINE RELATIONSHIPS
Year 7 online safety lesson plans

Lesson One - What to believe online

Year 7 Online Relationships

Key Learning Outcomes:

•	 I can explain the importance 
of having a choice and 
giving others a choice online.

•	 I can explain how and why 
people who communicate 
with others through online 
platforms may try to 
influence others negatively 
and I can offer examples. 
e.g. racist / homophobic 
comments, social influencers 
sharing weight loss products, 
grooming; radicalisation; 
coercion.

•	 I can explain strategies for 
assessing the degree of 
trust I place in people or 
organisations online.

Key Questions:
How do I know what to believe 
online?

Resources required:
PowerPoint

Lesson One
Year 7

Introduction:
On the board, write the following with one on each side of the 
board:
•	 I trust everything I read online
•	 I trust nothing I read online

Invite learners up to the board and indicate where they sit on the 
line, whether they are less likely to trust what they read or more 
likely to trust what they read, or somewhere in the middle. Invite 
some learners to explain their reasoning.

Recap:
Can we trust everything we read online? Discuss as a class. 

Class Learning:
In small groups, learners discuss the following question, ‘How 
do I know what to believe online?’ Instruct the groups to create 
a list of attributes they see on a post that would encourage 
them to trust it, and on the other side, a list of attributes they 
see on a post which would make them question it. If learners are 
struggling, tell learners to consider how the posts are labelled 
or hash-tagged, the purpose of the poster, images used, the 
website it is found on, whether or not it is user-generated 
content…

Feedback as a class and discuss different ways each of the 
learners assesses what they see online.

Independent Activity:
In the same groups, learners develop a short presentation to 
support their peers better understand how to be critical about 
what they see online. Allow the learners to be creative with their 
approach to the presentation; it can be in the form of a poster, 
PowerPoint, role-play…

Review:
It is important to be critical about what we see and read online 
and to try to assess the motives behind what people share 
so we have a better idea whether we are being influenced or 
manipulated to think or feel a certain way. Duration:

45 minutes
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ONLINE RELATIONSHIPS
Year 7 online safety lesson plans

Lesson Two - Harmful situations online

Year 7 Online Relationships

Key Learning Outcomes:

•	 I can describe some signs 
of harmful online situations 
e.g. sexual harassment, 
grooming, cyberbullying.

•	 I can assess when I need 
to take action and explain 
what to do if I am concerned 
about my own or someone 
else’s online relationship.

Key Questions:
What is online sexual 
harassment?

What is grooming?

What is cyberbullying?

Resources required:
PowerPoint

Lesson Two
Year 7

Recap:
In the previous lesson, we looked at how to assess whether what 
we are seeing online is reliable or not. What are some of the 
steps we can take to see if content is reliable?

Introduction:
Today we are going to go one step further and explore how to 
notice the signs of harmful online situations, as well as how to 
take action. We are going to be exploring online relationships. 
Issues like this can be very sensitive and difficult to talk about 
sometimes. It’s okay to feel unsure or to ask questions, but it’s 
also important that as a class we all agree on how to treat each 
other during these lessons and that everyone feels comfortable 
to take part.

Class Learning:
Ask the class; ‘What are the risks to our safety wen we are 
online?’. Discuss the answers and write them on the board.  Then 
ask the learners to explain why each of the risks is harmful, e.g. 
they impact the safety and wellbeing of the user.  

Go through PowerPoint and discuss details about some of the 
harmful situations online. In pairs, students discuss ways that 
they can keep safe online. Feedback as a class and compare 
answers to the top tips on the PowerPoint. 

Please see following page for lesson continuation

Duration:
45 minutes
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ONLINE RELATIONSHIPS
Year 7 online safety lesson plans

Year 7 Online Relationships

Key Learning Outcomes:

•	 I can describe some signs 
of harmful online situations 
e.g. sexual harassment, 
grooming, cyberbullying.

•	 I can assess when I need 
to take action and explain 
what to do if I am concerned 
about my own or someone 
else’s online relationship.

Key Questions:
What is online sexual 
harassment?

What is grooming?

What is cyberbullying?

Resources required:
PowerPoint

Lesson Two
Year 7

Independent Activity:
Discuss the questions on the PowerPoint in small groups and 
feedback as a class. 

1.	 What is the difference between people we only know online 
and people we know offline?

	 It’s important to emphasise that, however nice a new friend 
online can seem, or however long they have spoken to them 
for, they are still a stranger.

	
2.	 What is the safest thing to do if you receive messages online 

from people you don’t know?

	 Tell a trusted adult, especially if they ask you to:	
	 .	 meet up offline
	 .	 share personal information about yourself or others
	 .	 send images and videos of yourself
	 .	 share sexual messages, images or videos
	 .	 keep contact private or to keep secrets
	 .	 not talk to friends or family
	 .	 always be available and reply straight away to messages
	
3.	 Do you know where the report and block buttons are on 

different apps?
	
4.	 Who can you go to for help if something worries or upsets you 

online? 
	 - Encourage students to name their trusted adults, as well as 
          highlighting helplines such as Childline. 

Class Learning:
If you feel uncomfortable or unsure about something you have 
seen online, always tell a trusted adult. It is also very important 
to always remember that it is easier for people to be dishonest 
about who they are online, and you must always be careful 
about trusting anyone you meet through the internet. 

Duration:
45 minutes

Lesson Two - Harmful situations online
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ONLINE REPUTATION
Year 7 online safety lesson plans

Lesson One - My digital personality  

Year 7 Online Reputation

Key Learning Outcomes:

•	 I can describe and assess 
the benefits and the 
potential risks of sharing 
information online.

•	 I can explain how the 
information online services 
hold about someone forms 
part of their ‘online identity’ 
and how this differs from 
their digital personality.

Key Questions:
What information do online 
services hold about me?

What’s the difference between 
my online identity and my digital 
personality?

Resources required:
Tablets or computers

Lesson One
Year 7

Recap:
In previous lessons, you will have spoken about personal 
information and what is and isn’t safe to share about ourselves, 
both online and offline. Go around the class and ask students to 
suggest some examples of what would be considered personal 
information.

Introduction:
Today we are going to talk about how online services collect 
information about us when we interact with them and use them.

Class Learning:
Ask the class what we mean when we talk about our online 
identity. Discuss, and then give the definition: A social identity 
that an Internet user establishes in online communities and 
websites.

Ask what we mean when we talk about our digital personality. 
Discuss, and then give the definition: Created as individuals’ 
online activity and behaviour is monitored, collected and 
analysed. A person’s digital personality can be used by and 
possibly sold to unknown others in order to target tailored 
advertising, information and disinformation specifically intended 
to be attractive to the individual and to influence their beliefs 
and choices.

Discuss the differences between the two e.g. we are more in 
control of our online identity than our online personality. Write 
suggestions on the board.

Explain that the information collected is not just the information 
that we actively share, like when we sign up to a new platform. 
In pairs, students discuss what other information online services 
collect about the user. Feedback as a class.

Independent Activity:
In pairs or small groups, students discuss the information they 
are asked for when signing up to a new platform or app. If you 
have tablets, explore what information is asked for when signing 
up to some popular platforms. Students write a list of all of the 
information they are obliged to share if they want to use their 
favourite apps and games.

Feedback as a class. Do you think it is problematic to give away 
so much of our information? Why/why not?

Review:
When we use the internet, our data is tracked, even when we 
don’t actively input information into a platform. We need to be 
constantly aware of the information we are sharing to make sure 
we are as in control of our digital personality as possible.

Duration:
45 minutes
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ONLINE REPUTATION
Year 7 online safety lesson plans

Lesson Two - My online reputation

Year 7 Online Reputation

Key Learning Outcomes:

•	 I can describe what is 
appropriate to say and do 
in different online settings 
/ platforms (e.g. opinions, 
values, information, shares, 
‘likes’, ‘forwards’).

Key Questions:
How does what I post, comment, 
share, like etc. impact my digital 
reputation?

What can I do to stay aware of 
my online reputation?

Resources required:
Examples of social media posts

Tablets or computers

Lesson Two
Year 7

Recap:
As we saw in the previous lesson, our information is stored online, 
and our behaviour and interactions online can have a great 
impact on how we are perceived. 

Introduction:
Today we are going to explore what is appropriate and 
inappropriate to do and say in different online settings.

Class Learning:
Ask the learners to write down what online platforms they use 
on a piece of paper in front of them. This can include WhatsApp, 
Instagram, Xbox, TikTok, YouTube, etc. After that, on the same 
page ask learners to write as many words as possible that relate 
to their online behaviour on these platforms, this can include 
liking, sharing, commenting, creating etc. 

After learners have finished with that, ask some volunteers to 
read some of the things they have put down. 
Now, on a new piece of paper, ask the learners to write down as 
many online behaviours as they can that relate to their online 
reputation. For example, swearing, being kind, cyberbullying, 
inappropriate comments, being an upstander.

Feedback as a class and write ideas on the board.

Take the learners through the social media posts you have 
chosen for the lesson. Ask students what they think about 
someone posting the particular pictures online, and engage 
with the learners around how they think this would impact the 
person’s online reputation. 

Remind learners that they are responsible for their online 
behaviour – good and bad. Whether it is a like, a share, a 
comment or even a post. These are their choices.

Independent Activity:
In pairs, students write five top tips on how to think about their 
online reputation before posting, sharing, commenting etc. 
After coming up with the tips, they need to create a visual poster 
or infographic representing their top tips. These can be stuck up 
around the school as a way to create awareness for deciding 
what you do online. 

Learners can either create their poster on paper, or using Canva 
or any online application.

Review:
As we have discussed today, what we do online can affect 
the way we are perceived by others, and can also have 
consequences offline, and it is important to consider this when 
we are building our online identity.

Duration:
45 minutes
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ONLINE BULLYING
Year 7 online safety lesson plans

Lesson One - What is bullying?

Year 7 Online Bullying

Key Learning Outcomes:

•	 I can describe how bullying 
may change as we grow 
older and recognise when it 
is taking place online.

•	 I can describe a range of 
different bullying types and 
behaviours and assess 
when these are occurring 
(e.g. homophobia, racism, 
gender discrimination, 
sexism, ableism, exclusion 
of others from online forms 
of communication. setting 
up fake profiles of another 
person).

Key Questions:
What is bullying?

What are some different forms 
of bullying?

Resources required:
PowerPoint

Tablets or computers

Lesson One
Year 7

Recap:
In previous lessons we have spoken about the importance of 
taking responsibility for our actions, both offline and online. What 
are some of the potential consequences for us and the people 
around us if we are careless about what we say or do online?

Introduction:
Today we are going to discuss different types of online bullying 
and how we can recognise when this behaviour might be 
happening.

Class Learning:
Online bullying can come in many forms. Ask students to explain 
or give examples of online bullying they might have seen. Who 
was the target? How did it impact the target? 

Show learners the ‘unpacking cyberbullying’ slide. Highlight to 
the students that bullying in any form is done repeatedly with the 
intention of causing harm to another person.

In pairs, students discuss the types of behaviours that would be 
considered online bullying. Feedback and discuss as a class. 
Some examples might be:

•	 Creating a mean group about someone.
•	 Posting mean comments online.
•	 Photoshopping someone’s photo to embarrass them.
•	 Recording and posting fight videos.
•	 Spreading rumours and gossip through text messages. 

Discuss the following specific examples as a class, emphasising 
that some of the behaviours are also illegal, falling under the 
category of hate speech.

1.	 Homophobia
2.	 Racism
3.	 Gender discrimination
4.	 Sexism
5.	 Ableism
6.	 Exclusion of others from online forms of communication. 

Duration:
45 minutes

Please see following page for lesson continuation
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ONLINE BULLYING
Year 7 online safety lesson plans

Lesson One - What is bullying?

Year 7 Online Bullying

Lesson One
Year 7

Independent Activity:
In small groups, students discuss the following questions.

In what ways is online bullying the same as offline bullying, and 
in what ways does it differ?

Cyberbullying is different from other forms of bullying because 
there is 24-hour access, it is hard to monitor, there is anonymity 
in cyberbullying as well as it can reach a large audience very 
quickly. Imagine a note filled with rude insults, being sent 
around the classroom. Eventually, the note is intercepted by 
the teacher who tears it into pieces and throws it in the rubbish. 
Now imagine the same note typed as a WhatsApp message 
and sent from learner to learner. One learner decides to post it 
onto Instagram where friends can read and share it instantly. 
The note cannot be torn and thrown away, but instead quickly 
moves through online sites to an audience of hundreds or even 
thousands.

How might being bullied online make the victim feel?

The effects on targets of bullying can be huge. They may start to 
feel overwhelmed, vulnerable, powerless, humiliated, hopeless 
and angry, which may lead them to want revenge. They may 
also start to feel depressed, anxious, suicidal. They may engage 
in self-harming behaviours or start showing physical symptoms 
of stress. These are just some of the possible effects; remember 
every child is different and experiences things in their own way.

What might be a motive behind someone bullying another 
person?

Teens might cyberbully because they feel hurt, have a low 
sense of self-confidence, they may feel insecure, feel neglected, 
or they may be being bullied as well. The need to gain likes, 
shares, downloads and followers on social media can influence 
teens to make choices they would otherwise not make. For 
example, they may be trying to fit in, looking for attention, 
struggling academically, reinforcing what they see online, for 
revenge etc. We see this a lot. It doesn’t make it right or okay, 
but understanding why a child bullies another may allow us to 
respond more effectively to the bullying behaviour.

Feedback as a group and discuss the suggested answers above. 

Review:
Bullying can take on many different forms, and the impact of all 
of them can be huge for those involved. It is never acceptable, 
and if we think someone is having difficulty online, we can always 
offer our support to find out what is happening and help them. 

Duration:
45 minutes

Key Learning Outcomes:

•	 I can describe how bullying 
may change as we grow 
older and recognise when it 
is taking place online.

•	 I can describe a range of 
different bullying types and 
behaviours and assess 
when these are occurring 
(e.g. homophobia, racism, 
gender discrimination, 
sexism, ableism, exclusion 
of others from online forms 
of communication. setting 
up fake profiles of another 
person).

Key Questions:
What is bullying?

What are some different forms 
of bullying?

Resources required:
PowerPoint

Tablets or computers
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ONLINE BULLYING
Year 7 online safety lesson plans

Lesson Two - Upstanding

Year 7 Online Bullying

Key Learning Outcomes:

•	 I can explain why anyone 
experiencing online abuse 
is never to blame (e.g. 
victim blaming) and that to 
suggest they are wrong.

•	 I can identify and 
demonstrate actions to 
support others who are 
experiencing difficulties 
online.

Key Questions:
What are examples of victim 
blaming?

What can I do to support the 
victim in online abuse?

Key Words:
Victim blaming
Bystander
Upstander

Resources required:
PowerPoint

Tablets or computers

Lesson Two
Year 7

Recap:
In the previous lesson, we looked at online bullying and the 
different forms. Can we remember any of the examples that we 
spoke about?

Introduction:
In this lesson, we will be discussing things that we can do in order 
to support others who are experiencing online abuse. 

Class Learning:
Ask the learners how many of them have seen cyberbullying 
or online abuse happening, or know of someone who has been 
bullied online. Engage with the learners around how many hands 
are up. 

Ask students, ‘Who are the different types of people that are 
involved in any online abuse situation?’. Discuss with the learners 
what a bully is, what a victim is, what a bystander is and what an 
upstander is. 

When we see online bullying, there can be a very unfair tendency 
to put blame on the victim. How many of you think that the victim 
should just ignore the bully and stop being sensitive, or maybe 
they should just delete abusive messages?

Well those are ways that we encourage victim blaming. What 
exactly is victim blaming? Discuss as a class. 

Open the PowerPoint and show the class the ‘victim blaming’ 
slide. Can you think of any examples of victim-blaming using 
these phrases? Can you think of other phrases that put the 
blame onto the victim?

Move on to the next slide and unpack each point with the 
learners. 

Bully’s behaviour – unpack what the bully is doing and how their 
choices are the bully’s own responsibility. 
How the victim is feeling – unpack emotions such as sadness, 
fear, guilt, loneliness. 

Empathy – engage with the learners how they can show the 
victim empathy (whether face to face or online) Unpack what 
empathy means - empathy is being able to observe and 
describe what someone else is experiencing and feeling in their 
shoes, for example, I can see you might be feeling really hurt and 
upset about what Bobby said to you online. 

Take action – unpack what is means to take action and report. 
Move to the next slide showing examples of how to report.

Duration:
45 minutes

Please see following page for lesson continuation
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ONLINE BULLYING
Year 7 online safety lesson plans

Lesson Two - Upstanding

Year 7 Online Bullying

Lesson Two
Year 7

Independent Activity:
Show students the slide ‘upstanding’. Ask learners for examples 
of what an upstander can do online.

Students create a visual poster that can be stuck up around the 
school. This can be done in groups or independently. The poster 
can be created using templates on Canva, or drawn on paper.

The poster must include examples of what someone can say 
online in order to support the victim and become an upstander. 

Review:
As we have discussed today, it is important to help each other 
understand that if they are being bullied or picked on, it is not 
their fault. We can all be upstanders to safely and effectively 
support our friends and people we know if they are being 
targeted by bullies, online or offline.

Duration:
45 minutes

Key Learning Outcomes:

•	 I can explain why anyone 
experiencing online abuse 
is never to blame (e.g. 
victim blaming) and that to 
suggest they are wrong.

•	 I can identify and 
demonstrate actions to 
support others who are 
experiencing difficulties 
online.

Key Questions:
What are examples of victim 
blaming?

What can I do to support the 
victim in online abuse?

Key Words:
Victim blaming
Bystander
Upstander

Resources required:
PowerPoint

Tablets or computers
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MANAGING ONLINE INFORMATION
Year 7 online safety lesson plans

Lesson One - Out of context 

Year 7 Managing Online Information

Key Learning Outcomes:

•	 I can explain why using 
various additional tools can 
refine my searches more 
effectively (e.g. search filters: 
size, type, usage rights etc.).

•	 I can explain how online 
content published by an 
individual can be interpreted 
differently by others.

•	 I can explain how ‘liking’, 
‘sharing’ or ‘forwarding’ 
online content can change 
people’s opinions of 
someone (e.g. contribute 
to or damage their online 
reputation).

Key Questions:
How can context change the 
way we interpret something 
online?

How do interactions online 
change people’s opinion of 
someone?

Resources required:
PowerPoint

Out of Context worksheet 

Lesson One
Year 7

Recap:
Our online identity is formed by our online presence, such as 
what we share and post. It is important to understand that not 
everyone will respond the same way to something we see online 
or offline.

Introduction:
Today we are going to explore how online content might be 
interpreted differently by others, and even in this room we might 
all interpret the same content differently. 

Class Learning:
Show the class the first slides of the PowerPoint asking the 
students shout out what they see. These are very clear examples 
of how the same content can be interpreted differently 
depending on who is looking at it. 

Now read the comment, ‘I’ve never seen anything quite like it’. 
What do the students think of the person posting this; are they 
being nice? Suggest that you think the poster is being sarcastic 
and nasty. Who is right? Out of context it is impossible to know, 
and online, when we share posts or screengrabs, the information 
is out of context and it is easier to interpret it differently from the 
poster’s original intentions.

Is it just what we post that creates an image of us online? Discuss 
as a class.

How might our reactions to posts create an image of us online? 
Discuss as a class. 

Independent Activity:
Hand out the ‘Out of context’ worksheet. Instruct students to 
complete the messages on the screen so the first is showing a 
kind exchange between friends, and the second is showing an 
unkind exchange.

Review:
Compare suggested messages as a group to explore the variety 
of different interpretations possible when we are communicating 
online. How should we apply this understanding in our own 
internet use moving forward?

Duration:
45 minutes
Duration:
45 minutes
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MANAGING ONLINE INFORMATION
Year 7 online safety lesson plans

Lesson Two - Online commerce 

Year 7 Managing Online Information

Key Learning Outcomes:

•	 I can explain how online 
marketplaces can enable 
small businesses or 
individuals to do business on 
a wider / global scale.

•	 I can assess the benefits 
and limitations of online 
commerce.

Key Questions:
What are the benefits and 
drawbacks of e-commerce for 
businesses?

What are the benefits and 
drawbacks of e-commerce to 
consumers?

Lesson Two
Year 7

Recap:
What are your favourite things to spend money on? Give 
students the time to make suggestions and share their interests. 

Introduction:
Today we are going to talk about online marketplaces and 
e-commerce and discuss some of the benefits to buying and 
selling online, as well as some of the dangers of this type of 
commerce.

Class Learning:
What is e-commerce? Ask the students what they understand 
about e-commerce. What have they bought online in the last 
six months? What have they bought in person, excluding food? 
Make students aware that any goods or services bought online 
is e-commerce, including items such as games or add-ons for 
games. 

Divide into four groups and each group discusses one of the 
following. 

1.	 What are the advantages for businesses using e-commerce? 
2.	 What are the advantages for customers using e-commerce? 
3.	 What are the disadvantages for businesses using 

e-commerce? 
4.	 What are the disadvantages for customers using 

e-commerce?

Independent Activity:
In small groups, develop a business plan for a brand-new online 
shop, taking into account the previous discussion. Consider what 
type of business would be most likely to thrive as a solely online 
store.

Feedback as a class, and as a group, decide on which of the 
businesses would be most likely to thrive and why.

Review:
Online shopping is fantastic for convenience, but it is always 
important to consider the drawbacks for everyone involved so 
we make responsible and safe choices with our own shopping 
habits. 

Duration:
45 minutes
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HEALTH, WELLBEING & LIFESTYLE
Year 7 online safety lesson plans

Lesson One - Social pressures online

Year 7 Health, Wellbeing & Lifestyle

Key Learning Outcomes:

•	 I recognise and can 
discuss the pressures that 
technology can place on 
someone (e.g. immediate 
response on social media 
and messaging apps; 
always available; invasive; 
rapid engagement).

•	 I can explain the importance 
of self-regulating technology 
use; I can demonstrate 
strategies to do this (e.g. 
monitoring time spent online, 
avoiding accidents).

•	 I can identify commercial 
content (e.g. pop-ups, 
spam) and can discuss 
simple strategies to manage 
such content (e.g. pop-
up blockers, junk folders, 
unsubscribing).

Key Questions:
How do we decide what posts to 
interact with? 

What pressures do you think 
young people face from living 
their lives through social media? 

Resources required:
‘Likes and reactions’ KS3 video

Lesson One
Year 7
Recap:
As a class, discuss some of the pressures students feel, both 
offline and online. These might be pressures to perform 
academically, to look a certain way…

Introduction:
Today we are going to watch a video about likes and reactions. 
We will have a discussion about how we interact with social 
media and the impact it might have on our wellbeing.

Class Learning:
Have students sit so they can all see the screen and watch the 
video. Students are encouraged not to make notes first time 
round, but just to listen to the speaker. If there is information in 
the video that is particularly relevant to your student group, play 
the video again and ask students to make notes on key points.

Independent Activity:
In small groups, discuss the following:
1.	 How important is it that you get lots of likes on a post? Why? 
2.	 How do you think platforms decide what content to 

recommend to you? 
3.	 How do you decide what posts to interact with? 
4.	 What pressures do you think young people face from living 

their lives through social media? 
5.	 What advice would you give to a friend who had become 

obsessed with likes on social media?

Independent Activity:
What online pressures do young people your age feel? Discuss 
as a class.

Ideas of pressures: 
•	 Pressure to have a certain number of likes on their posts
•	 Pressure to respond to messages
•	 Pressure to be part of WhatsApp groups
•	 Pressure to filter images in such a way
•	 Pressure to click on pop-up’s
•	 Pressure to spend money online
•	 Pressure to have the best Fortnite Skins
•	 Pressure to download a new app

As student talk, encourage them to think about advice and 
guidance they would offer to someone feeling pressure online.

Homework:
Commercial content: Take a note of the notifications you get on 
your phone for a day. In the next class compare with a partner. 
How many of these do you need? Discuss with your partner and 
decide which ones to turn off or unsubscribe from. 

Duration:
45 minutes
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HEALTH, WELLBEING & LIFESTYLE
Year 7 online safety lesson plans

Lesson Two - Screen time

Year 7 Health, Wellbeing & Lifestyle

Key Learning Outcomes:

•	 I can explain how someone 
might recognise that they 
need support to manage 
their use of technology and 
who might provide that 
support.

•	 I can describe strategies to 
identify and assess when 
peers may need support and 
describe ways to assist peers 
who may be experiencing 
difficulties.

Key Questions:
What can be the impact of too 
much screen time on physical 
health? 

What can be the impact of too 
much screen time on mental 
health? 

What benefits are there for 
limiting social media usage? 

What benefits are there to your 
mental health for lowering your 
screen time overall?

Resources required:
PowerPoint

Lesson Two
Year 7

Introduction:
Today we are going to discuss how much screen time is too 
much, and also how our use of devices can impact our health 
and wellbeing. We will then explore what we can do to support 
someone in need of help.

Recap:
In the previous lesson we explored some of the pressures we 
might feel when we are online. We are going to continue the 
topic today and look at how using technology can impact our 
wellbeing on a wider scale. 

Class Learning:
Ask the students to honestly answer how long they think they are 
on their phones and gaming devices a day on average. When 
students have given these answers, ask them to explain what 
they are doing in these hours. How many of the hours would 
they perceive as productive, i.e. achieving something and not 
just scrolling or filling their time? For example, creating a social 
media post could be seen as productive, in addition to using 
devices for school. Their answers will vary, and the notion of what 
is and is not productive is subjective. 

Ask learners to get out their devices and have a look at their 
screen time. Who has the most screen time? What activities does 
the screen time generally consist of?

Go to the student with the second highest screentime. If they 
are doing other things online write those on the board. You can 
continue going around the class until you have a number of 
different online activities. Have a discussion with the learners 
around what they consider productive screentime and what 
could be considered less productive screentime.

Duration:
45 minutes

Please see following page for lesson continuation
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HEALTH, WELLBEING & LIFESTYLE
Year 7 online safety lesson plans

Year 7 Health, Wellbeing & Lifestyle

Key Learning Outcomes:

•	 I can explain how someone 
might recognise that they 
need support to manage 
their use of technology and 
who might provide that 
support.

•	 I can describe strategies to 
identify and assess when 
peers may need support and 
describe ways to assist peers 
who may be experiencing 
difficulties.

Key Questions:
What can be the impact of too 
much screen time on physical 
health? 

What can be the impact of too 
much screen time on mental 
health? 

What benefits are there for 
limiting social media usage? 

What benefits are there to your 
mental health for lowering your 
screen time overall?

Resources required:
PowerPoint

Lesson Two
Year 7

Independent Activity:
Divide students into small groups and give them time to discuss 
the following questions, also on the PowerPoint. 

1.	 What percentage of your screen time do you think is 
productive? 

2.	 What productive activities do you do on your phone?
3.	 What activities do you feel are not so productive? 
4.	 What can be the impact of too much screen time on physical 

health? 
5.	 What can be the impact of too much screen time on mental 

health? 
6.	 What benefits are there for limiting social media usage? 
7.	 What benefits are there to your mental health for lowering 

your screen time overall?

Feedback as a class. Ensure that there is a clear focus around 
the  final two questions. Students need to be clear on the links 
between using devices too much and poor concentration, lack of 
sleep, anxiety of social media posting, etc.

Review:
In groups, students decide on ways to lower their screen 
time (e.g. researching in a book rather than online, reading 
a newspaper rather than a screen) and produce slogans to 
persuade their peers to do this.

Duration:
45 minutes

Lesson Two - Screen time
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Year 7 online safety lesson plans

Year 7 Privacy & Security

Key Learning Outcomes:

•	 I can explain what malware 
is and give some examples 
of how it operates and what 
the impact could be on a 
device or user (e.g. viruses, 
trojans, ransomware).

•	 I can explain why someone 
should use a strong and 
separate password for 
their email account, as the 
gateway to other online 
accounts.

•	 I understand the benefits of 
two factor authentication 
and use it where available.

•	 I can explain why backing up 
data is important and how 
this can be done.

•	 I can explain how and why 
it is important to always 
ensure someone makes safe 
and secure online payments.

Key Questions:
What threats exist when using 
the internet?

What are malware, viruses, 
trojans and Remote Access 
Trojans (RAT)

What makes a password 
secure?

How can password managers 
and two factor authentication 
improve your account security?

Resources required:
PowerPoint

Lesson One
Year 7

Recap:
What accounts do we have online? Give students time to make 
suggestions and discuss as a group. 

Introduction:
In this lesson we will be discussing some of the basics of keeping 
our accounts and data safe online. Start by asking, “Why it is 
important to keep our accounts and data secure?”. 

Class Learning:
Students work in pairs to find out what certain threats exist 
when using the internet, and how they can protect themselves.   
Students may consider the following. 

•	 Malware, Virus, Trojans and Remote Access Trojans
•	 Fraud 
•	 Ransomware 
•	 Phishing
•	 Compromised email or social media accounts
•	 Hacked websites (Leaked data or compromised site)

Each pair summarises what they have discovered and presents 
to the rest of the class. 

Discuss the danger of fraud to highlight the need to ensure 
payments are made via secure and trusted sites, plus that any 
account details are double checked to ensure they are correct.

One of the key aspects of account security is password security. 
Show the PowerPoint to provide the class with a range of 
example passwords and ask them to rank them in terms of 
the most to the least secure. Consider password length and 
probability (more characters = more options), commonality 
(actors, movie titles, etc and ease of prediction) and 
memorisation (how easy is it to remember).

Ask the class to consider the risk associated with using the same 
strong password across different sites and services (e.g. banks, 
social media, gaming sites).   Why might this be inadvisable? 
Introduce the idea of password managers as a solution to allow 
for different passwords for every site used, without the risk of 
forgetting them all. Discuss the risk of a password manager 
suffering a cyber incident; does the benefit exceed the risk?

Duration:
45 minutes

PRIVACY & SECURITY
Lesson One - Protecting data 

Please see following page for lesson continuation
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Independent Activity:
Students develop a simple poster which outlines their tips for 
keeping user accounts and user data safe and secure, including 
each of the topics explored during the lesson. 

Review:
Explain to the class the importance of account security to 
keep our data safe and secure. Once accounts have been 
compromised, or once data has been accessed by criminals, it 
is not possible to undo the event. Therefore, this data could be 
misused at any point in the future.

Year 7 online safety lesson plans

Year 7 Privacy & Security

Lesson One
Year 7

PRIVACY & SECURITY

Class Learning:
Introduce Multifactor or Two factor authentication (MFA/2FA) 
as another method to reduce the risk of an account becoming 
compromised, focussing on One Time Passcodes and 
Authenticator applications, but also mentioning biometrics as an 
additional factor.

Ask the class to consider ransomware, where all the files on 
your computer or server are encrypted. In this case the cyber-
criminal will have either bypassed password security or will have 
somehow identified the login details. How might we protect 
against this? An effective way is by backing up out computers, 
using, for example, cloud providers, or removable storage.  

Key Learning Outcomes:

•	 I can explain what malware 
is and give some examples 
of how it operates and what 
the impact could be on a 
device or user (e.g. viruses, 
trojans, ransomware).

•	 I can explain why someone 
should use a strong and 
separate password for 
their email account, as the 
gateway to other online 
accounts.

•	 I understand the benefits of 
two factor authentication 
and use it where available.

•	 I can explain why backing up 
data is important and how 
this can be done.

•	 I can explain how and why 
it is important to always 
ensure someone makes safe 
and secure online payments.

Key Questions:
What threats exist when using 
the internet?

What are malware, viruses, 
trojans and Remote Access 
Trojans (RAT)

What makes a password 
secure?

How can password managers 
and two factor authentication 
improve your account security?

Resources required:
PowerPoint

Duration:
45 minutes

Lesson One - Protecting data 



nationalonlinesafety.com

Year 7 online safety lesson plans

Year 7 Privacy & Security

Key Learning Outcomes:

•	 I can recognise that devices 
can collect and share 
data about users with or 
without their knowledge 
or awareness, e.g. device 
usage including microphone, 
camera and geolocation.

•	 I can explain the terms 
‘connectivity’ and the 
‘Internet of things’.

•	 I can explain why online 
services have terms and 
conditions that govern their 
use and give examples that 
illustrate how they impact on 
a user e.g. age restrictions.

•	 I can explain that devices 
and the internet can be 
monitored in order to keep 
people safe.

Key Questions:
What data might we share or 
might be gathered by different 
apps and services we use?

What is included in site and app 
terms and conditions and what 
does it mean?

How are IoT (Internet of Things) 
devices impacting on the data 
that might be gathered about 
us?

Resources required:
PowerPoint

Lesson Two
Year 7

Duration:
45 minutes

PRIVACY & SECURITY
Lesson Two - Data collection

Recap:
In the previous lesson we spoke about keeping our accounts and 
data secure online. Why is it important to keep such things safe? 
What steps can we take to keep them secure?    

Introduction:
When we make use of the internet and online services, we give 
away data, with the volume of data only increasing over time as 
we use more apps and services. Some of the data we choose to 
provide, while some data is given away simply through using an 
online site or service. Start by asking the class to list some of the 
data that sites or services might have about them.    

Class Learning:
The online world is all around us. Students take it in turns to 
suggest the devices in school or at home that are connected. 
Explain that this is the ‘Internet of things’, and to perform, many 
process data. Students work in groups to try and list the different 
data which services might have about them as part of the 
internet of things.  What data are we asked to provide, or do 
we choose to provide?  What data can be gathered from our 
devices and use of the service? What data could be inferred 
from the data we provide?

Gather feedback from the students, focusing on the volume and 
variety of data.  

Open the PowerPoint. As a class, consider devices such as 
robotic vacuum cleaners, online doorbells, home assistants such 
as the Amazon Echo, heating and lighting controls and smart 
TVs. What data might these gather? How might this benefit 
users? How might it benefit the companies which provide the 
goods and services? What risks might exist from having these 
devices in our homes?

Discuss how the data gathered can be used to help provide 
customised search results, product listings, music and video 
listings, but also used for the purposes of tracking or profiling of 
end users.

Please see following page for lesson continuation
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Year 7 online safety lesson plans

Year 7 Privacy & Security

Lesson Two
Year 7

PRIVACY & SECURITY
Lesson Two - Data collection

Independent Activity:
In pairs, students research the terms and conditions of a 
common social media platform (e.g. Snapchat, WhatsApp). 
Ask them to consider the terms and conditions with particular 
reference to these questions on the PowerPoint:

•	 Who owns the data posted on the service?
•	 Who is the data shared with?
•	 What happens when an account is deleted?
•	 Are there any age restrictions in relation to using the service?  
•	 How does the service monitor use and what happens should 

a user behave inappropriately?

Feedback and discuss as a class.

Review:
Finish by discussing the benefits and risks of the large amount of 
data we share. Discuss how services may seek to encourage us 
to use their service through personalisation, however they may 
equally seek to monitor and track us, as well as share data with 
others without our permission.

Key Learning Outcomes:

•	 I can recognise that devices 
can collect and share 
data about users with or 
without their knowledge 
or awareness, e.g. device 
usage including microphone, 
camera and geolocation.

•	 I can explain the terms 
‘connectivity’ and the 
‘Internet of things’.

•	 I can explain why online 
services have terms and 
conditions that govern their 
use and give examples that 
illustrate how they impact on 
a user e.g. age restrictions.

•	 I can explain that devices 
and the internet can be 
monitored in order to keep 
people safe.

Key Questions:
What data might we share or 
might be gathered by different 
apps and services we use?

What is included in site and app 
terms and conditions and what 
does it mean?

How are IoT (Internet of Things) 
devices impacting on the data 
that might be gathered about 
us?

Resources required:
PowerPoint

Duration:
45 minutes
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COPYRIGHT & OWNERSHIP
Year 7 online safety lesson plans

Lesson One - Online streaming

Year 7 Copyright & Ownership

Key Learning Outcomes:

•	 I know that commercial 
online content can be 
viewed, accessed or 
downloaded illegally.

•	 I can give some examples 
of illegal access (e.g. illegal 
streaming, pirate sites, 
torrent sites, peer-to-peer 
sharing) and the associated 
risks.

Key Questions:
What are the risks of watching 
content illegally online?

Resources required:
PowerPoint

Lesson One
Year 7

Recap:
What platforms do you use online to watch videos and films? Do 
users have to pay for these platforms? Why/why not?

Introduction:
Today we are going to talk about online streaming and 
downloading and talk about some of the laws surrounding 
watching or downloading videos on the internet.

Class Learning:
Ask students to suggest ways to download or stream videos, 
films and events online, and state whether they are legal or 
illegal. Illegal examples are:

•	 torrents
•	 peer-to-peer sharing   
•	 free streaming sites
•	 modified boxes or add-ons 
•	 pirate sites

Apart from getting in trouble with the police, ask students to 
discuss and suggest the potential risks to the person illegally 
streaming or downloading content online. Show the students the 
statistics from the PowerPoint.

Independent Activity:
In pairs develop a short presentation highlighting the risks 
associated with illegal streaming and downloading and offer 
guidance for peers on how to ensure they stay within the law and 
stay safe online. 

Review:
There are plenty of ways we can view content online safely and 
legally. There are potential consequences for downloading and 
streaming through non-legitimate sites, and this can include 
getting in trouble with authorities as well as risking your private 
information. 

Duration:
45 minutes
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Lesson Two - Plagiarism

Year 7 Copyright & Ownership

Key Learning Outcomes:

•	 I can accurately define the 
concept of plagiarism.

•	 I can use this definition to 
evaluate online sources.

Key Questions:
What is plagiarism?

Resources required:
PowerPoint

Lesson Two
Year 7

Recap:
What are some of the potential consequences of viewing content 
illegally online? Discuss as a class.

Introduction:
Today we are going to talk about plagiarism and why it is 
important that we understand the concept to make sure we 
know how to research and use online information correctly.

Class Learning:
Write the word plagiarism on the board and invite students to 
suggest definitions and examples. 

Plagiarism: the practice of taking someone else’s work or ideas 
and passing them off as one’s own.

Go through the PowerPoint looking at five examples of 
plagiarism. Explain that it is still considered plagiarism even if the 
text is not exactly the same; you can’t take someone’s ideas and 
call them your own. 

Independent Activity:
Students choose one of the Wake Up Wednesday guides to 
develop a short piece of writing on the topic of the guide. 
Students must be sure to avoid any of the examples of 
plagiarism highlighted in the PowerPoint. Encourage students to 
consider the facts used and the purpose of the text, and ensure 
they don’t fall into the trap of any of the five types of plagiarism 
examined in the previous task.

Review:
Students present their guide and explain how they have utilised 
the original information without plagiarising the work. 

Duration:
45 minutes


