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Year 6 online safety lesson plans

Lesson Plan Title

Objectives

I can identify and critically evaluate online content relating to gender, race, religion, disability,

Lessons

Lesson 1 — Challenging stereotypes

National
Online
Safety’

Self—imqge & culture and other groups and explain why it is important to challenge and reject inappropriate
. representations online. Lesson 2 — Managing online situations
Identity P 9ng
I can describe issues online that could make anyone feel sad, worried, uncomfortable or frightened. | Lesson 3 - Giving online safety advice
know and can give examples of how to get help online and offline.
I can explain the importance of asking until | get the help needed.
onli I can explain how sharing something online may have an impact either positively or negatively. Lesson 1 — Sharing photos of others
niine
Relati hi | can describe how to be kind and show respect for others online including the importance of Lesson 2 — To share or not to share?
elationships respecting boundaries regarding what is shared about them online and how to support them if others
do not. Lesson 3 — My digital footprint
| can describe how things shared privately online can have unintended consequences for others, for
example screen-grabs.
| can explain that taking or sharing inappropriate images of someone, for example embarrassing
images, even if they say it is okay, may have an impact for the sharer and others. | can also explain
who can help if someone is worried about this.
onli | can explain the ways in which anyone can develop a positive online reputation. Lesson 1 — Protecting my online reputation
niine
R tati | can explain strategies anyone can use to protect their digital personality and online reputation, Lesson 2 — Creating a positive online presence
eputation including degrees of anonymity.
Lesson 3 — My profile
. I can describe how to capture bullying content as evidence (e.g. screen-grab, URL, profile) to share Lesson 1 — Screengrabs and screenshots
Online with others who can help me.
Bullvi Lesson 2 — Reporting online bullying
uilying I can explain how someone could report online bullying in different contexts.

Lesson 3 — The impact of online bullying

hello@nationalonlinesafety.com | nationalonlinesafety.com



Year 6 online safety lesson plans

Lesson Plan Title

Managing
Online
Information

Objectives

I can explain how search engines work and how results are selected and ranked.
I can explain how to use search technologies effectively.

| can describe how some online information can be opinion and can offer examples.

I can explain how and why some people may present opinions as facts, and why the popularity of an
opinion or the personalities of those promoting it does not necessarily make it true, fair or perhaps
even legal.

| can define the terms ‘influence’, ‘'manipulation” and ‘persuasion’ and explain how someone might
encounter these online, for example advertising, ad targeting and targeting for fake news.

I understand the concept of persuasive design and how it can be used to influences peoples’ choices.

| can demonstrate how to analyse and evaluate the validity of facts and information, and | can explain
why using these strategies is important.

| can explain how companies and news providers target people with online news stories they are more
likely to engage with and how to recognise this.

| can describe the difference between online misinformation and disinformation.

I can explain why information that is on a large number of sites may still be inaccurate or untrue. | can
assess how this might happen, for example the sharing of misinformation or disinformation.

| can identify, flag and report inappropriate content.

Lessons

Lesson 1 — Persuasion and adverts
Lesson 2 — Fake news detective

Lesson 3 — Writing fake news

National
Online
Safety’

Health,
Wellbeing &
Lifestyle

| can describe common systems that regulate age-related content (e.g. PEGI, BBFC, parental
warnings) and describe their purpose.

I recognise and can discuss the pressures that technology can place on someone and how and when
they could manage this.

| can recognise features of persuasive design and how they are used to keep users engaged (current
and future use).

| can assess and action different strategies to limit the impact of technology on health (e.g. night-shift
mode, regular breaks, correct posture, sleep, diet and exercise).

Lesson 1 — Being healthy with technology
Lesson 2 — Persuasive design online

Lesson 3 - Pressure and technology

Privacy &
Security

| can describe effective ways people can manage passwords, for example storing them securely or
saving them in the browser.

I can explain what to do if a password is shared, lost or stolen.

I can describe how and why people should keep their software and apps up to date, for example auto
updates.

| can describe simple ways to increase privacy on apps and services that provide privacy settings.

| can describe ways in which some online content targets people to gain money or information
illegally; I can describe strategies to help me identify such content (e.g. scams, phishing).

I know that online services have terms and conditions that govern their use.

Lesson 1 — Managing passwords
Lesson 2 - Real or fake?

Lesson 3 - Phishing

Copyright &
Ownership

| can demonstrate the use of search tools to find and access online content which can be reused by
others.

| can demonstrate how to make references to, and acknowledge, sources | have used from the
internet.

Lesson 1 — Copyright presentations
Lesson 2 — Referencing

Lesson 3 - Bibliographies

hello@nationalonlinesafety.com | nationalonlinesafety.com
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Self-image and Iidentity
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Lesson Objectives:

can identify and
critically evaluate
online content relating
to gender, race, religion,
disability,

culture and other
groups and explain
why it is important

to challenge and
reject inappropriate
representations online.

Key Words:

Identify

Evaluate
Representation
Stereotype = A set idea
that people have about
what someone or
something is like
Inclusivity

Resources:

« ‘Stereotypes’ presentation

Duration:
30 minutes

&

National
Online
Safety’

Self-image and identity

Lesson 1 — Challenging stereotypes

Introduction:

There are many ways in which identities are represented online and it is important to be able to identify them and make
decisions on whether they are right or wrong.

Whole Class Learning:

Discuss the definition of ‘stereotype’”: a set idea that people have about what someone or something is like, especially an idea
that is wrong.

Open the PowerPoint. Ask, ‘What do you notice about the gender of the people in each job?’. These are stereotypes — the idea
that a job is assigned to a certain gender. Gender stereotypes are very common and can be found in various places on the
internet. For example, a tweet about an upcoming football match might read ‘Looking forward to seeing all the boys down at
the ground today’, thus continuing the stereotype that football is a boy’s game. Talk about how this can be the same for other
areas, such as race, religion, disability, culture and many other groups. Due to the nature of the internet, anyone can post
anything online and can often support stereotypes. Ask, ‘Can you think of any other stereotypes?'. For example, all Muslims
are from outside of the UK; older people are physically less capable than younger people; disabled people are unable to take
part in sports. Ask, ‘How are these stereotypes supported by the internet?’ — photos, posts and targeted adverts. Show the
children the second slide that challenges stereotypes. Explain that ultimately, this is what we want the internet to look like. If the
internet has the power to continue stereotypes, it also has the power to challenge them and everyone who goes online has a
responsibility to do that.

Independent Learning:
The children write an acrostic poem to challenge stereotyping online, using the word ‘INCLUSIVE'.

Internet should be a safe place for all

No stereotypes here

Challenge what is wrong

Learn to live with one another

Use your trusted adults to help you make it fair
Stand up for each other

Invite others to join

Value everyone’s ideads

Everyone is welcome

Review:

How you choose to challenge stereotypes online is personal. It might be that a person writes something explaining that
what they are doing is wrong or contacts the platform to ask to take the content down or doesn't share/like content that
perpetuates stereotypes. Ask, ‘Can you think of any other ways?".

hello@nationalonlinesafety.com | nationalonlinesafety.com 6



Lesson Objectives:

| can describe issues
online that could

make anyone feel sad,
worried, uncomfortable
or frightened. | can give
examples of how to get
help, both online and
offline.

| can explain the
importance of asking
until | get the help
needed.

Key Words:

CEOP
Childline

Resources:

‘Online Situations’ PowerPoint

Duration:
30 minutes

&

National
Online
Safety’

Self-image and identity

Lesson 2 — Managing online situations

Recap:

Remind students that sometimes things might happen online that make them feel sad, worried, uncomfortable or frightened.
Ask pupils what these situations might be, and what they should do it this happens.

Introduction:

Today, we are going to look in more detail about how to get help if something online makes us feel sad, worried, uncomfortable
or frightened.

Whole Class Learning:

Go through the PowerPoint and ask the children what is happening in each picture. Ask how they would feel if it happened to
them and what they would do in that scenario. Elicit answers, including blocking and reporting online, and for each one, make
sure they say, ‘Tell a trusted adult’. Ask, ‘What would you do if your trusted adults weren't immediately available?’. Tell the class
that there are phone numbers they can call if they need help and display the ChildLine number and CEOP information on the
final slide.

Independent Learning:

Hand out the ‘Online Situations’ worksheets, and ask the students to think about how they would feel in each situation and to
write it down. Then ask students to write down what they would do to get help. For fast finishers, ask them to write what they
would do if their trusted adults weren't available when they needed help.

Review:
The students read some of their answers. Emphasise throughout how important it is to tell a trusted adult.

hello@nationalonlinesafety.com | nationalonlinesafety.com 7



Lesson Objectives:

| can talk about what |
have learned in online

safety lessons this year.

Key Words:

« Check understanding
of all key words used in
this unit of learning.

Resources:

Cardboard
Coloured card
Paints/felt tip pens
Scissors

Dice

Counters

Duration:
30 minutes

&

National
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Safety’

Self-image and identity

Lesson 3 — Giving online safety advice
Recap:
Ask, ‘Can you remember the number for Childline?".

Practise with actions.
Introduction:

Explain to the children that as we are at the end of our unit of learning about self-image and identity online, we are going to
consolidate our learning by creating a board game to play in class and to share with our Year 5 classes. Invite suggestions
from the children about what this could look like and how it might be played as well as what types of questions would be useful
to show all that they have learnt.

Whole Class Learning:
Introduce and discuss Independent Learning task.

«  How might your game look?
«  What questions will you ask?

Topics for questions should include:

Avatars

Usernames

Online photographs

Information which should/should not be shared
Privacy

Advice

Questions could be (but do not have to be) written as scenarios with multiple choice answers, for example:
Becca has received an unkind message. What should she do?

a. Write an unkind message back

b. Tell atrusted adult

c. Tell al her friends to be mean to the person who wrote the message
Independent Learning:

The children design and create a simple board game to be played with each other and then with Year 5 children. The game
could be a simple number track with question cards with multiple choice answers — as discussed in the whole class learning
input. The children might have their own ideas but it should be emphasised that, however they choose to present their game, it
must cover the topics we have covered and show their understanding of what they have learnt.

Some children might prefer to work using an iPad or similar (if available) to create a quiz.

Review:

Ask, ‘What is the single most important piece of advice you would give to someone who was struggling with an online
problem?”.

hello@nationalonlinesafety.com | nationalonlinesafety.com 8
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Lesson Objectives:

« | can explain how
sharing something
online may have an
impact either positively
or negatively.

Key Words:

« Privacy
« Consent
+  Respect

Resources:
« Scenario cards

Duration:
30 minutes

Online
Safety’

Online Relationships

Lesson 1 — Sharing photos of others

Recap:

Ask, ‘What can you remember from last year’s learning about online communities?” What can go wrong? Where would you
get help?.

Introduction:

As young children, we are encouraged to share. Is all sharing good? When might it not be a good thing to share?

Collect answers and mind map them so they are visible to the children throughout the lesson.

Whole Class Learning:
Place these scenarios under headings ‘OKAY’ or ‘NOT OKAY".

« A parent shares on Facebook a photo of her child winning his race at sports day.

« Ateenager shares a photo of herself at a concert on Instagram.

« AYear 9 boy shares a screenshot of a private conversation between him and another student on a WhatsApp group.
« Agirlin secondary school asks one of the boys in her class to send her a selfie.

« A parent posts a photo on social media of their child and another child playing together. The parent captions the post
‘Young Love'.

It is likely that not every child will agree on which heading these scenarios should under and this will elicit plenty of discussion.
Ask, ‘If someone has shared something about you and you are not happy about it, what can you do?".

Invite answers from the children and then clarify understanding by explaining the following:

< Ensure your privacy settings are on.

« Ask the person who has shared to delete the post.
+ Report the person who has shared the post.

« Ask the media platform to delete the post.

Please see following page for lesson continuation N
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Lesson Objectives:

« | can explain how
sharing something
online may have an
impact either positively
or negatively.

Key Words:

« Privacy
« Consent
+  Respect

Resources:
« Scenario cards

Duration:
30 minutes

Online
Safety’

Online Relationships

Lesson 1 — Sharing photos of others

Independent Learning:
Explain to the children that they are going to be agony aunts and write a letter, offering advice for someone who has a
problem.

The children should read the letter (below) and write their responses thinking carefully about the advice they are offering.

Dear Agony Aunt,

At a party recently, | had too much to eat and then | threw up. It was very embarrassing. My best friend was there, and |
thought she was going to help me, but instead she started filming me being sick.

That evening, she shared the video with my whole class on our WhatsApp group.

| already feel so embarrassed and uncomfortable about what’'s happened, and now I'm worried that she’s going to share it
with even more people. What should | do? | don’t want anything like this to happen to me again.

Please help!
Levi aged 10

Review:
The children share their responses to the letter.

Ask, ‘Did everyone have similar responses?’.

hello@nationalonlinesafety.com | nationalonlinesafety.com
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Lesson Objectives:

| can describe how

to be kind and show
respect for others
online including

the importance of
respecting boundaries
regarding what is
shared about them
online and how to
support them if others
do not.

| can describe

how things shared
privately online can
have unintended
consequences for
others, for example
screengrabs.

Key Words:

Appropriate
Inappropriate
Privacy
Consent
Respect

Resources:

Hoops
‘Situations cards
worksheet

’

Duration:
30 minutes

&

National
Online
Safety’

Online Relationships

Lesson 2 — To share or not to share?

Recap:

Discuss key words from the last lesson to check understanding and explain that we are going to add some more to the list in
this lesson. Introduce new vocabulary and ensure that all the children understand the meaning of each word.

Introduction:

The children sit in a circle. Child one starts off with a large piece of paper (A2 size). The paper could show a message or a
photo. She shares it by passing it to another child. Child 2, who now has the piece of paper, tears it into four pieces and shares
each of the pieces with children in the circle. The children who receive one of the four pieces tear their piece into six pieces and
pass it to six new children. Very quickly, the paper has been distributed around the class.

Ask the children to imagine that happening on a much larger scale with a worldwide audience to illustrate how quickly images
and information can be passed around the internet.

Whole Class Learning:

Put two hoops on the classroom floor, labelled ‘SHARE’ and ‘DON'T SHARE'. Using the worksheet, ask the children to sort the
range of situation cards into the appropriate hoops.

Discussion whilst this activity is carried out might include:

- Isit safe to share? Why/why not?

«  Was the person who sent the original message/photo intending it to be shared?

. If the image/message/information that you are sharing was not originally yours, did you ask permission?
« Is there any way that the information you are sharing could be misunderstood or misconstrued?’

«  What might the consequences be?

Explain that, whilst most sharing online is not illegal, some is, for example, death threats or negative comments about

someone’'s race, gender, disability or sexuality. These are hate crimes and can be investigated by the police, and even if you
did not instigate it, by sharing it, you are complicit in its circulation.

Please see following page for lesson continuation N
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+ | can describe how
to be kind and sh — L)
Rt bl Lesson 2 — To share or not to share*
online including

the importance of Independent Learning:

respecting boundaries Ask the children to write short acrostic messages using some of the words from today’s learning, for example:

regarding what is

shared about them SHARING CAN BE DANGEROUS

online and how to HELP IS ALWAYS AVAILABLE

Z%pfgt” I I @l ALWAYS CHECK WITH AN ADULT IF YOU ARE NOT SURE
: RESPECT THE BOUNDARIES OF OTHERS

| can describe E-SAFETY IS FOR EVERYONE

how things shared

privately online can

have unintended Review:

consequences for
others, for example
screengrabs.

The children share acrostic messages with each other and display in the classroom.

Key Words:

Appropriate
Inappropriate
Privacy
Consent
Respect

Resources:

+  Hoops
» ‘Situations cards’
worksheet

Duration:
30 minutes

hello@nationalonlinesafety.com | nationalonlinesafety.com 13




Lesson Objectives:

+ |can explain that
taking or sharing
inappropriate images
of someone (e.g.
embarrassing images),
even if they say it is
okay, may have an
impact for the sharer
and others; and | can
explain who can help
if someone is worried
about this.

Key Words:

Appropriate
Inappropriate
Privacy
Consent
Respect

Digital footprint

Duration:
30 minutes

National
Online
Safety’

Online Relationships

Lesson 3 — My digital footprint

Recap:
Ask, ‘What does it mean to respect someone’s boundaries? What does it mean to respect someone’s boundaries online?".

Introduction:

Split children into groups and ask them to write definitions for the key words (below). Share the definitions so that all the
children are clear about the meaning of the vocabulary.

Whole Class Learning:

In our last lesson we discussed how important it is to show respect to others online and the consequences that being unkind
online can have.

As you move into secondary school, your influences and your relationships will change. You will find that you are more
influenced by friends and less so by your parents. It is likely that you will be spending more time online. Decision making can be
more difficult as you will be more responsible for your own actions.

Many of your interactions online will take place on social media platforms. Ask, ‘Which social media apps do you know?".

Social media has many benefits and can make you feel included, give you access to people all over the world and help you to
stay in touch with people, whenever you like. But when you post on social media, you can lose control over what happens to
the post and how it is shared with others.

If you are thinking about sharing information online about someone else — this might be a photo or a message or an
interaction between two or more people - it is important to ask their consent, and if they do not wish their information to be
shared, to respect their privacy and their personal boundaries.

Whenever you visit a website or an app or share something online, you are creating a digital footprint, which is a collection

of all the information about you that is online. It includes the information you have shared and the information others have
shared about you. Your digital footprint can be both a positive and a negative thing. It can help people to know what you're
interested in (because of searches you have made or things you have liked) and what you're proud of. But it can mean that
others can see things about you that you did not intend them to see, for example embarrassing photos, mean messages you
write. It can even be seen by people you don't know.

Please see following page for lesson continuation N
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Lesson Objectives:

+ lcan give examples
of when I should ask
permission to do
something online and
explain why this is
important.

Key Words:

- Allowed
+  Permission

Resources:

« Teddy
« How to ask for
permission openers

Duration:
30 minutes

National
Online
Safety’

Online Relationships

Lesson 3 — My digital footprint

Independent Learning:
Draw around your foot and cut out the outline.

This is your digital footprint. Ask, ‘What should go into it?". It would be impossible for us to show everything that is included in
our digital footprint, so we can use headings to show what would be there.

The children draw and write within the outline the things that make up their digital footprint.

It should include: photos, videos, messages, purchases, searches, games and data from apps.

Review:

If you are worried about what you have shared or what has been shared about you, what steps can you take to ensure that
sharing is positive?

« Think before you post

« Share the positive aspects of your life — the bits you're proud about

« Check your privacy settings (friends only)

« Check the information that is being collected by the apps you use.

« If you have shared something inappropriate, delete or edit anything you can and encourage those who have shared
without your consent to do the same.

hello@nationalonlinesafety.com | nationalonlinesafety.com 15
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Lesson Objectives:

« | can explain strategies
anyone can use to
protect their digital
personality and online
reputation, including
degrees of anonymity.

Key Words:

+ Reputation
- Digital personality

Duration:
30 minutes

National
Online
Safety’

Online Reputation

Lesson 1 — Protecting my online reputation

Recap:
Ask, ‘If I say that my friend has a good reputation, what do you think their behaviour is like?'. Discuss as a class.

Introduction:

Have the children split into small groups. On a piece of rice paper, write down the word ‘reputation” and hand that paper to
each group. The children write down what they think reputation is. Ask the class, ‘What is the difference between a positive
reputation and a negative reputation? What type of behaviour means that you create a positive reputation? Can you have a
reputation online?”.

Whole Class Learning:

Explain to the children that a reputation is the beliefs or opinions that people have about you, and your reputation is impacted
by the things you say and do. This is true in the offline world as well as the online world. Ask, ‘Why is it important to have a good
reputation?’.

When using social media or any online platforms, it is important to protect your digital personality and foster a positive online
reputation. Give the children an example of a social media thread where children are commenting on a video that has been
created by some of their peers (Minecraft video). This thread includes some positive comments about the video as well as
some negative comments. Draw attention to the positive comments and ask, ‘"How will that make the author feel? What does
that make you feel about the person commenting?'. Now draw attention to the negative comments. Ask the same questions.
Whole class discussion on whether the commenters should have said those things. Ask, ‘Would they say them in person?'.

Explain to the children that the things you say online can impact both yourself and others in the offline world. It is always
important before you leave a comment to think about what you will say before you say it. How will what you say impact the
author, and how will it make you look to your peers. Will it impact your reputation negatively or positively?

You should always assume that nothing is private online and that even what you say in a private group can be public and that
any messages you send can become public very easily. You should never post anything online that you don't want thousands
of people to see, including your family.

Independent Learning:

In groups, the children develop an acronym or a phrase that helps them remember how to protect and foster an online
reputation, such as ‘Do you want your mum to see this?’ or ‘The world is watching'. They create posters with this acronym that
can be displayed in the classroom.

Review:

Reiterate to the children that they should assume that nothing is ever private online and anything that they wouldn't want their
family or friends or teachers to read, they should not post or write.

hello@nationalonlinesafety.com | nationalonlinesafety.com 17



Lesson Objectives:

« | can explain the ways
in which anyone can
develop a positive
online reputation.

Key Words:

« Positive
«  Online reputation.

Resources:

«  'My Interests’
PowerPoint

+  Examples of online
posts

Duration:
30 minutes

National
Online
Safety’

Online Reputation

Lesson 2 — Creating a positive online presence

Recap:

Talk about what we learned in the last lesson. Ask, ‘What is reputation? How can your actions online impact your reputation
offline? What are some good general rules to follow to bolster or protect your online reputation?’.

Introduction:

Ask the children to share some stories about what they're interested in. Ask, ‘What are you passionate about? What makes you
interesting? What’s something that you are really good at doing?’. Collate their comments on a whiteboard. Ask the children, ‘If
all those passions and interests were about one person, what would you think of them?".

Whole Class Learning:

Explain to the children that the world is moving more and more online and that their online reputation can have an impact
on how they are perceived by their peers, and one day, by potential employers. It is important to create and foster a positive
online presence.

Have the children discuss in pairs different ways in which they may be able to create a positive online presence and
reputation, and then share their ideas as a class. Collate the ideas and discuss with the children why they believe those ideas
can create a positive online presence.

Explain to the children that we all have interests, hobbies and passions that make us unique, and it is absolutely fine to share
those passions as this is what people may want to know about you. We should always be positive about people’s interests and
encourage them when sharing those activities.

Show students the PowerPoint of a friend sharing one of their interests. Model to the class a positive thing you could say about
that interest. Revisit the rules and sayings we created in the previous lesson about what we write online being public. Ask, ‘"How
might this comment affect my online reputation?”.

Independent Learning:

The children are given different scenarios involving online content (e.g. videos, pictures or comment threads). They must
then think of a positive comment that they could say about each resource. The key question they must focus on is how that
comment could affect their online and offline reputation.

Review:
Ask, ‘Why is it important to develop a positive online reputation? What can | do to help develop a positive online presence?’.

hello@nationalonlinesafety.com | nationalonlinesafety.com 18



Lesson Objectives:
« | can show myself

online in a positive way.

Key Words:
« Positive image
- Digital footprint
Resources:

+ 'Gaming Profile’
worksheet

Duration:
30 minutes

&

National
Online
Safety’

Online Reputation

Lesson 3 — My profile

Recap:

Ask, ‘What are some ways that we can develop a positive online reputation? Why is developing a positive online reputation so
important? What strategies can we use to develop a positive online reputation?”.

Introduction:
Today, we are going to explore how to build our own profiles that show us in a positive light.

Whole Class Learning:

In the previous lesson we discussed how our comments and the things we say can have a positive or a negative impact on
our reputation (online or offline). Whatever we do online leaves a digital footprint, whether it's the things we have said or the
profiles we have made, and sometimes, a simple Google search of a hame can show everything about us based on what we
have done online. This is more relevant, the larger online presence we have.

Model to the class looking up a famous person who the students like. Show the class all the information that is online about
them. Explain to the children that everything these celebrities have done online shows up, including every Tweet or Instagram
post, as well as all their profiles.

Explain to the children that this is all accessible to the public and what their profiles say about them has an impact on how
people may view them. By sharing their interests and passions, this helps them develop a positive online presence.

Model to the children how you would create a gaming profile for yourself. Have a whole class discussion about some of the
information you may add to it, such as hobbies or interests and think about how this helps create a positive online presence.

Independent Learning:

Give the children the ‘Gaming Profile’ worksheet. They must then think about the type of things they would want to share online
that help them develop a positive online reputation. Have the children think back to the previous lesson where they shared
their interests and hobbies and use those in their profiles.

Review:

Ask, ‘How does sharing your interests and hobbies create a positive image? Why is it important to have a positive image
online?".

hello@nationalonlinesafety.com | nationalonlinesafety.com
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Lesson Objectives:

- | can describe how
to capture bullying
content as evidence
(e.g. screen-grab, URL,
profile) to share with
others who can help
me.

Key Words:

« Screenshot
+ Screengrab
« Evidence

Resources:

-+ Ipad/camera/webcam
to record videos on

Duration:
30 minutes

National
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Online Bullying

Lesson 1 — Screengrabs and screenshots

Introduction:

Ask, ‘If someone sends you a funny photo on Snapchat that you want to keep, what can you do?'. Talk about ‘screenshotting’
and ‘screengrabbing’ and how to do them.

Whole Class Learning:
Ask, ‘Why might screenshotting be useful for someone who is being bullied online?’. Discuss.

When someone is being unkind online and we want to tell someone about it, it is often useful to have evidence. Ask, ‘Why do
you think that is?".

Ask, ‘Taking a screenshot is one way to gain evidence, but what if it was a video which included some unkind language or
images? Do you think you'd be able to capture it all through screenshots? What could you do instead?’. Show the children how
to copy the URL and explain what a URL is and how it is specific to that website.

Ask, ‘If someone posts something mean online and they think they might get in trouble, what might happen when you go to
show someone the next day? Do you think they would keep it up forever? What if they deleted the video?’. How could we make
sure that we have evidence? Show children how to screen record on their phones.

Ask, ‘If you see something online that makes you uncomfortable and you want to tell someone, when do you think you should
tell them/show them/get evidence?". Explain that the children should act quickly as the offensive content may be taken down.
Explain that they should also seek someone to speak to about it quickly as their uncomfortable feelings may grow over time to
make them feel very distressed.

Independent Learning:

Create a video in groups explaining why it is important to gain evidence and showing how to gain evidence in different ways
on different devices.

Review:

Watch the videos using a checklist: have they included why to gain evidence, when to gain evidence and the different ways to
gain it?
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Lesson Objectives:

« | can explain how
someone would report
online bullying in
different contexts.

Key Words:

+ Block
+  Report
+ Helplines

Resources:
« Scenario cards

Duration:
30 minutes
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Lesson 2 — Reporting online bullying

Recap:
Ask, ‘Why should we gain evidence of cyber bullying? How do we do it?".

Introduction:
The adult you trust to talk to about online bullying isn't home. What do you do?

Whole Class Learning:

Someone is repeatedly posting nasty comments on your TikTok videos. At first, you tried to ignore it but it's got worse. Ask,
‘What do you do?".

Show the children how to block someone on Instagram, TikTok, Shapchat, Roblox and Fortnite.

You're looking at your friend's profile and notice a racist message underneath one of their photos. Ask, ‘'What do you do?".

Show the children how to report someone. Look through different options and give examples of things that might fall under
each category to ensure that the children understand them. Explain that the reporting process isn't instant but that they should
check back in a few days to see if the content has been removed.

You're feeling more and more uncomfortable about some videos that people from another school have been posting about
you. Children at your school have started teasing you about them, and they've been sharing them to their accounts too. You've
tried to talk to your mum about it, but she’s been really busy with work. When you log on, you see that a particularly nasty
video has been shared over 100 times. You feel sick and you don’t know how you're going to face all of those children at school
tomorrow. Ask, ‘What do you do?".

Remind the children of the helplines and how to access them.

Independent Learning:
The children create a flow chart to show what to do in different scenarios.

Review:
Ask the following questions:
« ‘Why do you think there are different ways to report cyber bullying?".

- 'Why do you think it is important to have a ‘report’ feature?”.
«  'Whose responsibility do you think it is to make sure that social media platforms are kept as safe as possible?".
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it Lesson 3 — The impact of online bullying
to seek help

Recap:

Resources: Let’s go round the room, and you tell me one thing we have covered in this unit.

« Device per child to play
on Introduction:

S linkio Today, we're going to find out how much you remember with a Kahoot quiz. Ensure each child has a device to play on.

Whole Class Learning:

Kahoot as independent task but each question discussed as a class afterwards.
Kahoot Quiz

Independent Learning:

The children go through the Kahoot quiz and review the questions and answers.
Kahoot Quiz

Ask, 'If you could share one tip from this unit of work, what would it be?".

Review:

It is important to remember the safety tips and advice and build on them as you continue using the online world. This will help
you to be safe and successful in the digital space.

Duration:
30 minutes
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Lesson Objectives:

| can explain how
search engines work
and how results are
selected and ranked.

| can explain how to use
search technologies
effectively.

| can define the

terms ‘influence’,
‘manipulation” and
‘oersuasion’ and
explain how someone
might encounter these
online, for example
advertising, ad
targeting and targeting
for fake news.

| understand the
concept of persuasive
design and how it can
be used to influence
peoples’ choices.

Key Words:

Digital content
search engine
online

targeted advert
pop-up advert
influence
persuade

Resources:

‘Targeted Adverts’
PowerPoint
‘Targeted Adverts’
worksheet

&

Duration:
30 minutes
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Lesson 1 — Persuasion and adverts

Recap:

Ask, ‘Can we remember the key ways to check if information is trustworthy or not?’. Discuss with the class. Ask, ‘What do we
call information that is untrustworthy?’. Fake News. Ask, ‘What should we do if we encounter fake news? Should we share it or
not?’.

Introduction:

Today, we are going to learn about search engines and how results are selected and ranked. We will look into the effect on our
decisions and how they influence us.

Whole Class Learning:

Open the PowerPoint. ____ _________
at the top three results.

decides to search for something online. They use a search engine to do this and look

Ask, ‘Why do you think companies are trying to be ranked first?’. Discuss with your partner.

Search engine rankings including how adverts are featured first. They are ranked first so they can influence. Show students the
definition of ‘influence’ and an example.

They can also manipulate your thoughts. Show students the definition of manipulation and an example.
They can also persuade. Show students the definition of persuasion and an example.

As well as ranking websites, there are also targeted adverts which use details about people and pop up on people’s searches
based on their details. Show students the example of a targeted advert.

Ask, ‘What do you notice about the advert? What persuasive techniques do they use to persuade you to buy?’. Big bold
headline, colourful picture, a catchy slogan, persuasive language, rhetorical question and special offer.

Now you're going to create your own pop-up advert. You can either draw or use Canva or Adobe Express to create it. Choose
the type of person you wish to persuade and what your advert will be about.

Independent Learning:

Hand out the ‘Targeted Adverts’ worksheet and in groups, use the information about Ellie-May to design a pop-up advert that
Ellie-May would want to click on. Go around the room and encourage the students to explain their choices. Fast finishers can
design targeted adverts for their classmates based on the information they know about them.

Review:

Share the children’s pop-up adverts with the class. The class vote on which advert has persuaded them the most. Discussion
about why it was such an influential advert. Ask, ‘What techniques did they use?’. Big bold headline, colourful picture, a catchy
slogan, persuasive language, rhetorical question, special offer.
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Lesson Objectives:

| can demonstrate how
to analyse and evaluate
the validity of facts and
information, and | can
explain why using these
strategies is important.

| can explain how
companies and news
providers target people
with online news stories
they are more likely to
engage with and how to
recognise that

| can describe the
difference between online
misinformation and
disinformation.

| can explain why
information that is on

a large number of sites
may still be inaccurate
or untrue. | can assess
how this might happen,
for example the sharing
of misinformation or
disinformation.

| can describe how some
online information can be
an opinion and can offer
examples.

| can explain how and
why some people may
present opinions as facts
and why the popularity
of an opinion or the
personalities of those
promoting it does not
necessarily make it true,
fair or perhaps even legal.
| can identify, flag and
report inappropriate
content.

Key Words:

Digital content « Fake
news « Opinion -

Fact - Information
Misinformation « Persuade
-Trusted adult

Resources:

‘What is Foke News?’
PowerPoint

‘Fake News Detective’
Worksheets

Duration:
30 minutes
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Lesson 2 — Fake news detective

Recap:

Ask, ‘What is the difference between opinions and facts?’. Discuss with your partner and gather ideas as a class. A fact is a
statement that can be verified. An opinion is an expression of belief about something.

Introduction:

Today, we are going to look at different news articles and determine whether they are real or not. Things online that aren't true
are often called fake news, and it is important that we are able to spot this to make sure we know what to believe online.

Whole Class Learning:

Show the students the first slide of the ‘What is Fake News?' PowerPoint and discuss it as a class. Encourage the students to
justify their choices. Ask, ‘Which one of these articles would you prefer to read?” and encourage pupils to explain their answers.
Explain that websites want as many people as possible to click on their stories, and the more exciting the headline, the more
likely it is that people will want to read more about it.

Show the students the definitions of misinformation and disinformation, highlighting that disinformation is deliberate, and
misinformation is an accident. Ask, ‘If you share a story that you believe, is it disinformation or misinformation?’. Ask, ‘If a news
website writes a story that they know isn’t completely accurate, is this disinformation or misinformation?’.

Explain how quickly fake news can spread if we all share it with a few of our friends, and this means that we might see this
information in a lot of places onling, but it doesn't mean it is true.

Ask the students how we can use our thinking skills to work out if something we read online is fake news. Discuss answers as a
class, and then show the next slide. Go through the tick list with the class and elicit other examples of each of the questions.

Independent Learning:

Hand out the ‘Fake News Detective’ worksheets, and in pairs or small groups, the students work through each story asking

the questions on the tick list to decide whether the article is likely to be fake news. Go around the class and ask the pupils to
explain their answers. Fast finishers, in the same pairs or groups, can create their own fake news articles that they think lots of
people would want to click and read.

Review:

Go through the questions that the pupils should ask themselves when they read an article online to decide if it is real news or
fake news and encourage them to ask these questions when they see information online. Remind the students that if they see
something that makes them uncomfortable online, they must tell a trusted adult.
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Lesson Objectives:

| can describe

how some online
information can be an
opinion and can offer
examples.

| can explain how and
why some people

may present opinions
as facts and why the
popularity of an opinion
or the personalities of
those promoting it does
not necessarily make

it true, fair or perhaps
even legal.

Key Words:

Fake news
Reliable

Resources:

Tablets or computers

Duration:
30 minutes
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Lesson 3 — Writing fake news

Recap:
Ask, ‘'What makes a story more interesting to read?’. Discuss as a class.

Introduction:

Today, we are going to write our own stories for our classmates. Some of the information we use will be real, reliable news, and
some of the information will be fake news. We will then see if we can all spot some of the fake information in your stories.

Whole Class Learning:
As a class, discuss some examples of fake news that the students have seen or heard about. Now discuss examples of real
news. You can show examples on the screen.

Before students start writing, encourage them to consider where they will find their real information, and the reason for adding
fake information into their stories. Perhaps they want to convince others about an opinion they hold, or perhaps they want to
make sure people read the story. Highlight that these are some of the reasons why people online publish fake news as well.

Independent Learning:
Using tablets or computers, students research and write their stories, using a mixture of factual news and fake news.

Review:

Students go around the classroom and read each other’s stories. Can the students recognise elements that might be fake
news? What makes them stand out as unreal? Feedback and discuss as a class.
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Lesson Objectives:

+ | can assess and action
different strategies
to limit the impact of
technology on health
(e.g. night-shift mode,
regular breaks, correct
posture, sleep, diet and
exercise).

Resources:

+ ’'Being Healthy with
Technology’ PowerPoint
‘Being Healthy with
Technology’ worksheet

+  Your Opinion worksheet

Duration:
30 minutes
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Online
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Health, Wellbeing & Lifestyle

Lesson 1 — Being healthy with technology

Recap:

Ask the students, ‘'What we can do to make sure we are happy and healthy with technology. What are the rules that we should
follow?".

Introduction:

Tell the class that today, we are going to talk more about how to make sure we are healthy with technology. Ask students, ‘How
can technology impact physical health?’ and allow them time to volunteer answers and write them on the board.

Whole Class Learning:

Show the students the PowerPoint and explain that in each of the pictures, the person is having a problem, and the class are
going to decide the cause of the problem. Show the class the first slide and elicit the problem, and ask the students to suggest
why the person in the picture might have that problem. Expect the children to make a variety of suggestions, and offer prompts
for the correct answer if necessary. Do this with each of the slides to understand what problem the slide is illustrating.

Go back to the first slide, and ask the students in small groups to decide what the person can do to make the problem better.
Some examples might be turning off devices in the evening, getting enough sleep, sitting up straight at computers, having
breaks from a screen or getting enough sleep.

Independent Learning:
Show the children the statement:

Using a screen for more than six hours per day is bad for your brain development and your social skills.

Ask the children to gauge their response to this statement by stating whether they agree strongly, agree, are not sure, disagree
or disagree strongly. They should back up their initial response with evidence based on an available vocabulary bank: mood,
behaviour, sleep patterns, negative effects on nervous system, irritability, over stimulation.

The children should extend each of their points to come up with a convincing argument. This could be a written or verbal task.
Ask the class if any of them think they could make any changes to the way they use devices to feel happier and healthier. Ask

the students to write down three changes they think they could make with technology and explain how these changes will
make them feel healthier.

Review:

Go around the class and ask each child to tell their classmates one of the changes they could make and how the change
would make them feel healthier.
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Lesson Objectives:

| can describe
common systems that
regulate age-related
content (e.g. PEGI, BBFC,
parental warnings) and
describe their purpose.

| can recognise
features of persuasive
design and how they
are used to keep users
engaged (current and
future use).

Keywords:

Persuasive design
Behaviour

Social
Psychological
Autoplay

Streak

Loot box

Resources:

’

‘Persuasive design
PowerPoint

‘App warnings’
worksheet

Duration:
30 minutes
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Lesson 2 — Persuasive design online

Recap:

Ask the children where have they heard the word ‘persuasive’ before. The children may be able to offer examples from
persuasive writing in English. Discuss feedback as a class and clarify that if something is persuasive, it is good at persuading
someone to do or believe something

Introduction:

Ask, ‘When someone is creating a new game or app, what do the developers want to persuade you to do?’. Give children
thinking or partner time and discuss answers, which may include encouraging users to download and use or play the game or
app; pay for the game or app; spend money whilst using them; or stay on the game or app for as long as possible. Ask, ‘How
do companies keep their game or app popular? What makes people want to keep playing it?".

Whole Class Learning:

Ask, ‘What makes a person want to start playing a game/using an app?". It looks exciting; it is interesting to them; other people
are playing it; they don’t want to be left out; and they get rewards for playing/using it. Ask, ‘What makes a person want to

stop playing a game/using an app?’. They get bored; no new content; it's too hard; it's too easy; it's not exciting; it's repetitive;
nothing changes; and the rewards for playing/using it aren’t good.

Explain that game and app developers know this, so they actively make sure that users play their game/use their app and
then don’t want to come off it or want to go back on as soon as they can. It is in their interest for you to be engaged for as long
as possible, so they design their games/apps to make this happen. This is called ‘persuasive design'.

Show students the definition: online features that are designed to change attitudes or behaviours through persuasion and
social influence by drawing on psychological and social theories. You might not think you have been the victim of persuasive
design, but the chances are that you have.

Share the following examples: Autoplay/suggested videos on YouTube: YouTube knows that once you have finished watching
the video that you came to watch, you might then leave the site. They don’t want you to leave. Therefore, they offer suggested
videos at the side to entice you to stay, and they automatically play the next video so that you don't even need to click to get
hooked into the next video. Other streaming sites use this too, including platforms like Netflix.

Now explain Snapchat streaks: A snapchat streak is created when two people have sent a picture or video snap for three or
more consecutive days. The number keeps rising each day that they send a snap to each other. As soon as a day goes by that
they don't send a picture or video snap, the streak is lost. Snapchat knows that people like rewards, and so this is like a reward
for going onto the app and sending a snap every day. The higher the number, the more someone has to lose, and so they feel
like they have to go on every single day. They also won't want to let the other person down either, so they will feel pressured
into doing it.

Please see following page for lesson continuation N
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Lesson Objectives:

| can describe
common systems that
regulate age-related
content (e.g. PEGI, BBFC,
parental warnings) and
describe their purpose
| can recognise
features of persuasive
design and how they
are used to keep users
engaged (current and
future use)

Keywords:

Persuasive design
Behaviour

Social
Psychological
Autoplay

Streak

Loot box

Resources:

Persuasive design
presentation

Duration:
30 minutes
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Lesson 2 — Persuasive design online

Whole Class Learning:

Show the next slide. Do they know what this is? Some children might be able to identify it as a loot box. Loot box definition: an
in-game purchase consisting of a virtual container that awards players with items and modifications based on chance. Loot
boxes and other micro-transactions are increasingly used to improve the profitability of games that are free to play or that
are paid for as an initial purchase. Explain that loot boxes are similar to buying a pack of football cards; i.e. they have bought
something, but they don't know what is in it. It might be something good or it might something that they already have. Taking
this chance is like gambling and users get a rush of excitement when a loot box opens and it is something good. Developers
know this and therefore may decide to include loot boxes in their game. They also receive your money when you decide to
buy one, so it is in their interest to get you to buy them. People can sometimes become addicted to buying them, which isn't
healthy and they have even banned loot boxes in Belgium altogether.

Show the next slide. Why does Fortnite have seasons? Why does it change its content around every 10 weeks? This is to stop
players getting bored and to encourage them to continue playing the game. Likewise, items available in the Item Shop are
continually updated to prevent you from becoming bored. These are also examples of persuasive design. Fortnite also use
live showtimes that require you to be logged on at a certain time so that you don’t miss it. For example, in the Fortnite Rift Tour
featuring Ariana Grande in August, there were only five showtimes which encouraged users to log on at these times.

Show the next slide. Why is Among Us so short? Why doesn’t a game go on for longer? This is so that you stay interested and
keeps you motivated. Playing several small games can soon add up in time. Review: Remember that companies tend to have
a single goal: to make money. They will use any technique they can to ensure that this will happen. Your welfare is not high on
their list of priorities, and therefore you need to look after yourself whilst you are online.

Independent Learning:

Give each child an image of either:
Snapchat

Youtube

Netflix

Fortnite

Instagram

TikTok

Ask the children to make a warning sign for their image which flags up the persuasive design. The finished signs could be
displayed together as a collaborative poster.

Review:

Set the children the task of reflecting on what they choose to use online and see how many of the persuasive devices that have
been discussed in the lesson they can remember. They can use the warning signs they have created to remind themselves.

hello@nationalonlinesafety.com | nationalonlinesafety.com 31



Lesson Objectives:

| recognise and can
discuss the pressures
that technology can
place on someone and
how/when they could
manage this.

Duration:
30 minutes
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Lesson 3 — Pressure and technology

Recap:

Ask, ‘Has your use of devices been any different since our last lesson? If so, what have you chosen to change? Do you feel
happier about the pressures of technology now?".

Introduction:

Tell the children that we are going to work as a class to create a short assembly for the rest of Key Stage Two all about the
pressures of technology and how everyone can manage this safely. Start to collect initial ideas (e.g. story, role play, poems,
posters, adverts, slide show).

Emphasise that the content of the assembly must be appropriate for all children aged 7-11. It should last for ten minutes.

Whole Class Learning:
Ask the children what they think they will need to bear in mind whilst planning the assembly (the age and levels of
understanding of the audience, the messages they are trying to get across).

How might they choose to ensure that their assembly is appropriate? (simplified vocabulary, age related content, clear
messaging, reference to apps/games the audience would be familiar with).

Independent Learning:

The children work in groups or pairs, depending on class size, to create a one-minute section for the assembly. Collaboration
and sharing of ideas should be encouraged throughout so that the children ensure they have a range of approaches and that
they cover all the necessary information.

Review:
Ask the following questions:

- 'Did the assembly go well? How do we know?’
- ’'Did the audience come away with a better understanding of the pressures of technology and how to manage this?’
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Lesson Objectives:

| can describe effective
ways people can
manage passwords, for
example storing them
securely or saving
them in the browser.

| can explain what to do
if a password is shared,
lost or stolen.

| can describe how
and why people should
keep their software and
apps up to date, for
example auto updates.

Key Words:

\Y/[e]gle]e]=
Passwords
Shared
Lost

Stolen
Update

Resources:

PowerPoint
Worksheet

Duration:
30 minutes
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Lesson 1 — Managing passwords

Recap:

Ask, ‘What are some of the risks we have discussed in previous lessons about not keeping information private when we are
using the internet?’. Discuss as a class.

Introduction:

We are going to learn about how to store passwords and what to do if they are shared, lost or stolen. Ask, ‘Has anyone in the
class ever forgotten their password? What did you have to do?".

Whole Class Learning:

Open the PowerPoint. To begin, why do we think it is important to manage our passwords? Explain that storing them securely is
important for keeping your information safe.

Explain that we can manage our passwords by storing them securely or saving them on our web browser.

Students talk to their partner about what they think they should do if a password is shared, lost or stolen. Tell a trusted adult;
change your password on all websites; if stolen, tell the company.

Students talk to their partner about why they think it is important to keep software and apps up to date. Feedback and discuss
as a class.

Explain to the class that updating their software is important for decreasing the risk of passwords being shared or
compromised.

To do this, ensure automatic updates are enabled. Make sure your computer is connected to Wi-Fi or directly connected to the
internet; install updates when notified; check to see if your computer has been updating automatically. Don't just assume that
it is happening.

Independent Learning:
____________ has just turned on their computer. Explain to them what they should do to keep their software or apps up to
date. Explain to them why it is important for software and apps to be kept up to date.

__________ is about to sign up to a website. Explain to him/her the different options they have to store their
passwords online. How do they go about setting up a password manager for their browser? Using Google Password Manager is
an example.

Alternative Task:

Review:

Discuss with the class the importance of keeping software and apps up to date. Give examples of apps or software which need
to be updated. App store on phones, windows update, driver update, etc.
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Lesson Objectives:

| can describe ways

in which some online
content targets people
to gain money or
information illegally; |
can describe strategies
to help me identify
such content (e.g.
scams, phishing).

| can describe simple
ways to increase
privacy on apps and
services that provide
privacy settings.

| know that online
services have terms
and conditions that
govern their use.

Key Words:

Content
Targets
lllegally
Scams
Phishing
Privacy

Resources:

‘Real of Fake?”
Worksheet
‘Real or Fake?’
PowerPoint

Duration:
30 minutes
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Lesson 2 — Real or fake?

Recap:

We have discussed how to make sure we keep our personal information private, but sometimes we might try our best and still
be tricked online. Ask, ‘Can anyone think of ways this might happen?".

Introduction:

Show the students a well-known website. You might have a website that you have used previously in class. Today, we are
going to explore how we can recognise if a website we are using is genuine and therefore safe to use.

Whole Class Learning:
Open the PowerPoint and show different URLs (e.g. google.com google.net g00gle.co) so the children can see the difference.
Discuss which ones they believe are real or fake.

On the next slide, show two websites, one with a padlock next to URL and one without so the children can see that if the padlock
is being used, the website should be secure.

Now show a picture of a pop-up so that the children can decide if it a scam. Discuss why they think it is a scam.

Show the children a website with fine print and a prize that they have won. Tell them they need to read the fine print to make
sure that it is not a scam.

Show the children a website with an unbelievable offer. Explain that these types of scams are probably too good to be true and
should not be clicked on.

Now we are going to decide whether some websites are real or fake.

Independent Learning:

‘Real of Fake?’ worksheet — Provide pictures of websites with fake URLs (e.g. websites without a padlock or misspelt with
numbers in it). The children have to decide whether the website is real or fake and explain why they think it is real or fake. Class
discussion about the answers with students agreeing or disagreeing with each other.

Review:

Ask, ‘What should we look out for when we go onto a website? How do we determine if it is real or fake?’. Once we have
determined that it is real, these websites have terms and conditions that govern their use and should be followed by the
company.
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Lesson Objectives:

+ | can spot phishing
emails or scam
messages when | am
online and describe
what to do if | am
concerned about
a message | have
received.

Key Words:

+ Suspicious
«  Phishing
+ Genuine

Resources:

+  'Phishing Emails’
PowerPoint

+  'Phishing Emails’
worksheet

« Tablets or computers

Duration:
30 minutes
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Lesson 3 — Phishing

Recap:
Ask, ‘What can we do when we are online to check that the pages we are seeing are genuine?’. Discuss as a class.

Introduction:

The children work in small groups. Each group has a blank piece of rice paper and a permanent marker. Have the children
write ‘Scam’ in the middle of the paper. Have them write down what they think a scam is.

Do the same again but put the word ‘Phishing’ instead. Collate the answers and see if there are any that correspond with each
other.

Whole Class Learning:

Explain to the children that scams are lies or tricks to take advantage of people, usually to get money or personal details.
Scams are against the law. Scams are often done by email and are known as ‘phishing emails.” A phishing email is an email
sent to you where the person pretends to be someone else and asks you to give them your personal details or download a link
which may give them access to your computer. They do this usually to steal money from you. This might be by convincing you
to send them money or by infecting your computer with malware or a virus.

Model some examples of phishing emails on the PowerPoint. Ask the class, ‘How do you think you can spot a phishing email?".
First, see if you recognise the sender. If it is an unknown email address, there is a chance that this person is trying to scam you.

Second, NEVER click on a link to a URL. Check the URL to see if there are any minor misspellings, for example cormpany.com
instead of company.com.

Third, no reputable company, such as a bank, will ever ask you to disclose your personal details, such as name, address or
bank account number over email, so if the sender is asking for that information, then it is potentially a phishing email or scam.

There are lots of things you can do to keep yourself and your personal information safe.

Suspicious Emails, this government website has the steps you should take. It is important to report this email to ensure that the
relevant companies are aware of the scam. Then delete the message so you do not accidentally click on it in the future.

Independent Learning:

The children are split into pairs. Have examples of different types of phishing emails or scams as well as some genuine emails
or messages and hand them out to the children. The children must now spot which emails are genuine and which ones are
scams and explain how they know that or why they think that. Share the results with the class.

Review:

Ask, ‘What do you do if you spot a potential scam or phishing email? If you are not sure whether an email is genuine, what
can you do?".
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Lesson Objectives:

| can demonstrate the
use of search tools to
find and access online
content which can be
reused by others.

Key Words:

Copyright
Ownership
Content
Usage
Rights

Resources:

PowerPoint

Duration:
30 minutes
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Copyright and Ownership

Lesson 1 — Copyright presentations

Recap:

Ask, ‘Can we remember how to search for images with different rights?’. Tell your partner the steps to finding different content
you can use.

Introduction:

Today, we are going to create a final presentation using everything you have learned about copyright and ownership of
images and information. You can either search for images or create your own digital artwork and summarise information so it
belongs to you.

Whole Class Learning:

The teacher demonstrates what they would expect on each slide. The children can work in pairs or individually. They may be
best doing this one individually as the previous presentation was in pairs.

Independent Learning:

Create a presentation or digital artwork about the current topic they're studying in class. Use creative commons licence
images from Google images. Also, the teacher can show how to find stock images of content which can be reused.

Review:

The students can share their posters with students from a different year group, explaining copyright and ownership of the
content.
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Lesson Objectives:

| can demonstrate how
to make references
to and acknowledge
sources | have used
from the internet.

Key Words:

« Cite

+ source

« plagiarism

+ bibliography

Resources:

+ 'Referencing’
PowerPoint

+ Children’s own
presentation

« ‘Citation’ worksheet if
needed

Duration:
30 minutes

&
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Lesson — Referencing Safety’

Ask, ‘Can someone tell us where the source for their information for their presentations in the previous lesson comes from?'.
The source must be where the information comes from originally because we need to acknowledge that and give the creator
the credit they deserve.

Introduction:
Today, we are going to learn about references and acknowledging where content comes from.

Whole Class Learning:

Open the PowerPoint. For us to mcke sure we are giving the people who created the content online the credit they deserve, we
need to do a few things. Has anybody heard of the word ‘plagiarism’? Talk to your partner and gather ideas.

Explain that plagiarism is when someone finds your work online and copies it and uses it as their own.

Ask, ‘How would you feel if you found out someone was using your words online?’. Discuss with your partner and gather ideas
to discuss as a class.

It is important that we acknowledge where content comes from originally. If we decide we wish to use someone'’s content
online, we need to do something called a ‘citation’.

To cite someone’s work means we are giving the person the credit they deserve. It will show people where we found the
information and that we haven't just made it up. Remember that claiming someone else’s work is illegal so it is important that
we cite their work.

Show students the example of a bibliography to demonstrate what it should look like.
To create a citation, we need to write the following:

the name of the writer or company

the year it was written or taken (this is usually in brackets)
The title of the article (in italics) or page

The URL of the website

The date you accessed it [in square brackets].

National Geographic. (2008). Plains Zebra. [online] Available at: https://www.nationalgeographic.com/animals/mammails/p/
plains- zebrq?[Accessed 19 May 2018].

Independent Learning:

Using the presentation developed in the previous lesson, the students practise referencing the information they used. Instruct
the students to follow the steps in the PowerPoint to accurately write the citation.

Monitor and provide feedback. Ask some students to demonstrate their referencing on the board and explain how they found
the necessary information.

oswN

Review:

Exit quiz. Each group is given a word that they need to explain so they can leave the classroom. What do the words ‘plagiarism’,
‘source’, ‘cite’ and ‘bibliography’ mean? Children discuss in pairs then gather their answers.
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Lesson Objectives:

- | canreference
someone else’s piece
of work or image that |
have found online.

Key Words:

- reference
+ bibliography

Resources:

+ 'Referencing’
PowerPoint

Duration:
30 minutes
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Lesson 3 — Bibliographies

Recap:

In the previous two lessons we have been working on our presentations and making sure that all of our research is labelled
correctly. Ask, 'What could happen if we don't provide references in our own presentations?".

L°2

Introduction:

Today, we are going to draw all of the tips together to finalise our presentations. Think back to last lesson and the PowerPoint
we studied. Ask, ‘What do you think are the final touches?".

Whole Class Learning:

Go through the PowerPoint from the previous lesson again to recap the steps to accurately referencing work. Review some of
the examples that the students did during the independent activity.

Pause on the ‘Bibliography’ slide and explain that we are now going to put all of our references together in one bibliography to
finish our presentations. Go through the slide to demonstrate how we compile all of our references into one list.

Independent Learning:

The children create a bibliography for their presentation. Children go back through their work checking to see if it belongs to
them. If they have used any pictures from online or wish to add more information, they need to create a bibliography and cite
the website and image as demonstrated in the previous presentation. This can be a worksheet which they can add to their
presentation, either an online version or paper copy so they can write on it.

Review:

The students show their presentations, highlighting where they found each piece of information or image, and detailing where
it is in the bibliography.
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