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Lesson Plan Title Objective Lessons Keywords
. | can explain how online content can limit our autonomy by Lesson 1 - Ads and Artificial intelligence
Self—lmqge influencing peoples’ thinking, feelings, beliefs, behaviours and sponsors
& Identit responses; | can recognise and evaluate different factors and Lifestyle sites
entity their impact. Lesson 2 — Artificial
intelligence Machine learning
| can explain how online content can be shaped and targeted
to influence body image, purchasing choices and behaviour Social media
(e.g. fashion, pornography, lifestyle sites and social media influencers
influencers).
| can explain why some social media influencers promoting
products and lifestyle can be virtual (computer generated
persondlities) and not real people
I can explain what is meant by artificial intelligence (Al)
and how it can harvest my identity and shape my online
experiences.
. | can describe how online technology allows access to and Lessonl1— Location apps
Online communication with global communities. Combatting hate
. . online
Relatlonshlps | can give examples of how anyone can adapt their behaviour
to engage positively and sensitively with a diverse range of Lesson 2 — Giving
people, taking into account gender, cultural sensitivity, political | consent
and religious beliefs etc.
| can explain how consent can be mistakenly assumed and
demonstrate how to appropriately challenge this e.g. within
established friendships, being generalised or having been
previously given.
| can recognise healthy and unhealthy behaviour in
relationships and assess when the use of technology is
becoming coercive and / or controlling (e.g. obsessive
communication via online platform or text, using location apps
to monitor and manipulate). | can explain when this is abusive,
and strategies for getting help and support.
. I can explain how aspects of someone’s online identity can Lesson1-The Bystander
Online be linked together, and while something might be shared impact of online
. privately, it could have an impact later, personally and behaviour
Reputatlon professionally
Lesson 2 —
| can explain the importance of someone’s online reputation Challenging
(especially to their future career) and can describe ways of inappropriate
managing this behaviour
| can describe how to appropriately challenge content or
behaviour that may have a negative impact on someone’s
online reputation
. | can identify and assess behaviours that might be seen Lessonl1— Forum
Online as bullying in different or)1|ine contexts (e.g. close friendship Recognising
. groups vs public forums) and adjust my own behaviour bullying
Bu"ylng accordingly
Lesson 2 —
Bystanders
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Lesson Plan Title Objective Lessons Keywords
. | can recognise when and analyse why online content has Lesson1-The Fake news
quqglng been designed to influence people’s thoughts, beliefs or motives behind
onli restrict their autonomy (e.g. fake/misleading reviews, fake fake news Propaganda
niine . news or propaganda)
Information , , , , Lesson 2 —
| can differentiate between genuine news sites and fake Spreading
(or imitation) news sites with similar web addresses, and if disinformation
uncertain, | can remain sceptical
| can explain why conspiracies based on disinformation
may still attract people even without being grounded in real
evidence
| can demonstrate the appropriate routes if | need to report
illegal content e.g. social media reporting tools, government
reporting sites (terror material)
| can identify and assess features that might indicate thata | Lesson1-The Self-diagnose
Heqlth, site or social group could negatively impact on wellbeing business of health
Wellbei Self-medicate
elibeing | can offer strategies to identify and evaluate help from Lesson 2 — The
& Lifesty|e established respected sites or organisations that may be great Insta con
more helpful
| can explain the benefits and risks of using online sources
to self-diagnose and self-medicate and why someone
should consult a medical professional if they are concerned
about their health
. | can contribute to an informed debate between national Lesson 1 — The key Find my phone
Prlvucy & security and safeguarding as against personal privacy principles of GDPR
S it Remote access
ecuri Y | can describe how data drawn from users of online services | Lesson 2 — Personal .
can be collected, used or sold to inform other services and privacy vs. public Remote data deletion
organisations without the users’ knowledge or consent. | good
can give examples of this.
| can demonstrate additional ways to protect and manage
data on my devices (e.g. find my phone; remote access;
remote data deletion)
. | can apply Creative Commons Licensing to my own work Lesson1-— Creative Commons
Copyright Copyrightlaw and | Licensing
. creators
& Ownership
Lesson 2 —-
Applying Creative
Commons
Licensing
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Year 7 Online Safety
Glossary

Artificial intelligence: Computer programmes which
can think, learn, make decisions, solve problems
and mimic human cognition, meaning they are able
to perform tasks such as visual perception, speech
recognition, decision-making, and translation
between languages.

Bystander: A person who is present at an event or
incident but does not take part.

Creative Commons Licensing: An American non-
profit organisation devoted to expanding the range
of creative works available for others to build upon
legally and to share. Several free copyright licenses
(known as Creative Commons licenses) have been
released to the public.

Fake news: Fake news is a form of news consisting
of deliberate disinformation or hoaxes spread via
traditional news media or online social media.

Find my phone: An app provided on mobile devices
to allow users to geo-locate their device if lost,
misplaced or stolen. Further features allow remote
locking and deletion of data, image capture through
the camera of the user and messaging.

Forums: An internet forum, or message board, is an
online discussion site where users hold conversations
in the form of posted messages. They differ from
chat rooms in that messages are often longer than
one line of text and are at least temporarily archived.

Lifestyle sites: Generic term for sites which reference
physical and mental health issues, including
anorexia, bulimia, suicide and self-harm. Usually

set up by online communities experiencing these
issues and often unregulated, unlike established and
verified agencies offering online support services.

Location apps: Apps that track the physical location
of the device using GPS and local phone and Wi-Fi
networks.

National
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Machine learning: The use and development of
computer systems that are able to learn and adapt
without following explicit instructions, by using
algorithms and statistical models to analyse and
draw inferences from patterns in data.

Propaganda:

The deliberate provision of:

+ acombination of information and disinformation
where the inclusion of valid information is
intended to mask or legitimise the disinformation
with the intention of influencing the choices,
actions or beliefs of others.

« disinformation that is not factually accurate.

+ information that, whilst accurate, may be
narrowly selected, thereby failing to present other
pertinent facts.

Remote access: The ability to access a computer or
a network from a remote location - also known as
remote desktopping.

Remote data deletion: A remote wipe may delete
data in selected folders, repeatedly overwrite stored
data to prevent forensic recovery, return the device
to factory settings or remove all programming on the
device.

Self-diagnose: Diagnose oneself as having a
particular medical condition

Self-medicate: Administer medication to oneself
without medical supervision.

Social media influencers: A social media influencer
is someone who has established credibility in a
specific industry, has access to a huge audience
and can persuade others to act based on their
recommendations.
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Year 10 online safety lesson plans

SELF-IMAGE & IDENTITY

Lesson One — Ads and sponsors

Key Learning Outcomes:

« | can explain how online
content can limit our
autonomy by influencing
peoples’ thinking, feelings,
beliefs, behaviours and
responses; | can recognise
and evaluate different
factors and their impact.

« | can explain how online
content can be shaped and
targeted to influence body
image, purchasing choices
and behaviour (e.g. fashion,
pornography, lifestyle
sites and social media
influencers).

Key Questions:

Do you often buy items because
they have been recommended
by social media influencers?

Do you find it easy to recognise
when a post has been
sponsored by a company?

Would you like to be an
influencer? Why/why not?

What advice would you give to
younger teenagers who are just
starting to use social media to
help them understand indirect
marketing?

Resources required:
PowerPoint

Social media influencers KS4
video

Duration:
45 minutes

nationalonlinesafety.com Year 10 Self-image & Identity
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Lesson One

Year10

Recap:

The images we see online are not always a true reflection of
reality, and we need to question whether there is a motive or a
purpose to the post, such as to encourage us to buy a product.
Influencers are a form of indirect advertising that promote
companies and products, and it is really important that we are
able to spot them when we are scrolling through social media.

Introduction:

Today we are going to discuss how we might be influenced by
what we see online. Ask students if they are influenced by what
they see online and encourage students to expand on their
answers to explain in what ways they are or are not influenced by
what they see online. Go through the images on the PowerPoint,
discussing how each one makes the students feel. Are they a
realistic representation of the world?

Class Learning:

Have students sit so they can all see the screen and watch the
video. Students are encouraged not to make notes first time
round, but just to listen to the speaker. If there is information in
the video that is particularly relevant to your student group, play
the video again and ask students to make notes on key points.

Independent Activity:

In small groups, discuss the following questions.

1. Do you follow influencers on social media? If so, why do you
enjoy their posts? If not, why not?

2. Do you often buy items because they have been
recommended by social media influencers?

3. Do you find it easy to recognise when a post has been
sponsored by a company?

4. Would you like to be an influencer? Why [/ why not?

5. What advice would you give to younger teenagers who are
just starting to use social media to help them understand
indirect marketing?

Review:

It is important to know when we are being advertised a product.

Why? Because they use clever tricks to persuade you, including

outright dishonesty. Your favourite celebrity has a new favourite

clothing brand? But do they really? Will they be wearing the
same next week? Are you about to spend money because

you have been told these clothes are great, or because you

genuinely want them? Advertising is an intelligent industry, so

make sure you think carefully about the motives behind the
posts you see online.

Homework:
How can we enjoy social media and the online world without
losing our own beliefs and ideals?

Ask students to write a small paragraph offering suggestions
for how to enjoy social media without becoming influenced by
unattainable ideals and encourage students to volunteer their
answers in at the start of the next lesson.



Year 10 online safety lesson plans

SELF-IMAGE & IDENTITY

Lesson Two — Artificial intelligence

Key Learning Outcomes:

+ | can explain why some
social media influencers
promoting products and
lifestyle can be virtual
(computer generated
personalities) and not real
people

+ | can explain what is meant
by artificial intelligence (Al)
and how it can harvest my
identity and shape my online
experiences.

Key Questions:

What are the positive and
negative uses of Al in our
society?

How might Al become an issue
in advertising?

Resources required:
Explainer video: Artificial
Intelligence

PowerPoint

Uses of Al worksheet

Al and Faces

Duration:
45 minutes

nationalonlinesafety.com Year 10 Self-image & Identity
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Recap:

We have explored how what we see online might not be a
reflection of reality, including image manipulation as well as
economical motives behind posts. We are going to build upon
this today and discuss how machine learning can be used in
place of real humans.

Introduction:

Today we are going to talk about Artificial Intelligence and
machine learning, and the benefits and drawbacks of its wider
use. Ask students what they know about artificial intelligence, or
Al. In pairs, students have 5 minutes to list all of the uses for Al
they can think of and feedback as a class.

Class Learning:

Show students the PowerPoint to see which of the answers the
class thought of, and which ones they missed. As you go through
each use of Al, encourage students to offer examples they have
seen or heard about. Add students’ ideas to the lists.

Show students the Explainer Video Artificial Intelligence and
encourage students to take note of the positive and negative
uses for Al technology. Feedback as a class.

Ask students if they could spot a face designed by artificial
intelligence, and open the following website to explore as a class:

Al and Faces

Give students the time to look through the faces and change the
ages.

If it is possible to create such realistic faces with Al, can we trust
that brand ambassadors and social media influencers are real?
Why might this be problematic for the consumer?

Independent Activity:

Discuss in small groups:
. What are the 3 uses of Al that benefit society the most?
. What are the 3 uses of Al that benefit society the least?

Feedback as a class.

Review:

The uses of Al are vast and varied and can support us in daily
tasks and can be incredibly efficient. As you use technology
moving forward, which you will all be doing constantly, take note
of how Al is embedded now in our everyday lives and consider
where this technology might take us in the next decade.

Homework:

Take the time to research one of the uses of Al that you were not
familiar with before the lesson and make a presentation on how
it is used today and its predicted uses for the coming years.


https://nationalonlinesafety.com/hub/view/webinar/artificial-intelligence
https://nationalonlinesafety.com/hub/view/webinar/artificial-intelligence
https://www.nytimes.com/interactive/2020/11/21/science/artificial-intelligence-fake-people-faces.html
https://www.nytimes.com/interactive/2020/11/21/science/artificial-intelligence-fake-people-faces.html
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Year 10 online safety lesson plans

ONLINE RELATIONSHIPS

Lesson One — Combatting hate online

Key Learning Outcomes:

| can describe how online
technology allows access
to and communication with
global communities.

| can give examples of

how anyone can adapt
their behaviour to engage
positively and sensitively
with a diverse range of
people taking into account
gender, cultural sensitivity,
political and religious beliefs
etc.

Key Questions:
What is online hate?

What is freedom of expression?

Do platforms do enough to
eliminate hate from their pages?

Resources required:
Online Hate KS4 video

Duration:
45 minutes

National
Online
Safety”

Lesson One
Year10

Recap:

We have spoken a lot about how we relate to each other online,
especially on social media. What are three ways that social
media benefits our relationships, and what are three ways that it
might impact them negatively? Discuss as a class.

Introduction:

Today we are going to talk about hate online and what we can
do as individuals to stand up against it to support in the creation
of a respectful digital space.

Class Learning:

Have learners sit so they can all see the screen and watch the
video. Learners are encouraged not to make notes first time
round, but just to listen to the speaker. If there is information in
the video that is particularly relevant to your learner group, play
the video again and ask learners to make notes on key points.

Independent Activity:

In small groups discuss the following questions:
1.  What do you understand hate speech to be?
2. What do you understand freedom of expression to be?

3. Do you think online platforms do enough to eliminate hate
speech from their sites?

4. What can you do if you come across hate speech online?

5. What advice would you give to a friend who has been a
victim of hate speech online?

Review:

Hate is hate, online or offline, and it can cause serious damage
to the target and the wider audience and it is never acceptable.
Reporting posts and videos alerts platform moderators to the
content and directs them to review the content and take it down
if it breaks their rules. Don't assume that someone else will report
it; it is a simple, safe and effective way of standing up against
hate and making it clear that you do not want this material on
the internet.

nationalonlinesafety.com

Year 10 Online Relationships



Year 10 online safety lesson plans
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ONLINE RELATIONSHIPS Safety’

Lesson Two — Giving consent

Key Learning Outcomes:

* | can explain how consent
can be mistakenly assumed
and demonstrate how to
appropriately challenge
this e.g. within established
friendships, being
generalised or having been
previously given.

« | canrecognise healthy
and unhealthy behaviour
in relationships and assess
when the use of technology
is becoming coercive and /
or controlling (e.g. obsessive
communication via online
platform or text, using
location apps to monitor and
manipulate). | can explain
when this is abusive, and
strategies for getting help
and support.

Key Questions:

What are the different types of
consent?

What can | do if someone
violates my consent?

Resources required:
PowerPoint

Duration:
45 minutes

Lesson Two
Year10

Recap:

What are some of the ways we can report content that violates
platform rules online?

Introduction:

Today we are going to discuss what it means to give our
consent, how this might be mistakenly assumed, and what we
can do if this occurs. We will also look at healthy and unhealthy
relationship behaviours in relation to devices and technology
and explore how we can seek help and support if we are
concerned about our relationships, or the relationships of
someone we know.

Class Learning:

Ask the class what it means to give consent and feedback as
a group. Now ask how giving and gaining consent is different
online from offline and feedback as a group.

Open the PowerPoint and show the students the key definitions,
contexts and different types of consent. Discuss how each of the
points relates to online interactions and encourage students to
offer examples of each.

Independent Activity:

In small groups, discuss the scenarios on the Online Consent:
Which are a problem? slide, incorporating the key terms seen
during class learning.

Feedback as a class and compare suggestions between the
groups.

Review:

We have discussed different elements of consent today in
detail and explored what we mean by ‘true consent’, and what
situations can occur which are problematic in terms of consent.
If something happens online or offline that makes you feel
uncomfortable or you feel someone has violated your right to
consent, report it to a trusted adult or recognised helpline, such
as ChildLine.

nationalonlinesafety.com
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Year 10 online safety lesson plans
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ONLINE REPUTATION Safety’

Lesson One — The impact of online behaviour

Key Learning Outcomes:

« | can explain how aspects
of someone’s online identity
can be linked together,
and while something
might be shared privately,
it could have an impact
later, personally and
professionally.

+ | can explain the importance
of someone’s online
reputation (especially to
their future career) and can
describe ways of managing
this.

Key Questions:

How private are my private
posts and conversations online?

What impact can my online
behaviour have on my wider
life?

Resources required:
Juri Vips: Online Reputation

Duration:
45 minutes

nationalonlinesafety.com Year 10 Online Reputation

Lesson One
Year10

Recap:

We have been looking at a range of different ways we need
to consider our behaviour in relation to the online world, and
the potential consequences of acting in a way that is not
responsible.

Introduction:

Today we are going to look at some examples of how actions
online have impacted the lives and careers of users outside of
the online space and discuss what we need to consider when we
are online.

Class Learning:

Ask the class if they can think of any celebrities who have been
in the news for posting or doing something inappropriate online.
Discuss as a class.

Students read the following article.
Juri Vips: Online Reputation

As a class, discuss the following.
1. What did Juri Vips do online that damaged his career?
2. What were the consequences of his behaviour?

Highlight to the class that even though his behaviour was not
posted or recorded, such as in a shared photo or social media
post, it has a permanent impact, and all of our actions, both
online and offline, are seen as a reflection of who we are and wiill
impact the way people perceive us.

Independent Activity:

In pairs, research other examples of people in the public eye who
have had their careers damaged by something they said or did
online, either during their working life or when they were younger.

Share the examples as a class.

Review:

As you know, there is a very blurred boundary between what we
do online and what we do offline, and we need to recognise that
all of our actions have consequences, both for us and our lives,
and for the people who witness the actions.


https://www.gpfans.com/en/f1-news/86008/red-bull-driver-vips-lifeline-f2-team-dismay/
https://www.gpfans.com/en/f1-news/86008/red-bull-driver-vips-lifeline-f2-team-dismay/
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Lesson Two — Challenging inappropriate behaviour

Key Learning Outcomes: Lesson Two

« |can describe how to Year10

appropriately challenge

content or behaviour that Recap:

may have a negotlv,e ) In the last lesson we read about Juri Vips. Discuss what

impact on someone’s online happened to Juri Vips as a result of his actions online.

reputation. .

Introduction:

Key Questions: Today we are going to continue to look at how we can create a
How can we challenge good online reputation for ourselves online, and we will also start
inappropriate behaviour online? exploring how we might be able to challenge online behaviour

that may have a negative impact on someone’s reputation.
Resources required:

PowerPoint Class Learning:

Ask students: If you see something online that you think is
inappropriate, what do you do? Why? Is this different offline?
Why?

Ask students if they have ever heard of the bystander effect and
elicit ideas around what it means. Show students the definition
on the PowerPoint.

Discuss with the class how this might impact whether someone
online chooses to interfere when they see inappropriate
behaviour.

Is it possible that we are less likely to intervene online because
we are aware of the amount of other people who have access to
the posts, and decide that someone else will stand up against it?
What is the result if everyone reaches this same conclusion?

Independent Activity:

In small groups, research and discuss ways to safely stand up
against inappropriate behaviour online and feedback as a class.
Students might suggest blocking, reporting, telling an adult
offline, talking to the person offline if you know them...

If students suggest leaving comments on a thread, discuss
how this could have a negative impact, such as causing the
argument to grow bigger.

Review:

If we want to challenge someone’s behaviour, we always have to
consider what is the safest and most effective way to do so. We
have seen today that there are a range of features that we can
use online to challenge content and actions, such as blocking
and reporting, and we have also discussed some of the less

Duration: effective ways, such as engaging in an argument. As users and

45 minutes creators, we all contribute to the digital space, and we can all
play a part in building it so it is a safe and respectful place for
everyone.

nationalonlinesafety.com Year 10 Online Reputation
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Year 10 online safety lesson plans National

ONLINE BULLYING Qoo

Lesson One — Recognising bullying

Key Learning Outcomes: Lesson One

- lcanidentify and assess Year10

behaviours that might be

seen as bullying in different Recap:

online contexts (eg. close We have looked at what it means to be a bystander when we are
friendship groups vs public talking about challenging inappropriate behaviour online. Review
forums) and adjust my own the bystander effect with the class and discuss how this could be
behaviour accordingly. relevant to the topic of cyberbullying.

Key Questions:

In what ways can cyberbullying,
or online bullying, be a ‘round-
the-clock’ issue?

Introduction:

Today we are going to look in more detail about cyberbullying
and the very real impact that it can have on individuals who are

targeted.
What is a bystander and what .
impact can cyberbullying have Class Learning:
on them? Have students sit so they can all see the screen and watch the
video. Students are encouraged not to make notes first time
Resources required: round, but just to listen to the speaker. If there is information in
Online Bullying KS4 video the video that is particularly relevant to your student group, play

the video again and ask students to make notes on key points.

Independent Activity:

In small groups, discuss the following questions.
1. In what ways can cyberbullying be a ‘round-the-clock’ issue?

2. Whatis a bystander and what impact can cyberbullying
have on them?

3. If you are a bystander, what can you do in response to
witnessing cyberbullying?

4. Inyour opinion, what motivates someone to bully another
person online?

5. What advice would you give to a friend who was being
bullied online?

Review:

What does it mean to be a bystander in relation to online
bullying? What does it mean to be an upstander? Discuss as a
class how it is possible to be an upstander safely.

Duration:
45 minutes

nationalonlinesafety.com Year 10 Online Bullying



Year 10 online safety lesson plans

ONLINE BULLYING

Lesson Two — Bystanders

Key Learning Outcomes:

+ | can understand the impact
cyberbullying can have on
those involved.

Key Questions:

What are the different ways
that a victim can be affected by
cyberbullying?

What are the different ways that
a bystander can be affected by
cyberbullying?

What are the different ways
that a bully can be affected by
cyberbullying?

What steps can a victim or
bystander take to get help?

Resources required:
Tablets or computers

Video 1: Marko
Video 2: Zach

Video 3: Kara

Duration:
45 minutes

nationalonlinesafety.com Year 10 Online Bullying
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Recap:

We watched a video in the previous lesson about cyberbullying
and discussed how we could support someone who is being
targeted. What were some of the ways we discussed to be an
upstander safely?

Introduction:

In today’s lesson we are going to be exploring the impact that
cyberbullying can have on the victim.

Class Learning:

Have students sit so that they can all see the screen. We are
going to watch a few different videos and have discussions after
each one.

Video 1: Marko

+ How does the cyberbullying affect Marko?

+ How can Bec help Marko reach out to a trusted adult for help?

+  Why do you think other people are joining in the
cyberbullying?

* Marko is also being threatened physically. What advice would
you give him about that?

+ Discuss the impact of the cyberbullying on Bec and her
relationships.

+  Who was the bully? Was there just one or more than one?

+ How were the bully and the bystanders impacted?

Video 2: Zach
*  Whatis the impact of the cyberbullying on Zach and his
family?

« If you were a friend of Zach, how could you help him?

» List the steps Zach could take to have the fake profile
removed.

*  Who was the bully? Was there just one or more than one?

+ How were the bully and the bystanders impacted?

Video 3: Kara

+ How does the cyberbullying affect Kara?

+ Do you think Kara does the right thing by confronting Selena
and her friends?

+  What else could Kara do about the cyberbullying?

» List the steps Kara could take to have the cyberbullying posts
and comments removed.

» Discuss the impact the situation has on Joel.

*  Who was the bully? Was there just one or more than one?

+ How were the bully and the bystanders impacted?

Please see following page for lesson continuation X\


https://vimeo.com/173728197
https://vimeo.com/173728200
https://vimeo.com/173728193
https://vimeo.com/173728197
https://vimeo.com/173728200
https://vimeo.com/173728193

Year 10 online safety lesson plans National

ONLINE BULLYING Qoo

Lesson Two — Bystanders

Key Learning Outcomes: Lesson Two

- lcan understand the impact Year10

cyberbullying can have on Independent Activity:

th involved. . . .
ose involved Ask learners to develop a script for a scenario that includes

Key Questions: a bully, a bystander, someone being bullied and bystanders.
What are the different ways Students need to consider what they want their audience to
that a victim can be affected by learn from their scene e.g. how to be an upstander safely, not to
cyberbullying? victim blame, the impact of bullying on those who experience it...

What are the different ways that Learners can use any platform to create the video.
a bystander can be affected by

cyberbullying?

What are the different ways Review:
that a bully can be affected by

cyberbullying? Understanding the impact bullying can have on an individual is

one way to affirm the need for us to stand up against it. Bullying,
What steps can a victim or both offline and online, can cause serious harm, and it isn't
bystander take to get help? something that should be ignored or tolerated.

Resources required:
Tablets or computers
Video 1: Marko

Video 2: Zach

Video 3: Kara

Duration:
45 minutes

nationalonlinesafety.com Year 10 Online Bullying
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Year 10 online safety lesson plans

MANAGING ONLINE INFORMATION

Lesson One — The motives behind fake news

Key Learning Outcomes:

| can recognise when

and analyse why online
content has been designed
to influence people’s
thoughts, beliefs or restrict
their autonomy (e.g. fake/
misleading reviews, fake
news or propaganda)

| can differentiate between
enuine news sites and fake

?or imitation) news sites with

similar web addresses and

if uncertain | can remain

sceptical

Key Questions:

What impact can believing
and sharing fake news have on
society?

Resources required:

The Motives Behind Fake News
KS4 video

Duration:
45 minutes

National
Online
Safety”

Lesson One
Year10

Recap:

In previous lessons we have explored fake news online, from
articles to incredibly believable videos, and what we can do to
assess the validity of what we encounter online.

Introduction:

Today we are going to look at some of the motives behind
misleading or fake news and explore what it means to be
sceptical when we are seeing information online.

Class Learning:

Have students sit so they can all see the screen and watch the
video. Students are encouraged not to make notes first time
round, but just to listen to the speaker. If there is information in
the video that is particularly relevant to your student group, play
the video again and ask students to make notes on key points.

Independent Activity:
Discuss the following in small groups.

1. What do you understand to be the motivation behind the
publishing of fake news in a political context?

2. What impact can believing and sharing fake news have on
society?

3. Have you ever believed an article you have read only to later
find out that the news was not truthful?

4. Do you think fake news should be restricted by the owners of
online platforms?

5. What advice would you give to a friend who failed to
recognise fake news on a regular basis?

Review:

As a class, discuss the negative impact fake news can have on
the people it impacts. Consider the impact on a small scale,
such as a rumour being spread around a school, as well as on a
larger scale, such as inaccurate news about health and safety.

nationalonlinesafety.com
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Lesson Two — Spreading disinformation

Key Learning Outcomes:

+ | can explain why
conspiracies based on
disinformation may still
attract people even without
being grounded in real
evidence.

+ | can demonstrate the
appropriate routes if | need
to report illegal content e.g.
social media reporting tools,
overnment reporting sites
terror material).

Key Questions:
Why do people post things
online they know to be untrue?

Resources required:
Fake News by Carl Miller

Fake News and its Audience

Duration:
45 minutes

Lesson Two
Year10

Recap:

In the previous lesson we watched a short video looking at fake
news and discussed some of the motives behind the posting of
fake news and its impact on society.

Introduction:

Today we are going to explore why fake news attracts people
and discuss ways that we can report inappropriate or illegal
content online.

Class Learning:

Ask students what the motive behind fake news might be. Why
do people deliberately post things they know to be untrue?
Discuss as a class.

Watch Fake News: Understanding the Reality and Supporting
Children’s Critical Thinking. Students make notes on why people
deliberately post fake news, and the top tips to spot and limit
fake news.

Independent Activity:

Discuss the notes in small groups and summarise the key points
of the webinar.

Review:

When we are online looking at information, be wary of anything
you see which provokes a strong emotion. Make sure you use
the internet proactively rather than passively scrolling and think
carefully before interacting with content.

Homework:

Students read: Fake News and its Audience and make notes
about which groups of people are more prone to being attracted
to fake news.

nationalonlinesafety.com
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Lesson One — The business of health

Key Learning Outcomes: Lesson One
« | can identify and assess Year10
features that might indicate
that a site or social group Recap:
could negatively impact on In previous lessons we have explored fake news and its
wellbeing. potentially harmful impact on us as individuals and as a society.
. What are some of the risks associated with believing and sharing
Key Questlons: kae news?
Who benefits most from health
and wellbeing apps? Introduction:

Today we are going to explore how specific features of some
of the sites and apps that we use might negatively impact our
wellbeing.

Resources required:
Social Pressures KS4 video

Tablets or computers
Class Learning:

In small groups, students discuss what health apps and
platforms they use. Do they follow anyone who is from the
wellbeing industry? Write answers on the board and encourage
students to describe each app or personality.

Show students the Social Pressures video and highlight how
social media can impact our mental wellbeing if we are not
completely aware of our emotions when we are using it.

Independent Activity:

In pairs, students choose a health app, platform or influencer
to research. These can be famous ones, or less known ones
that they follow. On a piece of paper, students write down the
following:

What the app or platform gains from me
What | gain from the app or platform

Students then analyse the page. Encourage students to take
note of any products sold, subscriptions offered, ads that appear,
clear biases, and unfounded health claims.

At the end of the task, students feedback to the class and
discuss who benefits most from health, wellbeing and lifestyle
pages; the user or the creator.

In the same pairs, students redesign the page they analysed
so it is completely beneficial to the user and their health and
wellbeing. For example, offering balanced views, being ad-free,
and not selling a product.

Review:

Has what we have discussed in this lesson changed your mind
about some of the apps and platforms that you use? Why/why
not?

Duration:
45 minutes

nationalonlinesafety.com Year 10 Health, Wellbeing & Lifestyle
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HEALTH, WELLBEING & LIFESTYLE

Lesson Two — The great Insta con

Key Learning Outcomes:

| can offer strategies to
identify and evaluate help
from established respected
sites or organisations that
may be more helpful

| can explain the benefits
and risks of using online
resources to self-diagnose
and self-medicate and why
someone should consult a
medical professional if they
are concerned about their
health.

Key Questions:

What are the benefits and risks
of using online resources to self-
diagnose and self-medicate?

Resources required:
The Great Insta Con

Tablets or computers

Duration:
45 minutes

National
Online
Safety”

Lesson One
Year10

Recap:

In the previous lesson we looked at some health apps and
platforms and assessed to what extent they boost our health
and wellbeing. What are some of the platforms we looked at?
What did we discover?

Introduction:

Today we are going to explore how reliable the online world is
for supporting self-diagnosis and self-medication, and what we
can do to evaluate the information we come across online that
claims to offer health guidance.

Class Learning:

Write ‘The Great Insta Con’ on the board and ask students if
they have ever heard of this documentary or the story behind
it. Considering the theme of the lesson is health, wellbeing and
lifestyle, students suggest what the con might be.

Students read the following article about Belle Gibson and her
health claims online.

The Great Insta Con Internet

As a class, discuss the risks of having an open platform, such
as social media, where anyone can make health claims and
influence the medical decisions of others.

Independent Activity:

Split the class into two groups. One group writes arguments

to justify using online resources to self-diagnose and self-
medicate, while the second group writes arguments against
the use of online resources to self-diagnose and self-medicate.
Feedback as a class.

How can users enjoy social media without falling victim

to influences that can negatively impact their health and
wellbeing? Devise a campaign for school to promote healthy,
critical use of social media, including its limitations with
diagnoses and health advice.

Review:

Social media allows any of us to make claims, and as we have
seen today, while some of the claims might be very tempting to
believe, it can be harmful to take everything as fact.

nationalonlinesafety.com
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PRIVACY & SECURITY

Lesson One — The key principles of GDPR

Key Learning Outcomes:

e | can describe how data
drawn from users of online
services can be collected,
used or sold to inform other
services and organisations
without the users’ knowledge
or consent. | can give
examples of this.

Key Questions:

Why might organisations share
data or scrape public data from
the internet without permission?

What are the key principles of
the General Data Protection
Regulations (GDPR)?

What can you do to reduce the
risk associated with data being
shared?

Resources required:
PowerPoint

Duration:
45 minutes

National
Online
Safety”

Lesson One
Year10

Recap:

What is our data online, and how do we leave a trail when we are
browsing the internet? Discuss ideas as a class.

Introduction:

We provide data to online services in relation to the services they
provide. However sometimes these services might then offer

this data to others, or sell on the data, sometimes without our
permission.

Class Learning:

On the PowerPoint, introduce the news story in relation to
Clearview and their use of photos scraped from social media to
train their artificial intelligence. Ask students to consider what
Clearview did, how it impacted the privacy of individuals whose
photos were used, and the possible uses of the facial recognition
software.

Consider the following.
Were the rights of individuals breached?

Are there possible positive outcomes related to the resulting
facial recognition solution?

Are there potential negatives?

Do you feel the use of your photos for training artificial
intelligence is acceptable?

Now discuss the news report on the PowerPoint of how twitter
sold data. Why might other companies wish to pay for this data?
Why does the data have value?

Introduce GDPR and the main principles. Ask the class to

consider the Clearview story and suggest which principles were
breached.

Please see following page for lesson continuation X\

nationalonlinesafety.com
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PRIVACY & SECURITY

Lesson One — The key principles of GDPR

Key Learning Outcomes:

e | can describe how data
drawn from users of online
services can be collected,
used or sold to inform other
services and organisations
without the users’ knowledge
or consent. | can give
examples of this.

Key Questions:

Why might organisations share
data or scrape public data from
the internet without permission?

What are the key principles of
the General Data Protection
Regulations (GDPR)?

What can you do to reduce the
risk associated with data being
shared?

Resources required:
PowerPoint

Duration:
45 minutes

National
Online
Safety”

Lesson One
Year10

Individual Learning:

Introduce the Cambridge Analytica scandal and how data was
once again gathered from social media and used to profile
people for targeted advertising. The purpose of this was to
influence their voting in both the US Elections and Brexit. Give
students time to research and answer the following questions.

+  What were the implications of Cambridge Analytica's
actions? Were these implications positive or negative?

« How do you feel about what was done?
*  Which GDPR principles were breached and how?

Discuss how we can protect our data including checking

terms and conditions of sites and services. Also discuss data
minimisation and how we can either limit what we post online, or
ensure we delete data from services we no longer use.

Review:

‘Data is the new oil'. Discuss how data is valuable in terms of
advertising, profiling, targeting as well as for identity fraud and
other criminal activities. Often issues with data use or data
sharing don’t become apparent until some point in the future, so
it is important we consider the data we share and who we share
it with.

nationalonlinesafety.com
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PRIVACY & SECURITY Qoo

Lesson Two — Personal privacy vs. public good

Key Learning Outcomes: Lesson One

- Ican contribute to an Year10
informed debate between Recap:
national security and
safeguarding as against
personal privacy

In the previous lesson, we compared the value of data to oil. Why
is data considered so valuable?

+ | can demonstrate additional Introduction:
ways to protect and manage Today we are going to examine data privacy and security and
data on my devices (e.g. find how the needs of individual privacy could be seen as being in
my phone; remote access; competition with national security needs.

remote data deletion)
Class Learning:

On a personal level, sometimes it can be beneficial to allow other
devices access to ours. Discuss ‘find my phone’ and remote
access as good examples. However, we also need to consider
our privacy.

Key Questions:

What are the challenges
around the competing needs of
personal privacy and national
security/public good?

Show students the scenarios on the PowerPoint and highlight
) the potential positive and negative impacts of both. Focus on
PowerPoint individual privacy as well as public good.

Resources required:

Create two points at opposite ends of the classroom
representing the opposites of public good and individual privacy.
Go through the scenarios and students stand on the line to
indicate whether there should be a greater focus on individual
privacy or national security needs in that specific scenario.
Discuss some of the decisions as a class.

Introduce the idea of end-to-end encryption, such as via
WhatsApp, and how this ensures privacy of data in transit. Also
introduce Virtual Private Network (VPNs). Use the discussion of
VPNs to discuss paid for and free VPNs, and how free VPNs may
fund their services. Do they gather and sell data? Are they as
secure as they claim to be?

Independent Activity:

Students are split into small groups with each group given one
of the scenarios to consider. Each group should prepare a short
presentation which they will present to the class in relation to
their thoughts on the scenario, and whether individual privacy is
more important, or public good is more important in that case.

Review:

A focus on solely individual privacy or solely public good results
in significant negative implications. The solution is to try and find
a balance between the two where there is both some level of
individual privacy while also potential for oversight and public
Duration: good.

45 minutes

nationalonlinesafety.com Year 10 Privacy & Security
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Lesson One — Copyright law and creators

Key Learning Outcomes:

* | can understand and explain
the principles of copyright
law and discuss the benefits
and drawbacks of the
internet for content creators
and content consumers.

Key Questions:

What are the key principles of
copyright law?

What impact has the
internet had on creators and
consumers?

Resources required:
Copyright Law KS4 video

Duration:
45 minutes

Lesson One
Year10

Recap:

In our own research and work, how do we make sure we are
correctly citing and referencing the information we find online?
Share ideas as a class. Why is it so important that we reference
correctly?

Introduction:

Today we are going focus a little more on copyright law to get a
greater understanding of what we can and cannot use online.

Class Learning:

Have students sit so they can all see the screen and watch the
video. Students are encouraged not to make notes first time
round, but just to listen to the speaker. If there is information in
the video that is particularly relevant to your student group, play
the video again and ask students to make notes on key points.

Independent Activity:
Discuss the following in small groups.

1. What steps should you take if you want to use something you
find online for your own purposes?

2. Do you feel that copyright policies are generally clear when
you are publishing your content to online platforms?

3. Inyour opinion, does the internet make it easier or more
difficult for artists to make money from their work?

4. Have you ever created and published work that you
considered applying a copyright to?

5. What advice would you give to a friend publishing their
photography online with respect to copyrighting their
photos?

Review:

As a class, discuss whether it is easy or difficult to recognise work
that can be used for other purposes online. Explain your answers
and suggest ways the system could be redesigned to better
account for a more digital world.

nationalonlinesafety.com
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COPYRIGHT & OWNERSHIP

Lesson Two — Applying Creative Commons Licensing

Key Learning Outcomes:

+ | can apply Creative
Commons Licensing to my
own work

Key Questions:

What is a Creative Common
Licence?

How do | apply it to my own
work?

Resources required:
Tablets or computers

What is Creative Commons
License?

Duration:
45 minutes

National
Online
Safety”

Lesson Two
Year10

Recap:

In the previous lesson, we explored how copyright affects the
material that we post and see online.

Introduction:

Today we are going to look at Creative Commons Licensing in
more detail and illustrate how we can apply it to our own work.

Class Learning:

A creative commons license is a license issued by the copyright
owner. With this licence the copyright owner specifies that their
work can be used by anyone, subject to the terms of the licence.
Creative Commons Licenses can be attached to a work, which
allows for the work to be used under certain circumstances
without the need to contact the author or negotiate terms of use.

These licenses are aimed at people who want to share their
work. With the internet, this offers endless scope and is intended
to facilitate sharing. It enables anyone who comes across the
work to share it and use it, but they are bound by the terms of the
licencing agreement.

Independent Activity:

Working in small groups, students research work that has
Creative Commons Licencing attached to it.

Using the following link; What is What is Creative Commons
License? develop a step-by-step plan of how to apply Creative
Commons Licensing to your own work. Each student also
suggests a piece of work they would consider applying this to
and why.

Review:

What work has the class decided to apply a Creative Commons
License to? Compare suggestions and give students the
opportunity to showcase the work.

nationalonlinesafety.com
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